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TRUONG DAIHOC SUPHAMKY THUAT =~ CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA DIEN — DIEN TU Doc lap - Tw do - Hanh phic

NHAN XET PO AN TOT NGHIEP
(Danh cho ngwoi hwong dan)
1. Thong tin chung:
1. Ho va tén sinh vién: LE PHAM VINH THIEN VO TRUNG KIET
2. Lép: 18D4 M4 SV: 1811505120242 1811505120329

3. Tén dé tai: NGHIEN CUU GIAO THUC TRUYEN VA BAO MAT TRONG MO
HINH 10T

4. Nguoi hudng dan: Tran Duy Chung Hoc ham/ hoc vi: Thac sy
I1. Nhén xét, danh gia do an tot nghiép:
1. Vé tinh cép thiét, tinh mé&i, muc tiéu cta dé tai:

Trong khudn kho dé tai nay, nhom tac gia s& dé xuat chii yéu vé hai Phuong thirc

truyén 1a MQTT va HTTP, di kém véi d6 1a mot trang web duoc thiét ké riéng theo

timg khéi module dugc ma hod bio mat tbi wu dit liéu cho khach hang khi st dung
san pham.
2. Vé két qua giai quyét cac ndi dung nhiém vu yéu cau cua do an:

Qua thoi gian nghién ctra tim hiéu nhom thuc hién dé tai da hoan thién va giai quyét
cic van dé can thiét cho mo hinh dé c6 thé dua vao viée st dung thuc tién va dat duoc
cac yéu cau da dé ra:

+ Pé tai sir dung mo cac module (module esp8266) dé diéu khién va thu thap dir
liu.

+ Sir dung giao thuc truyén din va déng bo hod theo thoi gian.

+ St dung cam bién d6 4m, nhiét do, dong co dé thu thap gitr liéu.

+ Sir dung thé RFID dé diéu khién dong co.

+ Giao tiép giita esp8266 va céc thiét bj ngoai vi (Arduino Uno...).

+ Sir dung Board mach module esp8266 cho phép két néi may tinh thong qua cac
giao thuc, cong két ndi giao tiép SPI.

+ Sir dung mang wifi dé giam sat va thu thap dit liéu.

+ Hién thi dit liéu va thong tin cho nguoi dung qua man hinh LCD va cac thiét bi

trong mang cuc bo.



+ Sir dung giao thuc truyén Message Queuing Telemetry Transport (MQTT).
Hypertext Transfer Protocol (HTTP) va Arduino.
+ Tao 1 trang web mang tinh cuc bd trén node rep va web sever xampp
Tai liéu:
+ Tim hiéu thong tin dya trén cac website va 1 sb tai liéu.
+ Tra ctru thong tin linh kién.
+ Tai liéu vé cong nghé IOT.
+ Tai liéu vé Esp 8266
3. V& hinh thtrc, ciu trac, bd cuc ctua dd an tot nghiép:
Trinh bay thuyét minh theo format chuan nhung con mot vai 16i nho..
4. Két qua dat duoc, gia tri khoa hoc, kha nang img dung cua dé tai:
+ Tiép can, tim hiéu, hoan thién san phém
+ Giao tiép thanh cong thiét bi dung MQTT & HTTP

+ Ma hod bao mat di li¢u cua tirng module riéng biét.
+ Hiéu biét co ban vé 1ap trinh PHP va cach xdy dung co s& dir liéu trén va sql
phpMyadmin.
+ Ung dung san pham dé dang, dé tiép can, d& sur dung
+ Nang cao kha ning nghién ctru, hoc hoi vao phat trién
5. Céc ton tai, thiéu sot can bd sung, chinh stra:
+ Giao dién con qua don gian chua than thién voi nguoi dung, can viét app cho
giao dién.
+ Sir dung module RFID RC522 dé doc tuwong d6i chinh x4c nhung van con cham,
chua thé dap img véi s6 lwong nhiéu ngudi lién tuc.
+ Truyén nhan qua Node-red van con nhiéu han ché vé phan xu 1y ludng di liéu
II1. Tinh than, thai d6 1am viéc cia sinh vién:
+ C6 tinh than trach nhiém va nhan thic duge nhiém vu khi duoc giao Db an Tét
nghiép.

+ Ham hoc hoi va rat tan tdm trong qua trinh lam D6 an.



+ Thuodng xuyén trao doi v6i Giang vién trong qua trinh lam D6 an.
IV. Danh gia:
1. Biém danh gia:  9,5/10 (liy dén 1 s6 1¢ thap phan)
2.Pé nghi: X Bugc bao vé ddoan O BH sung dé bao vé 1 Khong duoc bao vé

Pa Nang, ngay 21 thang 2 nam 2022
Ngudi huwéng dan

ThS. Tran Duy Chung



TOM TAT

Tén dé tai: Nghién ciru giao thirc truyén va bao mat trong hé thong 10T
Sinh vién thuc hién: VO Trung Kiét  Msv: 1811505120329  Lop: 18D4

Lé Pham Vinh Thién Msv: 1811505120242 Lop: 18D4
Nhom thyc hién dé tai: “Nghién ctru giao thirc truyén va bao mat trong hé thong 10T”
st dung 2 phuong th truyén gébm c6 MQTT va HTTP dé giao tiép v6i khdi xtr 1y trung
tAm va nhan dit liéu tir cac module sau d6 giri vé web sever dé luu trit ma bao mat dir
liéu.
Két qua sau khi hoan thanh hé thong s& giam sat va diéu khién duoc cac thiét b tir xa,
tiép nhan va xtr 1y thong tin chinh xac va bao mat. Tiép can dugc cac cach giao tiép ciling
nhu bao mat trong két ndi ngoai vi noi riéng va hé théng IOT thong minh noi chung.



TRUONG PAI HOC SU PHAM KY THUAT CONG HOA XA HOI CHU NGHIA VIET NAM
KHOA PIEN-DIEN TU Ddoc 14p - Tu do - Hanh phuc

NHIEM VU PO AN TOT NGHIEP

Giang vién huéng din: TRAN DUY CHUNG
Sinh vién thuc hién: LE PHAM VINH THIEN M4 SV: 1811505120242
VO TRUNG KIET M4 SV: 1811505120329

1. Tén dé tai:

Nghién ctru giao thirc truyén va biao mat trong mé hinh IOT

2. Cdc sé ligu, tai ligu ban ddu:
S6 liéu:

- Pé tai sir dung mé cac module (module esp8266) dé didu khién va thu thap
dir licu

- Str dung giao thtc truyén din va déng bo hod theo thoi gian

- Str dung cam bién d6 am, nhiét do, dong co dé thu thap gitr liéu

- Str dung thé RFID dé diéu khién dong co

- Giao tiép giita esp8266 va céc thiét bi ngoai vi (Arduino Uno...)

- Str dung Board mach module_esp8266 cho phép két ndi may tinh théng qua
cac giao thirc, cong két ndi giao tiép SPI

-Str dung mang wifi dé giam sat va thu thap dir liéu

- Hién thi dit liéu va thong tin cho ngudi dung qua man hinh LCD va céc thiét
bi trong mang cuc bo

- Sir dung giao thtic truyén Message Queuing Telemetry Transport (MQTT).
Hypertext Transfer Protocol (HTTP) va Arduino

- Tao 1 trang web mang tinh cuc bd trén node rep va web sever xampp
Tai liéu:

- Tim hiéu thong tin dya trén cac website va 1 sd tai liéu

- Tra ctru thong tin linh kién

- Tai liéu vé cong nghé IOT

- Tai liéu vé Esp 8266

3. Ngi dung chinh ciia do dn:

Nghién ctru giao thirc truyén giira cac module tir d6 c6 thé dién khién va thu thap dir
lidu tir cac thiét bi dua 1én mot trang web sir dung cuc bd trong h¢ théng mang wifi tu
may chu mang tinh bao mat thong tin.

« Chuong I: Tong quan chung

Trinh bay vé dit van dé dan nhép ly do chon dé tai, muc tiéu, ndi dung nghién ctru, cac
gidi han thong sé va b cuc d6 an



« Chuong 2: Co so ly thuyét vé IOT
Trinh bay vé cac 1y thuyét co6 lién quan dén cac van dé€ ma dé tai s€ dung dé thuc hién
thiét ke, thi cong cho dé tai

« Chuong 3: Tinh toan va thiét ké hé thong

Gi6i thiéu téng quan vé cac yéu cau cia dé tai ma minh thiét ké thiét ké gom nhimng
phan nao. Thiét ké so d6 khdi hé thong, so dd nguyén Iy toan mach, tinh toan thiét ké
mach

Trinh bay vé qua trinh v& mach in ldp rap céc thiét bi, do kiém tra mach, 1ip rap mod
hinh Thiét ké lyu dé giai thuat cho chuong trinh va viét chuong trinh cho hé thong.
Huéng dan quy trinh st dung hé thong

X4y dyng trang web bao mat riéng tao giao dién van hanh don gian tdi vu cac van dé.

« Chuong 4: Thi cong hé théng va két qua , ‘
Hoan thanh timg b phén cua mo6 hinh, lam mach in thu céng, lap rap tung b phan
hoan thién do6 an.

Két qua dat duogc 1a hoan thién mo6 hinh hoat dong 6n dinh qua nhiéu lan thir nghiém.
Nhan xét va danh gia, hudng phat trién

- Hoan thanh cac muc tiéu dé ra

- Lam chu cong nghé va ndi dia hda san phém.

- Gia thanh thap hon cac san pham cung loai.

- Lam thiét bj hoc tap va tng dung trong cudc sdng sinh hoat

4. Cdc sdan pham dw kién

- Hoan thanh san pham c6 thé giam sat do cac tham sb yéu cau dé ra.

- Bao cdo tong két do an t6t nghiép

5. Ngay giao do dn: 11/10/2021

6.  Ngay ngp do dn: 18/2/2022

Pa Nang, ngay 11 thang 10 nam 2021
Trwéng B méon Ngudi hwéng din



TRUONG PAI HOC SU PHAM KY THUAT CONG HOA XA HQI CHU NGHIA VIET NAM
KHOA BIEN — PIEN TU Doc 1ap - Tw do - Hanh phic

PE CUONG PO AN TOT NGHIEP

1. Ho va tén sinh vién: Lé Pham Vinh Thién

Vo Trung Kiét
2. M4 sinh vién: 1811505120242 - 1811505120329  Lép: 18D4
3. Ho va tén ngudi huwéng din: Trian Duy Chung
4. Pé tai
NGHIEN CUU GIAO THUC TRUYEN VA BAO MAT TRONG MO HINH IOT

Thoi gian thuc hién: Tir ngay:11/10/2021 dén ngay: 18/2/2022

5. Muc tiéu

Pé tai “ NGHIEN CUU GIAO THUC TRUYEN VA BAO MAT TRONG MO
HINH 10T” budc dau co ban dé tao nén tang cho viéc lam quen voi cach phuong
thirc giao tiép céc thiét bi ngoai vi bang nhiéu giao thirc truyén khac khau, hiéu dugc
cach van hanh va luu trit gittu Itru, tao nén 1 hé théng bao mat cuc by thong tin tir cac

thiét bi dua vé trang web. Sau khi hoan thanh san pham dat dc:

- Biét cach lap trinh Arduino, biét dugc cach thic giam sat va diéu khién dong
co, cam bién va nhiu thiét bi khac.

- Thiét ké dugc trang web riéng mang tinh bao mat twong ddi luu trir dit liéu.

- Giao tiép thanh cong gitra cac thiét bi ngoai vi qua cac giao thic truyén nhu
MQTT, HTTP, Arduino.

- Thiét ké duoc giao dién phu hop v6i muc dich sir dung

- Lap rap va van hanh dugc san pham theo yéu cau dit ra

- Phat trién thém duogc k¥ ning 1am viéc, tim kiém tai liéu, nghién ctru va van

dung.
6. N¢i dung chinh

- Thiét ké giao dién dé giam sat va diéu khién thiét bi trén may tinh va di dong



Viét chuong trinh giao tiép gitta cac module dé diéu khién cac thiét bi dién.

Tao chuong trinh bao méat cho hé théng.

Thi cdng mé hinh.

Viét bao cao

7. Két qua duv kién dat dwoc

Viét chuong trinh giao tiép giita cac module dé diéu khién cac thiét bi dién.
Viét bao cdo tim hiéu va tmg dung dugc cac module

Tim hiéu vé lap trinh web, xay dung giao dién website

Thiét ké dugc mach tng dung tir Relay diéu khién céc thiét bi

Thiét ké duoc giao dién trén dién thoai, may tinh dé diéu khién, giam sat thiét bi.

Tinh toan, thiét k&, chon linh kién dé hoan thién dugc board mach chinh du dong

ap chay dap ung dugc yéu cau dé tai
Nghién ctru va tng dung tot cac giao thirc truyeén.

Giam sat duoc cac gia tri nhiét dg, do am, dong di¢n, doc thé RFID may tinh va

di dong.
Bao mat dir li¢u thong tin hé théng
Lap trinh cho hé théng hoat dong 6n dinh qua nhiéu lan kiém tra.

MBS hinh hoat dong 6n dinh.

8. Tién dd thyc hién

TT Thoi gian Noi dung cong viéce Két qua du kién dat duoc
N Gip giang vién huéng dan va trao
1 Tuan 1 LU U W S A
doi veé dé tai do an tot nghiép.
. Viét dé cuong va lich trinh thuc
2 Tuén 2 ) . . .
hién do an tot nghiép.
‘ Tim hiéu d¢ tai va lya chon thiét
3 Tuan 3 .
bi.
\ Tim hiéu nguyén 1y hoat dong cua
4 Tuéan 4 L.
de tai.
. Thiét ké so d6 khdi, so d6 nguyén
5 Tuan 5 "
y.




6 Tuén 6

Viét chuong trinh, kiém tra cac
chirc nang diéu khién trén may
tinh, dién thoai.

7 Tuan 7

Viét chuong trinh, kiém tra cac
chtrc nang diéu khién trén may

tinh, dién thoai.

8 Tuin 8

Thi cong phan cimg, lap rap mo
hinh

9 Tuin 9

Thi c6ng phan cimg, 1ap rdp mo
hinh

10 Tuén 10

Thi cong phan cimg, 1ap rap mo
hinh

11 Tuan 11

Hoan thién mo hinh, dong géi hé

thong va chay thir nghiém

12 Tuan 12

Hoan thién mo hinh, dong géi hé

thong va chay thir nghiém

13 Tuén 13

Chay thtr nghi¢ém va can chinh
toan hé thong. Panh gia két qua

dat duoc, viét bao cao.

14 Tuan 14

Chay thtr nghiém va can chinh
toan hé thong. Panh gia két qua

dat duoc, viét bao cao.

15 Tuén 15

Chay thur nghiém va can chinh
toan hé thong. Panh gia két qua

dat duoc, viét bao cao.

BO MON DUYET

Pa Nang, ngay 11 thang 10 nam 2022

NGUOI HUONG DAN

Ths.Tran Duy Chung

SINH VIEN

Vo Trung Kiét

Lé Pham Vinh Thién




LOINOI PAU

Dé hoan thanh dé tai nghién ciru ndy, 10i dau tién cho chiung em giri 10i cam on dén cac
quy thay c6 gido Truong Pai Hoc Su Pham K§ Thuit — DPai Hoc Da Ning va em xin
chan thanh gui 16i cam on dén cac thiy co trong khoa Pién — Dién Tir di chi day tan
tinh, trang bi cho chung em nhiing nén tang va kién thirc chuyén nganh quang trong,
gitip chiing em ¢6 co sé 1y thuyét vitng vang va ludn tao diéu kién giup diro tot nhit cho
ching em trong qua trinh hoc tap va nghién ctru. Pac biét, ching em xin chan thanh cam
on thay Tran Duy Chung d tan tinh gitip d&, dua ra nhimng dinh huéng nghién ciru ciing
nhu hudng giai quyét cac cac van dé dé chung em thuc hién tot dé tai. Trong thoi gian
1am viéc voi thay chung em da tiép thu them dugc nhiéu kién thire duoc chi day tir thay,
lubn thé hién moi thai d6 nghiém tac, hidu qua va day ciing 1a diéu rat can thiét trong
qua trinh hoc tap va 1am viéc sau nay dbi voi chiing em. Mic du di ¢6 gang hét &rc, xong
do diéu kién thoi gian va kinh nghiém thuc té ctia nhom con it, cho nén dé tai khong thé
tranh khoi thiéu sot. Vi vy, chlng em rat mong dugc sy dong gop y kién tir cac quy

thay, co gido.

Ching em xin chan thanh cam on!

Nguoi thye hién dé tai

V0 Trung Kiét — Lé Pham Vinh Thién



CAM DOAN

Dé tai nay 1a do nhém em tu thyc hién duéi sy hudéng dan cia thiy Tran Duy Chung
dua vao mot so tai liéu, tir cac kién thirc duge hoc tir thuc té va khong sao chép tir tai
liéu hay cong trinh sin c6 nao.

Nhitng s6 liéu, thong sd trong do an chua ting dugc bao hay bao vé trude do.
Céc hinh anh, dir liéu duoc tham khao ghi rd ngudn gdc.

Chung em cam doan nhitng 161 noi trén 13 dung su that va hoan toan trung thuc, néu cd
bat ky phat giac nao thi nhom ching em hoan toan chiu trach nhiém.

Sinh vién thuc hién

V0 Trung Kiét — Lé Pham Vinh Thién
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Nghién ciru giao thirc truvén va bdo mdt trong hé théng 10T

MO DAU

Trong thdi ky cong nghé ki thuat phat trién, nén khoa hoc k¥ thuat trong nuée cling
can phai bat kip xu hudng cong nghé méi. Cac mach dién tir, thiét bi thong minh luén
d6i méi, cong nghiép hoa — tu dong hod ngay cang duoc phd bién trong cudc sébng nhim
muc dich dap Gng nhu cau cua con ngudi. Poi hoi dén viée giam sat diéu khién tir xa.
Nhung dé dép tmg duoc cac nhu cau trén chiing ta cAn phai tiép cin tim hiéu va hoc hoi
nhirng cong nghé méi thich hop hon, tién loi hon, nén nhém chung em di quyét dinh
chon dé tai “Nghién ciru giao thirc truyén va bao mat trong hé théng IOT”. Tuy la dé tai
khong con kha méi nhung van con tinh can thiét, 1a ban dap dé gitip cho chung ta tiép
can voi nhitng cong nghé mai, thém vao dé6 nhom chung em da tich hop thém kha nang
bao mat cho hinh khi dugc dung cho cd nhan hodc nd1 bd mot nhom hoac mot cong ty.

Pé tai nay duogc thyc hién dua trén sy huéng din cia thay Tran Duy Chung, ciing
nhu sy hd tro tir cac thiét bi ctia nha trudng, tir cac trang mang. R4t mong nhan duoc sy
gop ¥ clia cac thiy co trong hoi dong bao vé va cac ban sinh vién dé c6 thé ning cao
chat luong db an.

Noi dung thuc hién bao gom: Nghién ctru tong quan, co so 1y thuyét, cac module,
hé théng gom phan ciig va phan mém, web sever dé lién két phan ciing va phan mém.
Kiém tra tin hiéu két ndi gitta cac khi trong hé thong, hé théng diéu khién tir phan cting
sang phan mém va cubi cung 1a hé théng bao mat t6i wu nhit cho san pham.

Trong khudn kho dé tai ndy, nhom s& dé xuat cha yéu vé hai phuong thire truyén 1a
MQTT va HTTP, di kem véi d6 1a mdt trang web duoc thiét ké riéng theo tirng khdi
module duoc mi hoa bao mat tdi uu dit lidu cho khach hang khi sir dung san pham.
Xong van con nhiéu mat han ché vé nhiéu mat nén cac phuong an nhém dua ra ciing
chua phai tot nhét va ciing kho 6 thé tranh khoi nhiing thiéu sot, nén rat mong nhoém
nhan dugc su dong gop ¥ kién tir quy thiy ¢, ban beé ¢ mit trong hoi déng bao vé tir
d6 nhom c6 thé hoan thanh san pham tdi vu hon nira.

Dé tai gdm c6 bon chuong:

Chuong 1: Tong quan:

Dinh nghia

- Khai niém IOT

IOT tir goc nhin k¥ thuat

- Dic diém co ban va yéu cAu & murc cao ciia mot hé théng 10T

Chuong 2: Co so 1y thuyét vé IOT

- Téng quan vé IOT
- Mang cam bién
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Nghién ciru giao thirc truvén va bdo mdt trong hé théng 10T

- Giao thtc truyén MQTT

- Giao thirc truyén HTTP

- Phan mém 14p trinh cho vi diéu khién

- Phan mém lap trinh cho Webserver

- Truyén nhan khong day OTA

- Gi6i thi¢u vé XAMPP

- Gi6i thiéu vé database MySQL trong PHPMyAdmin

- Gi6i thiéu vé MQTT Broker Mosquitto

- Gi6i thiéu vé Node-red

Chuong 3: Tinh toan va thiét ké hé thong

- Gio6i thi€u linh kién

- Thiét ké so d6 khéi trong hé théng

- Gioi thiéu vé cac khdi trong hé thong

- So d6 nguyén 1y cua ting khdi trong hé thong

- Tinh toan va thiét ké hé thong

Chuong 4: Thi cong hé thong va két qua

- Thi cong phan cing

- Lap trinh phan mém

- Két qua thuc hién

- Huéng dan st dung hé théng

Nhan xét va danh gia, hudng phat trién

- Két luan

- Nhan xét va danh gia

- Hudng phat trién

Nhém thuc hién dé tai vai muc tiéu nhu sau:

Vi dé tai: “Nghién ciru giao thuc truyén va hé thong bao mat trong hé Thong I0T”,
nhom em nghién ctru vé giao thire truyén nhan dir liéu nhu MQTT va HTTP tir cac thiét
bi thong qua wifi dé dua dir liéu 1én hé thong sever va bao mat dit liéu nguoi dung trong

hé thdng.
. Biét cach lap trinh phan mén Arduino, giao thic MQTT & HTTP

. Thiét ké giao dién web sever dé giam sat trén may tinh vé di dong trong mang
noi bd

. Xay dung dugc mo hinh va h¢ théng bao mat

o Gilip chung ta c¢6 dugc ky nang tim kiém tai liéu va nghién ciru
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Nghién ciru giao thirc truvén va bdo mdt trong hé théng 10T

Chuong 1: TONG QUAN

1.1 Pinh nghia
Thiét bi (device):

Déi v6i Internet Of Things, day 1a mot phan cta ca hé théng véi chire ning bét budc 1a
truyén thong va chirc ning khong bét budc 1a: cam bién, thuc thi, thu thap dir liéu, luu
trtr va xu 1y dir ligu.
Internet Of Things:

La mdt co sé ha téng mang tinh toan cau cho x3 hoi thong tin, mang dén nhitng dich vu
tién tién bang cach két ndi cac “Things” (ca physical 13n virtual) dua trén sy ton tai ciia
thong tin, dua trén kha nang tuong tac cta cac thong tin do, va dua trén cac cong nghé

truyén thong.
Things:

Déi voi Internet Of Things, “Thing” 12 mot dbi twong cia thé gisi vat chat (physical
things) hay thé gidi thong tin ao (virtual things). “Things” c6 kha ning duoc nhéan dién,

va “Things” c¢6 thé duoc tich hop vao trong mang luéi thong tin lién lac. [1]

1.2 Khai niém vé IOT

10T c6 thé duoc coi 1a mot tam nhin sdu rong clia cong nghé va cudc song. Tir quan diém
cta tiéu chuan k¥ thuat, IoT ¢6 thé duge xem nhu 1a mét co s¢ ha ting mang tinh toan
cau cho x3 hoi thong tin, tao diéu kién cho cac dich vu tién tién thong qua su lién két
cac “Things”. ToT dy kién sé& tich hop rat nhiéu cong nghé méi, chang han nhu cac cong
ngh¢ thong tin machine-to-machine, mang tu tri, khai thac dir liéu va ra quyét dinh, bao

vé€ su an ninh va su riéng tu, dién toan ddm may.

Nhu hinh dudi, mot hé thong thong tin trude day da mang dén 2 chiéu — “Any TIME”
va “Any PLACE” communication. Gid IoT da tao thém mot chidu méi trong hé thong

thong tin d6 1a “Any THING” Communication (Két ndi moi vat).
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Any TIME communication

- on the move
- night
- daytime

- outdoor
- indoor (away from the computer)
- at the computer

Any PLACE communication

- between computers

- human to human. not using a computer

- human to thing. using generic equipment
- thing to thing

Any THING communication
Y.2060(12)_F01

Hinh 1.1 Két nbi moi vat

Trong hé thong IoT, “Things” 1a d6i twong cua thé gidi vat chat (Physical) hodc cac
thong tin (Virtual). “Things” c6 kha ning nhan dién va c6 thé tich hop vao mang thdng
tin. “Things” ¢6 lién quan dén thong tin, c6 thé 14 tinh hay dong. “Physical Things” ton
tai trong thé gi61 vat Iy va c6 kha nang dugc cam nhan, dugc kich thich va két ndi. Vi
du vé “Physical Things” bao gdm cac mdi truong xung quanh, robot cong nghiép, hang
hoa, hay thiét bi dién. “Virtual Things” ton tai trong thé giGi thong tin va c6 kha ning
duogc luu trix, xtr 1y, hay truy cdp. Vi du vé “Virtual Things” bao gdm cac ndi dung da

phuong tién va cac phan mém tng dung.

1.3 1OT tir géc nhin ky thuat

Nhu dé cap ¢ hinh 1.1, “Things” trong IoT c6 thé 1a d6i twong vat 1y (Physical) hodc 1a
d6i tuong thong tin (hay con goi 1a ddi twong 4o - Virtual). Hai loai ddi twong nay c6
thé 4nh xa (mapping) qua lai 1an nhau. Mot ddi tuong vat 1y ¢ thé dugce trinh bay hay
dai dién boi mot d6i tuong thong tin, tuy nhién moét dbi twong thong tin co thé ton tai

ma khong nhét thiét phai dugc anh xa tor mot doi tuong vat 1y nao.

Physical world . Information world
e L __ e : -2
A7 // a
1257 - ~D @
" o -l . Y - ~Q device
— — & .‘.‘E’r‘v::“l,:l.!;:s,l',]'.»[\—ﬁl — . .® ’j
LFs way
[_l" —r,.f networks ]a— L. = { Brey
/ . @ @ physical thing
o/ : ) @  virtual thing
b 7 s - . 3
s ——— ’ - —» communication
o T — e : -2
z = mapping
: Z <-g-» communication via gateway
% <-b-» communication without gateway

<-¢-» direct communication

Hinh 1.2 H¢ thong IoT tir goc nhin k¥ thuat
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Trong hinh 1.1, mot “device” 1a mot phan cua hé thdng IoT. Chirc ning bit budc cia
mot thiét bi 1a giao tiép, va chic ning khong bit budc 1a cam bién, thuc thi, thu thap dir
liéu, luu trtr dir 1i€u va xu 1y dir 1iu. Céc thiét bi thu thap cac loai thong tin khac nhau
va cung cip cac thong tin d6 cho cac network khac, noi ma thong tin duoc tiép tuc xir

ly. Mot s6 thiét bi cling thuc hién cac hoat dong dua trén thong tin nhan duogc tir network.

Truyén thong thiét bi - thiét bi: C6 3 cach cac thiét bi s& giao tiép 14n nhau. (a) Céc thiét
bi giao tiép théng qua cac mang ludi thong tin lién lac goi 1a gateway, hodc (b) cac thiét
bi giao tiép qua mang ludi thong tin lién lac ma khong c6 mot gateway, hodc (c) cac

thiét bi lién lac truc tiép v6i nhau qua mang noi bo.

Trong hinh 1.2, mic du ta thiy chi c6 su twong tac dién ra & Physical Things (cac thiét
bi giao tiép voi nhau). Thyc ra van con hai su twong tac khac dong thoi dién ra. D6 1a
tuong tac Virtual Things (trao d6i thong tin gitra cac virtual things), va tuong tac giira
Physical Things va Virtual Things.

Céc ung dung loT rit da dang, vi dy, “h¢ théng giao thong thong minh”, “Ludi di¢n
thong minh”, “stc khée dién tu”, hodc “nha thong minh”. Cac ung dung co thé duogc
dya trén mot nén tang riéng biét, cling co thé duoc xay dung dua trén dich vu chung,

chang han nhu chimg thuc, quéan 1y thiét bi, tinh phi, thanh toan...

Céc “Communication networks” chuyén dir li¢u dugc thu thap tir devices dén cac tng
dung va device khac, va nguoc lai, cac network nay cling chuyén cdc m¢nh I¢nh thyc
thi tir tng dung dén céc device. Vai tro cia communication network 1a truyén tai dir liéu

mot cach hi¢u qua va tin cay.

(,:mmumcatlon netwo‘ks\

Sensing/actuating— Data capturing
device device

|

Data carrying]| Data
device carrier

General device

Physical Physical

Physical thing ‘ .
Y = thing thing

Y.2060(12)_F03

Hinh 1.3 Cac loai thiét bi khac nhau va mbi quan hé [2]

Yéu cau téi thiéu cta cac “device” trong IOT 1a kha ning giao tiép [2]. Thiét bi s& duoc
phan loai vao cac dang nhu thiét bi mang thong tin, thiét bi thu thap dir liéu, thiét bi cam
ting (sensor), thiét b thuc thi:
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Nghién ciru giao thirc truvén va bdo mdt trong hé théng 10T

« Thiét bi mang dit liéu (Data carrierring device): Mot thiét bi mang thong tin dugc gin
vao mot Physical Thing dé gian tiép két ndi cac Physical Things v6i cac mang ludi thong

tin lién lac.

« Thiét bi thu thap dir liéu (Data capturing device): Mot device thu thap dit liéu c6 thé
dugc doc va ghi, ddng thoi co kha ning twong tac véi Physical Things. Su tuong tac c6
thé xay ra mot cach gian tiép théng qua device mang dir liéu, hodc truc tiép thong dir
liéu gin lién voi Physical Things. Trong trudng hop dau tién, cac device thu thap dir liéu
s€ doc thong tin tir mot device mang tin va c6 ghi thong tin tir cac network va cac device

mang dir li¢u.

« Thiét bi cam ung va thiét bi thuc thi (sensing device and actuation device): Mgt device
cam nhén va device thyc thi c6 thé phat hién hodc do luong thong tin lién quan dén méi
truong xung quanh va chuyén ddi n6 sang tin hiéu dang s6. N6 ciing c6 thé chuyén ddi
cac tin hiéu k¥ thuat sd tir cac mang thanh cac hanh dong (nhu tit mé dén, hu coi bao
dong ...). Néi chung, thiét bi va thiét bi thuc thi két hop tao thanh mot mang cuc bd giao

tiép v6i nhau sir dung cong nghé truyén thong khong day hoic co day va cac gateway.

* General device: Mot general device da dugc tich hop cac network thong qua mang day
hoic khong ddy. General device bao gom céc thiét bi va do dung cho cac domain khac

nhau cua 10T, chéng han nhu may moc, thiét bi dién trong nha, va smart phone.

1.4 Dac diém co ban va yéu cau & mirc cao cia mt h¢ thong loT

1.4.1 Ddc tinh co ban
Dic tinh co ban cta IoT bao gém [1], [2]:

Tinh két ndi lién thong (interconnectivity): voi IoT, bat cir diéu gi cling c6 thé két ndi

v6i nhau thong qua mang ludi thong tin va co so ha tang lién lac tong thé.

Nhitng dich vu lién quan dén “Things”: hé thong IoT ¢ kha ning cung cap cac dich vu
lién quan dén “Things”, chang han nhu bao vé sy riéng tu va nhat quan giira Physical
Thing va Virtual Thing. Dé cung cip duoc dich vu ndy, ca cong nghé phan cting va cong
nghé thong tin (phan mém) s& phai thay doi.

Tinh khong ddng nhit: Cac thiét bi trong IoT 1a khong dong nhét vi né c¢6 phan cing
khac nhau, va network khac nhau. Cac thiét bi giita cac network c6 thé tuong tac véi
nhau nho vao su lién két cua cac network.

Thay ddi linh hoat: Status cta cac thiét bi tu dong thay ddi, vi du, ngu va thirc day, két
ndi hodc bi ngat, vi tri thiét bi da thay d6i, va téc do da thay doi... Hon nita, s6 luong
thiét bi co thé tw dong thay doi.
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Quy mb 16n: S& c6 mot s luong rat 1om cac thiét bi dugc quan 1y va giao tiép véi nhau.
S6 luong nay 16n hon nhiéu so vé6i sé lugng may tinh két ndi Internet hién nay. S6 luong

cac thong tin duoc truyén boi thiét bi s& 16n hon nhiéu so véi dugce truyén béi con ngudi.
1.42  Yéu cau ¢ mirc cao doi véi mot hé thong IoT
Mot hé thdng IoT phai thoa mén cac yéu cau sau:

Két ndi dua trén sy nhan dién: Nghia la cac “Things” phai c¢6 ID riéng biét. H¢ théng
IOT cén hd tro cac két ndi gitta cac “Things”, va két ndi duoc thiét 1ap dua trén dinh
danh (ID) cua Things.

Kha ning cong tac: hé thong IoT kha ning twong tac qua lai giita cic mang va Things.

Kha nang ty quan cia mang: Bao gSm tu quan ly, tu cAu hinh, tu recovery, tu tdi vu hoa
va tu ¢6 co ché bao vé. Diéu ndy can thiét dé mang co thé thich tng vdi cac linh vuc
tmg dung khac nhau, méi trudng truyén thong khac nhau, va nhiéu loai thiét bi khac
nhau.

Dich vu thoa thuan: dich vu nay dé c6 thé dugc cung cap bang cach thu thap, giao tiép
va xur Iy tu dong cac dir liéu giita cac “Things” dua trén cac quy tic (rules) duoc thiét
1ap bo1 nguoi van hanh hodc tuy chinh boi cac nguoi dung.

Céc kha nang dya vao vi tri (location-based capabilities): Thong tin lién lac va céc dich
vu lién quan dén mot cai gi d6 s& phu thudce vao thong tin vi tri cia Things va ngudi sir
dung. H¢ théng ToT ¢6 thé biét va theo ddi vi tri mot cach tu dong. Céc dich vu dya trén

vi tri ¢6 thé bi han ché boi luét phap hay quy dinh, va phai tuan thu cac yéu cau an ninh.

Bao mat: Trong IoT, nhiéu “Things” dugc két ndi v6i nhau. Piéu nay lam ting mbi nguy
trong bao mat, chéng han nhu bi mat thong tin bi tiét 10, xac thyc sai, hay dir li€u bi thay
d6i hay lam gia.

Bao vé tinh riéng tu: tat ca cac “Things” déu c6 cha sé hiru va nguoi sir dung ciia né.
Dit liéu thu thap duoc tir cac “Things” c¢6 thé chira thong tin ca nhan lién quan cha s
hiru hodc ngudi str dung nd. Cac hé thong IoT can bao vé sy riéng tu trong qua trinh
truyén dr liéu, tap hop, luu trir, khai thac va xtr ly. Bao v¢ su riéng tu khong nén thiét

1ap mot rao can ddi v6i xac thuc nguon dit licu.
Plug and play: cac Things phai duoc plug-and-play mot cach dé dang va tién dung.

Kha nang quan 1y: hé thong IoT can phai hd trg tinh ning quan 1y cac “Things” dé dam
bao mang hoat dong binh thuong.
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Chuong 2: CO SO LY THUYET VE 10T

2.1 Téng quan vé IoT
Bit ky mot hé thong IOT nao ciing duoc xay dung 1én tir sy két hop cua 4 layer sau [3]:

* Lop ung dung (Application Layer)

* L6p Hb tro dich vu va hd trg timg dung (Service support and application support layer)
* Lop mang (Network Layer)

« Lp thiét bi (Device Layer)
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Hinh 2.1 M6 hinh loT
2.1.1 Application Layer

Lép ng dung ciing twong ty nhu trong mo hinh OSI 7 16p, 16p nay twong tac truc tiép
v6i nguoi ding dé cung cip mot chirc nang hay mot dich vu cu thé ciia mot hé thong
10T.

2.1.2 Service support and application support layer

Nhom dich vu chung: Céc dich vu hd trg chung, phé bién ma hau hét cac ung dung [OT
déu can, vi du nhu xtr 1y dir liéu hodc luu trit dit 1iéu. Nhom dich vu cu thé, riéng biét:
Nhitng tmg dung IOT khac nhau s€ ¢6 nhém dich phu hd trg khac nhau va dic thu.
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Trong thuc té, nhom dich vu cu thé riéng biét 1a tinh toan do tang trudng cliia cdy ma

dua ra quyét dinh tuéi nudc hodc bén phan.
2.1.3  Network layer
Lop Network ¢6 2 chire nang [3]:

« Chirc ning Networking: cung cdp chtrc ning diéu khién cac két nbi két ndi mang,
ching han nhu tiép cin dugc nguon tai nguyén thong tin va chuyén tai nguyén do dén

noi can thiét, hay chtng thuc, uy quyén. ..

« Chirc nang Transporting: tap trung vao viéc cung cp két ndi cho viéc truyén thong tin

cua dich vu/trng dung IOT.
2.1.4 Device layer

L6p Device chinh 14 cac phan cting vat Iy trong hé thong IOT. Device c6 thé phan thanh
hai loai nhu sau [3]:

« Thiét bj thong thuong: Device ndy sé& tuong tac truc tiép véi network: Cac thiét bi co
kha ning thu thap va tai 1én thong tin truc tiép (nghia 1a khong phai st dung gateway)
va ¢6 thé truc tiép nhan thong tin (vi dy, 1€nh) tir cdc network. Device nay cling co6 thé
tuong tac gian tiép véi network: Céc thiét bi co thé thu thap va tai network gian tiép
thong qua kha ning gateway. Nguoc lai, cac thiét bj c6 thé gian tiép nhan thong tin (vi
dy, 1énh) tir network. Trong thuc té, cac Thiét bi thong thuong bao gém cic cam bién,

cac phan cing diéu khién motor, den, ...

« Thiét bj Gateway: Gateway la cong lién lac giira device va network. Mot Gateway hd

trg 2 churc nang sau:

C6 nhiéu chudn giao tiép: Vi cac Things khac nhau c6 kiéu két ndi khac nhau, nén
Gateway phai hd tro da dang tir c6 day dén khong ddy, chiang han CAN bus, ZigBee,
Bluetooth hoic Wi-Fi. Tai Network layer, gateway c6 thé giao tiép thong qua cac cong
ngh¢ khac nhau nhu PSTN, mang 2G va 3G, LTE, Ethernet hay DSL.

Chtic ning chuyén d6i giao thirc: Chirc ning nay can thiét trong hai tinh hudng 1a: (1)
khi truyén thong & 16p Device, nhiéu device khac nhau sir dung giao thirc khac nhau, vi
du, ZigBee voi Bluetooth, va (2) 1a khi truyén thong gitra cac Device va Network, device
dung giao thirc khac, network ding giao thirc khac, vi dy, device ding ZigBee con ting

network thi lai dung cong nghé 3G.
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Trong thyc té, Gateway c6 thé duoc build tir cac board nhu Raspberry Pi hay Arduino,
hoic Gateway dugc san xuit cong nghiép boi cac tdp doan 16n nhu Intel hay Texas
Instrument.

2.2 Mang cam bién

Mang cam bién hay con goi 1a mang cam bién khong day (Wireless Sensor Network) la
su két hop cac kha ning cam bién, xir 1y thong tin va cac thanh phan lién lac dé tao kha
nang quan sat, phan tich va phan tng lai vdi cac sy kién, hi¢n tuwong xay ra trong moi

treong cu thé nao do.

Céc mg dung co ban ctia mang cam bién chu yéu gdm thu thip dit liéu, giam sat, theo
d6i, va cac ng dung trong y hoc. Tuy nhién (mg dung ctia mang cam bién tity theo yéu

cau sir dung con rat fia dang va khong bi giéi han.
C6 4 thanh phan co ban ciu tao nén mot mang cam bién [4]:
e Céic cam bién duoc phan b theo md hinh tap trung hay phan b rai.

e Mang ludi lién két giira cac cam bién (c6 day hay vo tuyén) diém trung tam tap

hop dir li¢u (Clustering) Bo phan xtr Iy dit liu & trung tam.
e Mot node cam bién duoc dinh nghia la su két hop cam bién va bd phan xu ly.

e Mang cam bién khong day (WSN) 1a mang cam bién trong d6 cac két nbi giira

cac node cam bién bang song vo tuyén.

Hiéu qua sir dung cong suit cia WSN dura trén 3 yéu to:

e Chu ky hoat dong ngan.

e Xur Iy tin hiéu ndi bo tai cac node dé gidm thoi gian truyén.

e Mo hinh dang multihop 1am giam chiéu dai duong truyén.
Mot vai dic diém cua mang cam bién:

e Cic node phan b day dic.

e Cac node dé hong.

e Giao thirc mang thay d6i thuong xuyén.

e Node bi gidi han vé kha nang tinh toan, cong subt, bo nhé.

2.3 Phan mém lap trinh cho vi diéu khién
Arduino 1a mgt dy &n dugc céc sinh vién truong Interaction Design Institute Ivrea tai

Interaction Institute Ivrea thuc hién. La mét trong nhitng nén tang mi ngudn mé duoc
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nhi€u nguoi trén thé gidi don nhan va toc do lan téa mdt cach nhanh chong. Vige st
dung nén tdn mot cach don gidn da gitp cho nhitng nguoi yéu thich dién ti, sinh vién
va gidgi chuyén nghi¢p hoan thanh cac dé tai, du &n mot cach nhanh chong va tiét ki€ém

chi phi.

Hinh 2.2 Biéu twong phan mém Adruino

2.4 Phan mém lap trinh hién thi 1én Web server

Visual studio 1a mot phﬁn mém hd trg dic luc hd trg cong viéc 1ap trinh website. Cong
cu nay duoc tao 1én va thudc quyén so hitu ctia dng 16n cong nghé Microsoft. Nam 1997,
phan mém 14p trinh nay c6 tén ma Project Boston. Nhung sau d6, Microsoft di két hop

céc cong cu phat trién, dong g6i thanh san pham duy nhét.

Visual Studio 1a hé théng tap hop tat ca nhitng gi lién quan t6i phat trién ing dung, bao
g6m trinh chinh sira m4, trinh thiét ké, g& 16i. Tirc 13, ban co thé viét code, stra 15, chinh
sira thiét ké img dung dé dang chi véi 1 phan mém Visual Studio ma thoi. Khong dimng
lai & d6, nguoi dung con c6 thé thiét ké giao dién, trai nghiém trong Visual Studio nhu
khi phat trién ung dung Xamarin, UWP bang XAML hay Blend vay.

Phan mém Visual studio dugc chia thanh 2 phién ban Visual Studio Enterprise va Visual
Studio Professional, cic phién ban cao cdp c6 tinh phi nay dugc sir dung nhiéu boi
c4c cong ty chuyén vé lap trinh. Bén canh dé, Microsoft cling cho ra mat phién ban
Community (phién ban mién phi) ctia goéi phan mém, cung cap cho ngudi ding nhing
tinh nang co ban nhét, phi hop véi cac dbi twong 1ap trinh khong chuyén, méi tiép can
tim hiéu vé cong nghé (d6i twong nghién ciru, nha phat trién ca nhan, hd trg dy an mo,
cac t6 chure phi doanh nghiép dudi 5 ngudi dung).

Go6m nhiéu tinh nang;

+ Pa nén tang

+ Pa ngdn ngir 1ap trinh
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+ Kho ti€n ich mé rong phong phu
+ Luu trir phan cip

+ Kho luu trit an toan

+ Man hinh da nhiém

+ HJ tro viét code

+ HJ tro thiét bi dau cudi

+ HO tro Git

+Tinh nang comment

2.5 Giao thirc truyén nhin trong hé thong
2.5.1 Giao thirc MOQTT

25.1.1  DPinh nghia:

MQTT (Message Queuing Telemetry Transport) 1a giao thirc truyén thong diép
(message) theo mé hinh publish/subscribe (cung cap / thué bao), duoc st dung cho cac
thiét bi IoT v6i bang thong thap, do tin cdy cao va kha nang duoc sir dung trong mang
ludi khong 6n dinh. N6 dua trén mot Broker (tam dich 1a “May chu moi gi6i”) “nhe”
(kha it xir 1) va dugc thiét ké c6 tinh mé (ttre 12 khong dic trung cho tng dung cu thé

ndo), don gian va dé cai dit.
25.1.2  Ung dung:
MQTT la lya chon 1y tudng trong cac moi trudong nhu:
_Nhirng noi ma gia mang vién thong dit do hodc bang thong thip hay thiéu tin cay.
_Khi chay trén thiét bi nhiing bi giéi han vé tai nguyén tdc do va bo nho.

_Boi vi giao thirc ndy sir dung bing thong thip trong méi trudng c6 do tré cao nén né 1a

mot giao thure Iy tudng cho cac ing dung M2M (Machine to Machine).
~MQTT ciing 1a giao thirc dugc sur dung trong Facebook Messenger
2.5.1.3  Tinh nang, dac diém noi bat:

_Dang truyén thong diép theo mo hinh Pub/Sub cung cip viéc truyén tin phan tan mot

chiéu, tach biét véi phan tmg dung.
_Viéc truyén thong diép 1a ngay lap tirc, khéng quan tim dén néi dung duoc truyeén.

_Str dung TCP/IP 1a giao thirc nén.
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_Tbn tai ba mirc do tin cdy cho viée truyén dit liéu (QoS: Quality of service)

QoS 0: Broker/client s& giri dit liéu dting mot 1an, qua trinh giri dwgc xac nhén béi chi
giao thuc TCP/IP.

_ QoS 1: Broker/client s& guri dit li€u voi it nhéat mot 1an xac nhan tir dau kia, nghia la co

thé c6 nhi€u hon 1 1an xac nhan da nhan duoc dir lidu.

_ QoS 2: Broker/client dam bao khi gui dir li€u thi phia nhan chi nhan dugc dung mat

l4n, qua trinh nay phai trai qua 4 budc bit tay.

_Phan bao boc dir li¢u truyén nhé va dugc giam dén mirc to1 thiéu dé giam tai cho duong

truyén.
2.5.1.4  Uudiém ciia MOTT:

Véi nhing tinh ning, dic diém ndi bat trén, MQTT mang lai nhiéu loi ich nhat 13 trong
hé théng SCADA (Supervisory Control And Data Acquisition) khi truy cap dit liéu IoT.

Truyén thong tin hiéu qua hon.

Tang kha ndng mo rong.

Giam dang ké tiéu thy bing thong mang.
Rét phu hop cho diéu khién va do tham.
Tbi da hoa bang thong co sin.

Chi phi thap.

R4t an toan, bao mat.

Puoc st dung trong cic nganh cong nghiép dau khi, cac cong ty 16n nhu Amazon,
Facebook, ....

Tiét kiém thoi gian phat trién.
Giao thtrc publish/subscribe thu thap nhiéu dit liéu hon va ton it bang thong hon so véi

giao thuc cil.
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Hinh 2.3 M6 ta cach thirc hoat dong cua giao thirc MQTT
2.5.2 Giao thiece HTTP
25.2.1 Dinh nghia:

Http (HyperText Transfer Protocol) 1a giao thirc truyén tai siéu vin ban duoc st dung
trong www ding dé truyén tai dir liéu gitta Web server dén céc trinh duyét Web va
nguoc lai. Giao thirc nay sir dung cong 80 (port 80) 1a chu yéu.

Hay ban c6 thé hiéu khi ban g& vao 1 dia chi vao trinh duyét Web, liic nay trinh duyét
Web sé& giri 1 yéu cau qua giao thirc Http dén Web server. Web server va sé nhan yéu

ciu ndy va tra lai két qua cho trinh duyét Web.
25.2.2  Ung dung:

HTTP dugc ding trong www (world wide web) véi muc dich tao nén nén tang két ndi
gitra client va server. Client ¢ day dai dién cho bat ky loai thiét bi hodc chuong trinh
nao, c6 thé 1a PC, smartphone... Con Server dugc ding dé chi nhitng may tinh trén dam
may. HTTP 1a mot giao thirc cho phép trao d6i va sir dung cac ngudn tai nguyén khac
nhau, chéng han nhu HTML doc. M6t doc hoan chinh s& duoc tao nén tir nhiéu doc con
bao gém vin ban, layout, media, video, script... HTTP lan dau dugc gidi thiéu vao nhimng
nam 90. Cho dén ngay nay, né khong ngimg dugc mé rong va chiém mot vi tri rat quan
trong trong thé gi6i Internet. HTTP duoc coi nhu 1a mot giao thirc img dung ctia bd cac
giao thirc nén tang cho Internet TCP/IP. N6 ciing c6 thé dugc giri thong qua két ndi TCP
dugc ma hoa TLS.Nho vao dac tinh mo rong khong gidi han cua nd, ngoai cac tai li¢u
siéu van ban, HTTP con duoc dung dé fim nap hinh anh va video. Tham chi 1a dang tai
ca ndi dung 1én server. Chinh vi thé, HTTP déng vai trd quan trong trong quy trinh cap

nhat website thong qua kha ning nap dir liéu cho cac doc theo yéu cau.

2.5.2.3  Tinh ndng ddc diém néi bdt:
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Hinh 2.4 Cach thirc hoat dong cuia giao thirc HTTP

A6

« HTTP c6 thiét ké don gian

Pon gian chinh 14 dap 4n ndi bat nhat cho cau hoi dac diém cua giao thac HTTP 1a gi.
That vay, muc dich xudt hién cua HTTP 14 tao ra mot cong cu that than thién, co thé
dugc st dung dé dang boi moi dbi tugng. Cac HTTP message déu c6 cdu tao rat don

gian dé nhitng ngudi méi sir dung ciing c6 thé doc hiéu duoc.
* HTTP c¢6 kha nang mo rong

HTTP s¢ hitu tinh linh hoat rat cao. N6 khong c6 bat ky mot gidi han niao vé sy nang
cép va mé rong. Tham chi, chi can b%mg mot thoa thuan théng nhat gilia client va server

l1a mdt tinh nang mai cua HTTP da dugce hinh thanh.
« HTTP la stateless — Giao thic HTTP 1a gi

Boi moi phan hdi cia HTTP 1a doc 1ap nén nguoi dung khong thé tao sy lién két thong
tin gitta cac phan hoi dugc. Piéu nay c6 thé sé trd thanh mot nhuoc diém dbi voi nhiing
truong hop nguoi dung can co cac tuong tac mach lac va b6 trg cho nhau, vi du nhu
shopping cart trén cac trang thuong mai dién tir.

Pé khic phuc van dé nay, HTTP cho phép mé rong tu do cac header. Trong d6, nguoi
dung c6 thé tu tao cho minh session trén mdi request nham muc dich chia sé cac ngir
canh hodc trang thai giita cic request v6i nhau. S¢ di trudng hop nay c6 thé thuc hién
duoc vi ban than HTTP la stateless.

2.5.2.4  Uudiém ciia HTTP:
Kha nang tim kiém: Mic di HTTP 1a mét giao thirc nhan tin don gian, né bao gdom kha
nang tim kiém co s¢ dit liéu véi mot yéu cau duy nhat. Piéu nay cho phép giao thirc
dugc sir dung dé thuc hién cac tim kiém SQL va tra vé két qua duoc dinh dang thuan
tién trong tai licu HTML.

Sinh vién thuc hién: V6 Trung Kiét — Lé Pham Vinh Thién Nguoi huéng dan: Ths. Tran Duy Chung 15



Nghién ciru giao thirc truvén va bdo mdt trong hé théng 10T

D& 1ap trinh: HTTP dwoc mé hoa duéi dang vin ban thuan tay va do d6 dé theo ddi va
trién khai hon céc giao thuc su dung ma yéu clu tra ctru. Dit liéu duoc dinh dang duoi
dang dong vin ban chir khong phai dudi dang chudi bién hodc trudng;
Bao mat: HTTP 1.0 tai xudng timg tép qua mot két ndi doc 14p va sau d6 dong két ndi.
Vi vay, diéu nay lam giam dang ké nguy co bi danh chin trong qua trinh truyén.
2.6 Cach thirc bao mat trong hé thong

2.6.1 Cdp nhdt firmware cho esp qua OTA trong mang ndi bo:

OTA (Over-the-Air) Programming

Cap nhat OTA (Over-the-Air) 1a qua trinh tai firmware méi vao bo mach ESP8266 bang
két n6i Wi-Fi ma khong phai qua cong giao tiép ndi tiép. Chirc ning nay cuc ky hiru ich
trong truong hop khong cé quyén truy cap vat Iy vao bo mach ESP8266.

C6 nhiéu cach khac nhau dé thyc hién cap nhat OTA. O day, chiing em sé& dung thu vién
AsyncElegantOTA. Theo chlng em, day 1a mot trong nhiing cach t6t va dé dang nhat

dé thuc hién cap nhat OTA, va cap nhat mot cach cé bao mat trong mang noi bg.

Thu vién AsyncElegantOTA tao ra mot may chii web ma ban c6 thé truy cap trén mang
cuc bd ctia minh dé tai 1én chuong trinh co s hodc tép méi vao hé théng tép (LittleFS).

Céc tép ban tai 1én phai ¢ dinh dang .bin.

m e

ElegantOTA +m o

1 Eleg ‘3 =
Firmwear Filesystem : = : .

- - « B =

* X = o

e I o ¢

« m x :

* m X g

. L ]

. .

Firmware Filesystem . =
lin [ i : =" e

CR

:ESP8266:

Convert to binary files

.z.m.g.

Hinh 2.5 M6 ta cach thirc cap nhat firmware qua OTA

2.6.2 Gidi thi¢u vé XAMPP

Xampp la chuong trinh tao may chi Web (Web Server) dugc tich hop san Apache, PHP,
MySQL, FTP Server, Mail Server va cac cong cu nhu phpMyAdmin. Khong nhu
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Appserv, Xampp ¢6 chuong trinh quan 1y kha tién loi, cho phép chu dong bat tit hodc

khéi dong lai cac dich vu méy chu bét ky ltc nao.

Xampp 1a mot chuwong trinh mi ngudn md may cha web da nén dugc phét trién boi
Apache Friends, bao gébm chu yéu 1a Apache HTTP Server, MariaDB database, va
interpreters danh cho nhitng ddi twong st dung ngon ngit PHP va Perl. Xampp 13 viét
tat cua Cross-Platform (da nén tang-X), Apache (A), MariaDB (M), PHP (P) va Perl (P).
N6 phan bd Apache nhe va don gian, khién cac 1ap trinh vién c6 thé d& dang tao ra may
chu web local dé kiém tra va trién khai trang web ctia minh. Tat ca moi thtr can cho phat
trién mot trang web - Apache (ing dung may chi), Co so dit liéu (MariaDB) va ngon
ngir 1ap trinh (PHP) duoc gbi gon trong 1 tép. Xampp ciling 1a 1 chuong trinh da nén
tang vi nd c6 thé chay tot trén ca Linux, Windows va MacOS. Hau hét viéc trién khai
may cha web thuc té déu str dung cung thanh phan nhu XAMPP nén rat d& dang dé
chuyén tir may chu local sang may chu online.

2.6.3 Gidi thigu vé phdn mém phpMyAdmin:
PhpMyAdmin 12 mot céng cu ngudn mé duoc viét bang ngdn ngit PHP dé giup ngudi
dung quan 1y co s¢ dir liéu cua MySQL thong qua mot trinh duyét web. Pay la cong cu
quan tri MySQL phé bién nhit duoc sir dung boi hang triéu ngudi ding trén toan thé
gid1, ddc bi¢t 1a cac nha quan tri co s¢ dir liéu hay database administrator.

2.6.4 Gidi thi¢u vé co sé dir ligu MySQL trong phpMyAdmin:
Trong XAMPP di c6 san phpMyAdmin, ching ta chi can mo trang bang cach click vao
button Admin tuong (g vdi MySQL, giao dién phpMyAdmin c6 dang

sua localhost £127.0.071 [ php X

C 0} | @ localhost/phpmyadmin#PMALRL-Gindexphp?db=&table = &server= 1 &target=&lang=en

o O Server: 127.0.0.1
php
y ] Databases |/ SOQL (3, Status =55 Users + More
oG
Recent Favorites
s3] ‘2eneral Setings Database servel
|y New
| deal = Server connection collation @) « Server 127.0.0.1 via
g cocet . . TCRAP
T_ infarmation_scherma utfgmbd_unicode_ci v . Server type: MySQL
-ll-— rysgl « Serverversion: 5.6.24
L | performance_schema - MySGL Community
l _ - —r Server (GPL)
B phpriyadmin Appearance Settings » Protocal version: 10
+1 | webauth « User rooti@localhost
&’ Language @ o Server charset: UTF-8

English v Unicode (utfd)

%) There: | prahomme ¥

Hinh 2.6 Giao dién téng quan co s& dit liéu PHPMyAdmin
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Ta s& thdy phpMyAdmin c6 dang ban dau v6i mot sb database c6 san.
Tao database

Click vao tab Databases, man hinh tao database s€ hién ra, & man hinh nay ta chi cha y
phan Create database:

Database name: dién tén database can tao, vi du: tintuc.
Collation: chon dang ngén ngir hién thi, ban c6 thé chon utf8 general ci.

Click button Create dé tao database.

CT] Server: 127.0.0.1

| Databases ] SOL [, Status =5 User accounts ¥ More

Databases
i Create database g
timtuc utfS_unicode_ci A Create
Datahase - Collation

infarrmation_schema utfs_general_ci == Check privileges
mysqg| latinl_swedish_ci == Check privileges

performance_schema  wtfs_general_ci == Check privileges

phpmyadmin utfe_bin == Check privileges
test latinl_swedish_ci == Check privileges
tintue utfs unicode ci == Check privileges
Total: 6 latinl suedish_ci

Hinh 2.7 Tao mot co s dir liéu

Sau khi tao xong, nhin bén tréi ta théy Xuét hién database cé tén tintuc.
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php
OO0

Hecent Favorites

M

+ | information_scherma
P

) mysl

I

+_ | performance_schema
[ .

+ | phpryadmin

) test

— | tintue
Hinh 2.8 Database da dugc tao

Tao user két noi database

_Thong thudng ta c¢6 thé sir dung ludn username root cia MySQL dé két ndi database,

tuy nhién vé ly do security, chling ta nén tao riéng cho moi database mot username riéng.

_Click vao database c6 tén tintuc tir danh sach database bén trai, dé thao tic nhimng gi

lién quan chi mdi database tintuc.
_Chon tab Privileges d¢ tao user.

_Click chon Add user account dé bat dau tao:

LT Server: 127.0.0.1 » @ Database: tintuc

4 Structure L[ SQL 4 Search =5 Privileges <+ More
&2, Users having access to "tintuc”

User name Host name Type Privileges Grant Action

roat 127001  global aL PrIviieces Yes By Edit privileges
roat 1 global s PrIvILeces Yes B Edit privileges
roat localhost  global alL PrIviieGes Yes By Edit privileges

+ Check all With selected. 2] Export

New

£, Add user account

Hinh 2.9 Tao cac user két ndi database
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Tai man hinh tao account, chu y nhirng vi tri dugc danh dau trong hinh:
(1): Pat tén username, vi du user_tintuc.

@: Chon host name, thong thuong chon local, bén con lai s€ tu dong hién

thi localhost, cach chon nay ciing phtt hop khi cdu hinh server thuc té.
@: bat password, vi du dat 123456.
(4): Xé4c nhan lai password, gd nhu trén.

(5): Click chon dé tao user cho database tintuc.

T Server: 127.000.1

| Databases | [ SQL | (§y Status =5 -User accounts =l Export [&

Add user account

Login Information

User narne:

Uze text field: ¥ || user_tintuc @ B
Host narme:

Local @ v || localhost @
Password:

Use text field: LAl [ @ ®
Re-type: @

wnnmn @

Authentication Plugin : T
Mative hMySCL authentication ¥

Generate password:
Generate

Database for user account

Create database with same name and grant all privileges.
Grant all privileges on wildcard name {usemarmeh_%).

¥ Grant all privileges on database "tintuc”. | ®

Hinh 2.10 Tao man hinh tao account

Ciing & man hinh tao account nay, click chon Check all & cip quyén truy cap cho user

vlra tao, tat nhién ban ciing c6 thé c6 Iya chon riéng dé gidi han quyén cua user.
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| Databases

L S0L Gu Status

| User accounts =t Export &= Import

Create database with same name and grant all privileges.

Grant all privileges on wildcard name (usernames,_%).

Global privileges # Check all

Pate: M5 QL privi

«| Data

SELECT
INSERT
UFDATE

DELETE

LU AR YR VL Y

FILE

RAES SrE GHp

S SV VA Y WO VA A N VL Y L

B English.

#| Structure

CREATE

ALTER

TINDEX

DROF

CREATE TEMPORARY TABLES
SHOW WTEW
CREATE ROUTINE
ALTER ROUTIME
EXECUTE

CREATE WIEW
EWENT

TRIGGER

« Administration

GRANT

SUPER

FPROCESS

RELOAD

SHUTDOWN

SHOW DATABASES
LOCKE TAELES
REFERENCES
REFLICATION CLTENT

REPLICATION SLAVE

L VI Y Y VA A VL VL Y LV

CREATE USER

Hinh 2.11 Chon quyén truy cap cho user

Click button Go bén dudi dé két thuc viée tao username.

2.6.5 Gidi thigu vé MQTT Broker Mosquitto

Mosquitto 1& mét MQTT Broker ma ngudn mo cho phép thiét bi truyén nhan dir liéu
theo giao thue MQTT version 5.0, 3.1.1 va 3.1 — Mdt giao thirc nhanh, nhe theo m6 hinh

publish/subscribe dugc sir dung rat nhiéu trong linh vuc Internet of Things. Mosquitto

cung cap mot thu vién viét bang ngdn ngit C dé trién khai cac MQTT Client va c6 thé

dé dang st dung bang dong lénh: “mosquitto_pub” va “mosquitto_sub”. Ngoai ra,

Mosquitto ciing 1 mot phan cua Eclipse Foundation, 1a du an iot.eclipse.org va duoc tai

trg boi cedalo.com

» Uu diém:

e Uu diém noi bat ctia Mosquitto 1a toc dd truyén nhan va xir 1i dit liéu nhanh,

do6 6n dinh cao, dugc st dung rong rai va phu hop véi nhiing ung dung

embedded.

e Mosquitto rat nhe va phu hop dé sir dung trén tit ca cac thiét bi.

e Ngoai ra, Mosquitto ciing dugc hd tro cac giao thire TLS/SSL (cac giao thirc

nham xac thuc server va client, ma hoa cac message dé bao mat dir liu).

» Nhuoc diém:
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e Mot s6 nhuoc diém ctua mosquitto 14 kho thiét ké khi 1am nhiing tng dung

16n va it phuong thirc xac thuc thiét bi nén kha ning bao mat van chwa tbi wu.
2.6.6 Gidi thi¢u vé Node-red

NodeRed 1a mdt cong cu dua trén NodelS nham gitp tao nén 1 webserver ma ban co
thé cau hinh tily chinh céc chtic ning bang cach kéo tha cac khi 1énh trén trinh duyét
web. Mot ing dung NodeRed hoat dong theo mo hinh “luéng” dir liéu (flow), mot
“ludng” bao gdm cac khdi 1énh (goi 1a cac Node) lién két v6i nhau theo dang Input (Dt
lidu vao) => Operation (Xt Iy) => Output (Tra két qua).

Input 2 Output |
Operation S

Hinh 2.12 M6 hinh don gian ciia “ludng” lién két cac khdi 1énh trong NodeRed

C6 thé hiéu don gian nhu sau: “Ludng” chinh 1a 1 day chuyén san xuat, dau “ludng” la
dir liéu vao Input twong tng v6i nguyén liéu dua vao diy chuyén, sau d6 nguyén liéu s&
trai qua hang loat khau ché bién va tra ra thanh pham & cudi day chuyén. Tuong ty nhu
vay, dir liéu vao s& trai qua hang loat Node xir 1y va cudi cung tra ra két qua (nhu xuét
ra man hinh, giri thong béo, giri 1énh diéu khién ...).

Nguoi dung c6 thé str dung cac Node c6 san hodc tu tao Node bang cach 1ap trinh bang
ngon ngilr Javascript.
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Chuong 3: THIET KE VA THI CONG HE THONG

3.1 Giéi thiéu linh kién
3.1.1 Module RFID RC522
Gi6i thi¢u céc loai diu doc RFID
Trén thi truong co rat nhiéu loai dau doc thé RFID. N6 da dang vé kiéu, mau séc,

loai két ndi... Sau day 1a mot s6 dau doc co trén thi trudng:

Hinh 3.1 Pau doc RFID HF

Hinh trén trinh bay loai dau doc & ddy tdn HF 13.56MHZ. La loai dau doc c6 day
va c6 thém bo driver dinh kém cho viéc giao tiép may tinh. Thiét bi nay chi c¢6 chirc

nang doc dit liéu tir thé ma khong thé ghi dit liéu.
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Hinh 3.2 Bau doc RFID UHF
Hinh 3.2 trinh bay loai dau doc hoat dong & ddy tan sé6 UHF. La loai dau doc di
dong va chi cho chirc nang doc dir liéu tir thé ma khong thé ghi dit liéu. Pay ciing 1a
loai c6 gia cao nhat trong cac loai dau doc RFID trén thi truong.
Hinh 3.1 trinh bay loai dau doc/ghi dit liéu ré nhat trén thi truong. Thiét bi hoat
dong & tan s6 13.56MHZ. Cho phép ghi/ doc dir liéu 1én thé cling nhu twong thich két
nbi véi da s6 vi xir 1y trén thi truong. Vi nhitng thuan lgi ma thiét bi niy mang dén

nén nhom nghién ciru da chon module nay lam thiét bi doc RFID chinh.

Hinh 3.3 Pau doc/ghi RFID HF
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G161 thiéu module MFRC522
RFID-RC522 pinOUt see MFRC522* chip datasheet

UART 12C

........

interrupt

reset

+3.3v

@ RFID-RC522 @

B
LTETETEP

© 90O DI Rl Ll L2 &

Hinh 3.4 Module doc thé MFRC522

Module MFRC522 14 module doc/ghi trong mdi truong giao tiép tai tan sd

13.56 MHZ. Module hd tro doc cac chudn ISOMEC 1443 A/MIFARE va NTAG.
Module MFRC522 hd tro hau hét cac loai thé¢ MF1XXS20, MF1XXS70 va MF1XXS50.
Module con hd trg giao tiép va cho phép toc do truyén 1én téi 848 kBd trong cé hai
chiéu ddi vé6i thé MIFARE.
_Chirc nang chan va Thong s6 k¥ thuat.

- Chtrc nang chén:

+ SDA(CS): chan Iya chon chip khi giao tiép SPI (kich hoat mirc thap).

+ SCK: chan xung trong ché do SPI.

+ MOSI (SDI): master data out - slave in trong ché d6 giao tiép SPI.

+ MISO (SDO): master data in — slave out trong ché do giao tiép SPI.

+IRQ: chan ngit.

+GND: chan mass.

+ RST: chan reset module.

+ VCC: ngudn cung cép 3.3V.

- Thong s6 k¥ thuat co ban MFRC522:

+ Ngudn: 3.3VDC, 13-26mA.

+ Tan s6 song mang: 13.56MHZ.
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+ Khoang cach hoat dong:0 -60mm (mifarel card).
+ Giao tiép: SPI, 12C, UART.
+ Téc d6 truyén dir lidu: tdi da 10Mbit/s.

+ Céc loai Card RFID (tag) hd tro: mifarel s50, mifarel S70, mifare UltralLight,

mifare Pro, mifare Desfire.

+ Kich thudc: 40mm x 60 mm.
_Nguyén 1y hoat dong

Module MFRC522 14 mot reader nén c6 s& phat ra song dién tir c6 tan sb
13.56MHZ qua anten. Khi c6 mot thé tag ndm trong ving hoat dong, thé tag s& nhan
ra song dién tir nay va thé sé thu nhan séng nay lam nang lugng. Tur d6 phat lai cho
module MFRC522 biét ma sb cling nhu dit liéu ctia thé. Module s& doc ma sb thé va
dit liéu dé thyuc thi mot nhiém vu ma nguoi st dung yéu cau.

3.1.2 Thé RFID

Hién nay trén thi trudng co rat nhiéu loai thé RFID véi nhiéu kich thudc va mau
ma khac nhau nhung ching déu c6 ciu tao cac phan co ban nhu nhau gém 2 thanh
phan co ban: Chip luu trir mot s6 thr ty duy nhat, hodc thong tin khac dua trén loai
thé va anten dugc gin voi vi mach truyén thong tin tir chip dén bd doc, mot anten

duoc gan voi vi mach truyén thong tin tir chip dén b doc, mot anten cang 16n.

)

Hinh 3.5 Thé RFID
Céc loai thé RFID duogc chia 1am 3 loai co ban va thong dung la:
- Thé thu dong (Passive tag): Thé thu dong hay nhan dan thu dong la thé khong

c6 ngudn nang leong. Ngay khi ma dong dién duoc giy ra boi nhitng tin hiéu song
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radio di vao trong dng-ten cung cip du nang luong cho mach tich hop CMOS (IC)
trong thé, mach bét ddu hoat dong va thé truyén tin hiéu phan hoi lai. Piéu nay co
nghia la khi thé thu dong di qua may doc, nang lugng cta song radio phat tir may doc
s& cung cap niang luong cho chip va danh thirc né dé thu nhén thong tin ma no luu
giir. Piéu nay c6 nghia 14 anten phai thiét ké dé thu ning luong tir ca hai tin hiéu dén
va tin hiéu phan lai truyén ra. Chinh vi né khéng c6 ngudn nuéi bén trong thé, nén
nhirng thé thy dong va nhan dan thu déng c6 kich thude kha nho, vi thé né ciing khong
c6 khoang cach doc qua xa.

- Thé ban cha dong (Semi-active tag): Thé ban chu dong RFID twong d6i giéng

v6i the thu dong, trir phan c6 thém maot pin nho. Pin nay cho phép IC cua thé duoc
cAp ngudn lién tyc, giam bot sy can thiét trong thiét ké anten thu nang luong tir tin
hiéu quay lai. Cac thé ban thy dong khong chi dong truyén tin hiéu v tuyén vé dau
doc, ma né ndm im bao ton nang luong cho tdi khi nhan dugc tin hiéu vo tuyén tur
dau doc, né sé kich hoat hé thong hoat dong. Thé ban chu dong RFID nhanh hon
trong su phan hoi lai vi vay manh hon trong viéc doc sb truyén so v&i thé chu dong.
Do d6 khoang cach doc cua no cling xa hon so véi thé thu dong.

- Thé chu dong (Active tag): Py 1a loai thé khac so v6i hai loai trén, thé chii dong
RFID c6 ngudn niang luong trong chinh ban than, duoc sir dung dé cung cip ngudn
cho tat cac cac IC va phat ra tin hiéu. Chiing thudng dugc goi 1a dén hiéu béi vi chung
phat cac tin hiéu ma ching nhan dugc. Thé chu dong c6 vung hoat dong rong hom, co6
thé 1én t6i vai chuc mét, trong khi bo nhé cta né ciing 16n hon, cho phép luu trit va
truyén nhiéu dit liéu hon.

Trong khudn khé d¢é tai nay st dung thé thu dong (Passive tag).
3.1.3 Vi diéu khién NodeMCU ESP8266
> Khai niém: Module ESP8266 1a module wifi dwoc danh gia rit cao
cho céc ung dung lién quan dén Internet va Wifi ciing nhu cac ing dung truyén

nhan sir dung thay thé cho cac module RF khac v6i khoang cach truyén Ién téi 100
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mét (MOi truong khong ¢ vat can). Trén 400m vai anten va router thich hop.
_ESP8266 cung cp mdt giai phap két ndi mang Wi-Fi hoan chinh va khép kin, cho
phép n6 co thé luu trit cac Gmg dung hodc dé giam tai tit ca cac chtrc ning két ndi
mang Wi-Fi tr mdt bo xur Iy ing dung.

_Khi ESP8266 1a may chu cac ung dung hay khi n6 chi 1a b vi xir Iy rng dung c6
trong thiét bi, n6 co thé khoi dong truc tiép tir mot flash ngoai. N6 c6 tich hop bd
nhé cache dé cai thién hiéu suét cuia hé théng trong cac Gmg dung nay, va dé giam
thiéu cac yéu cau bo nhé.

_Luén phién, phuc vu nhu mot bd chuyén d6i Wi-Fi, truy cap internet khong day c6
thé duoc thém vao bat ky thiét ké vi diéu khién nao dwa trén két ndi don gian qua
_Kha nang luu trir va xtt Iy manh mé cho phép né dugc tich hop vadi cac bd cam
bién, vi diéu khién va cac thiét bi tmg dung cu thé khac thong qua GPIOS véi chi
phi téi thiéu va mot PCB t6i thiéu. Véi muc d6 tich hop cao trén chip, trong d6

bao gdm céc anten chuyén dbi balun, bo chuyén ddi quan 1y dién nang...

ISM 2.4GNz
PA +25d8m [
88z, ubig/n .

Hinh 3.6 Hinh anh thyc té Module ESP8266
> Cau tao cia NODEMCU ESP8266
Module ESP8266 c6 cac chan dung dé cip ngudn va thyuc hién két ndi. Chic
nang cua cac chan nhu sau:
+ VCC: 3.3V Ién dén 300MA
+ GND: Chan ndi dat.
+ Tx: Chan Tx cta giao thirc UART, két ndi dén chan Rx cua vi diéu khién.
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+ Rx: Chan Rx cta giao thirc UART, két ndi dén chan Tx cta vi diéu khién.

+ RST: chan reset, kéo xudng mass dé reset.

+ 10 chan GPIO tir DO — D8, ¢6 chttc nang PWM, IIC, giao tiép SPI, 1-Wire
va ADC trén chan A0

+ Két nbi mang wifi (co thé 1a sir dung nhu diém truy cap va/hodc tram may

chu luru trir mot, may chu web), két ndi internet dé 1dy hodc tai 1én dit liéu.

L
frour [ Aoco Jf 2 ST © - O "5 ]
N——" [H o—) KT ESY
T —> [FE OslVa 194 Grios JJ sDA §
EEED m——e LB e 18 GPIO0 |
Dk m—- [E o4 KW KEEY
Y5001 | most [l crios s SO © : & B
Fsocmo] cs [ criori s SO © ¢ o D
Jsocik [ sci [ crios s ON © * OSAVaY s J c7ioi2 [ Fviso |
G F———:- LK O 7 GPI013 J CTS0 J HMOS!I |
EaN——m [E OAVes' 16 Grioi5 [ RTS0 | HCs |
o—- [F o——£1] KN 2
g—- [F o7 KW 2T
caw——- [F o
N E——:- [} o—il X4
&
BN rover control N 12¢ N s B socad
BN o B roc SN cro B ARt Reserved —/\f- PWM

Hinh 3.7 Hinh anh so d6 chan két ndi ESP8266
» Tinh nang ciia Node MCU ESP8266
- HO tro chuan 802.11 b/g/n.
- Wi-Fi 2.4 GHz, hd tro WPA/WPA2.
- Chuén dién ap hoat dong: 3.3V.
- Chuén giao tiép ndi tiép UART véi tc d6 Baud 1én dén115200
- Tich hop ngan xép giao thircTCP / IP.
- Tich hop chuyén ddi TR, balun, LNA, bd khuéch dai cong suat va phu hop
vO1 mang.
- Tich hop PLL, b0 quan 1y, va cac don vi quan ly dién nang.
- Cong suat dau ra +19.5dBm trong ché do 802.11b.

- Tich hop cam bién nhiét do.
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- Hd tro nhiéu loai anten.
- Wake up va truyén cac géi dit liéu trong <2ms.
- Ché d6 cho tiéu thu dién nang<1.0mwW (DTIM3).
- Hb tro ca 2 giao tiép TCP va UDP
Lam viéc nhu cic may chu ¢ thé két ndi voi 5 may con
- Hb trg cac chuan bao mat nhu: OPEN, WEP, WPA_PSK, WPA2_PSK,
WPA_WPA2_PSK.
C6 3 ché do hoat dong: Client, Access Point, Both Client and Access Point.

3.1.4 LCD 16x02
_Gidi thigu:
LCD la mot thiét bi duoc sir dung rat nhiéu trong cac tmg dung cta vi diéu khién.
LCD c6 nhiéu vu diém hon céc dang hién thi khac nhu: ¢6 kha nang hién thi da dang
nhiéu ky tu, cac ky tu rat truc quan (gém chit, s, ky tu dé dd hoa), dé dang Uing dung
theo nhiéu giao thie giao tiép khac nhau, it chiém tai nguyén hé thong va gia thanh
hop 1y. LCD c6 nhiéu loai vé sb chan nhung chil yéu 14 hai loai 14 chan va 16 chan.
Diém khac nhau giita hai loai nay 1 16 chin s& c¢6 thém chan ngudn cho dén nén, con

céc chan con lai khong thay doi.

Hinh 3.8 Man hinh LCD 16x02
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_ Théng s ky thuat

Bang 3.1 Thong s6 k¥ thuét cia LCD 16X02

Chan| Ky Mo ta
hi¢u

1 Vss Chén ndi dat cho LCD, khi thiét ké mach ta ndi chan nay v6i GND cuia
mach diéu khién

2 VDD | Chan cép ngudn cho LCD, khi thiét ké mach ta néi chan nay voi VCC=5V
ctia mach diéu khién

3 VEE | Diéu chinh d6 twong phan cua LCD.

4 RS Chan chon thanh ghi (Register select). Noi chan RS véi logic “0” (GND)
hoic logic “1” (VCC) dé chon thanh ghi.
+ Logic “0”: Bus DB0-DB7 s& ni v6i thanh ghi 1énh IR ctia LCD (¢ ché
do “ghi” - write) hoac ndi v4i bo dém dia chi cua LCD (6 ché 36 “doc” -
read)
+ Logic “17: Bus DB0-DB?7 s& ndi v6i thanh ghi dit liéu DR bén trong LCD.

5 R/W | Chan chon ché d6 doc/ghi (Read/Write). N6i chan R/W véi logic “0” dé
LCD hoat dong & ché d6 ghi, hodc ndi véi logic “1” dé¢ LCD & ché do doc.

6 E Chan cho phép (Enable). Sau khi cac tin hi¢u duogc dat 1én bus DBODB?7,

cac 1énh chi dugc chap nhan khi ¢6 1 xung cho phép ctia chan E.

+ O ché d6 ghi: Dit liéu & bus s& duoc LCD chuyén vao (chap nhan) thanh
ghi bén trong nd khi phat hién mdt xung (high-to-low transition) cuia tin
hi¢éu chan E.

+ O ché d6 doc: Dit liéu s& dugc LCD xuit ra DB0-DB7 khi phat hién canh
lén (low-to-high transition) ¢ chan E va duoc LCD gitt ¢ bus dén khi nao

chan E xudng mirc thap.
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7-14| DBO -| TAm duodng cia bus dit liéu dung dé trao d6i thong tin véi MPU. C6 2 ché
DB7 do str dung 8 dudong bus nay:

+ Ché d6 8 bit: Dit liéu duoc truyén trén ca 8 duong, v4i bit MSB 1a bit

DB7.
+ Ché do 4 bit: Dit liéu duoc truyén trén 4 duong tu DB4 t61 DB7, bit MSB
la DB7

15 A Nguén duong cho dén nén

16 K GND cho dén nén

3.1.5 Module 12C LCD

Hinh 3.9 Module 12C LCD

Module 12C LCD la module tich hgp IC PCF8574 cho phép m¢ rong chén trong
giao tiép 12C. Dé sir dung cac loai LCD c6 driver 1a HD44780 thi can it nhat 7 chan
giao tiép gitta LCD va MCU. Nhung trong mdt s6 du 4n sir dung MCU ¢6 s6 chan
han ché thi viéc két ndi v6i LCD 1am mat rat nhidu chan két ndi. Vi vay module nay
ra doi cho phép giao tiép véi LCD thong qua hai chan SDA va SCL.
3.1.6 Chudn giao tiép 12C

_Gidi thi¢u

12C 1a chuan giao tiép nbi tiép hai diy dugc phat trién béi hang Phillips. Day la
duong giao tiép gitra cac IC voi nhau. Chuan giao tiép nay duoc sir dung rong rai trén

toan thé gidi va no tré thanh madt chuan cong nghiép cho céc giao ti€p diéu khién.
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Dic diém cua chuan 12C 1a st dung hai day SDA va SCL. SDA 1a dudng truyén

dir liéu, SCL 14 dudng truyén xung dong hd dé dong bd. Mdi thiét bi st dung chuén
12C déu c6 dia chi giao tiép, né cho phép duy tri mbi quan hé chu - t& trong sudt thoi
gian két ndi.

_Nguyén li hoat dong

Thiét bi chu tao mot diéu kién START: chuyén tur trang thai cao Xuéng thép trén
duong SDA trong khi dudng SCL dang & mirc cao. Diéu kién nay thong béo cho thiét
bi t& lang nghe dit liéu trén duong truyén. Sau d6 thiét bi chi giri dia chi ma thiét b
cht mudn két ndi véi thiét bi té. Khi thiét bi t6 trén duong truyén 12C nhan ra ding
dia chi thi s& phan hoi cho thiét bi chu biét bang mot xung ACK.

Luc nay giao tiép giita thiét bi chi va t& trén dudng dir liéu bat ddu. Mdi xung

clock tir duong SCL s€ c6 mot bit dir li¢u dugc truyén. Muc tin hi¢éu SDA chi thay

d6i khi xung clock dang & mirc thap va 6n dinh khi & mic cao.

T |
son T D SRS S |
MEE acknowledgement acknowledgement | Sr

slgnal rom slave slgnal from recelver | |

|
| byle complels, | |
| interupt wilhin slava | |
| [

ciazk lIne hald [ow while
Interupls are serviced

= TR MMWM
1 2 —_ T a8 a 1 2 a-a ] o
ACK ACK LEJ

o
5]
START or STOP ar
repealtad START repealed START
condilion condlion

MECE08

Fig.6 Data transfer on the 12C-bus,
Hinh 3.10 Nguyén 1y hoat dong ctia chuéan giao tiép 12C
Ca thiét bj master va thiét bi slave déu c6 thé truyén hoic nhéan dit lidu tiry thudc vao
qua trinh truyén thong 1a doc hay viét. Bén truyén s& guri dir liéu 8 bit va bén nhan s&
phan hoi v6i mot bit ACK.
Dé két thic qué trinh, thiét bi chu tao mot diéu kién STOP: chuyén tur trang thai
cao sang thap trén duong SDA trong khi duong SCL dang & mirc cao.
3.1.7 Cim bién DHT11

_Cam bién d6 4m va nhiét do DHT11 1a cam bién rat thong dung hi¢n nay vi chi
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phi ré va rat d& 1iy dir liéu thong qua giao tiép 1 wire (giao tiép digital 1 day
truyén di liéu duy nhét). Bo tién xt 1y tin hiéu tich hop trong cam bién giup ban

¢ duoc dir liéu chinh xac ma khong phai qua bat ky tinh toan nao.

DHT11 pins

1 vce ’.‘ -»
2 DATA Q’ .‘ .’
3 NC \
4 GND
1
2

Hinh 3.11 Cam bién nhiét &6 DHT11

_Thong s6 k¥ thuat:
Nguén: 3 ->5 VDC.
Dong sir dung: 2.5mA max (khi truyén dir
ligu).
Do t6t & d6 am 20-80%RH véi sai s6 5%.
Do tot & nhiét do 0 to 50°C sai s6 +2°C.
Tan s6 ldy mau t6i da 1Hz (1 gidy 1 lan)
Kich thudc 15mm x 12mm x 5.5mm.
4 chan, khoang cach chan 0.1".
~Nguyén ly hoat dong:
Dé co thé giao tiép voi DHT11 theo chuan 1 chan vi xir Iy thuc hién theo 2 budc:
Gui tin hiéu mubn do (Start) t6i DHTI 1, sau d6 DHTII x4c nhén lai.

- Khi da giao tiép v&i DHT11, cam bién sé& gtri lai 5 byte dir liéu va nhiét d¢ do duoc.

Budc 1: G tin hiéu Start
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MCU pulis up volt-

S alis B DHT pulls up
Age and wails fgr |

—— —] VOltage and g

DHT respoase ‘ | keeps it for
TR e il | codony | ! s
w te3seemescaty transmission
| A | P
(5] 1 TTTTTmmm— — , eeenererneneenees QRN | ... ..« <« - -} O
MCU sends out start signal |

SINGLE-BUS __| and pulls down voltage for o . D11 sends out response E.._ :

SIGNAL at least 18ms to let DHT11 }sigual & koops Jt for S0us -]

detect the signal
Lines explanation
e
MCU Signal DHT Signal

Hinh 3.12 Bit dau chuan bj vao qua trinh truyén dit liéu

e MCU thiét 1ap chan DATA la Output, kéo chan DATA xudng 0 trong khoang
thoi gian >18ms. Trong Code minh dé 25ms. Khi ¢6 DHT11 s& hiéu MCU

muén do gia tri nhi¢t do va do am.
e MCU dua chan DATA 1én 1, sau d6 thiét 1ap lai la chan dau vao.

e Sau khoang 20-40us, DHT11 s& kéo chan DATA xudng thap. Néu >40us ma
chan DATA ko dugc kéo xudng thap nghia 14 ko giao tiép dwoc v6i DHT11.

e Chan DATA s& & muc thap 80us sau d6 né dugec DHT11 kéo nén cao trong
80us. Bang viéc giam sat chan DATA, MCU c6 thé biét duoc c6 giao tiép
duoc véi DHT11 ko. Néu tin hiéu do dugec DHT11 1én cao, khi d6 hoan thién
qua trinh giao tiép cia MCU vé&i DHT.

— Budc 2: doc gia tri trén DHT11
e DHTII1 s€ tra gia tri nhiét do va do am vé duédi dang 5 byte. Trong do:
o Byte 1: gia tri phan nguyén cta do am (RH%)
o Byte 2: gia tri phan thap phan cta do am (RH%)
o Byte 3: gia tri phan nguyén cua nhiét d6 (TC)
o Byte 4: gia tri phan thap phan ctia nhiét d6 (TC)
o Byte 5: kiém tra tong.

e Néu Byte 5 = (8 bit) (Bytel +Byte2 +Byte3 + Byte4) thi gia tri 6 4m va nhiét
d6 1a chinh x4c, néu sai thi két qua do khong co6 nghia.

DPoc dir lidu:

Sau khi giao tiép dugc voi DHT11, DHT11 sé& giri lién tiép 40 bit 0 hodc 1 vé MCU,
tuong ung chia thanh 5 byte két quéa cua Nhiét d¢ va do am.
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_Bit0:
26-28us
| — voltage-length f—
| | means data “o» | Start to transmit
\"L(ii'i aext bit data
I 1 [ P
N = smarpaaumion Ny | T ) Sy y
| I
START :
Signal Lines
explanation: P —
MCLU Signal DHT Signal
Hinh 3.13 Truyén dit liéu bit 0
_Bit 1:
| gl T0us voltage-kength meuns 1-bit s
’ [ ok Start to transmit next
Vo ------- | R {4 e R:--e e bit data
| | % s
e | Start to trans- |
SIGNAL 1 ;:,]:h bl

Signal Lines
K fon:

MCU Signal DHT Signal

Hinh 3.14 Truyén dit liéu bit 1

Sau khi tin hiéu duogc dua vé 0, ta doi chan DATA cua MCU dugc DHT11 kéo Ién 1.
Néu chan DATA 1a 1 trong khoang 26-28 us thi 12 0, con néu ton tai 70us 13 1. Do d6
trong lap trinh ta bt suon 1én cua chan DATA, sau d6 delay 50us. Néu gia tri do duoc
12 0 thi ta doc dugc bit 0, néu gia tri do duoc 1a 1 thi gia tri do duoc 1a 1. Ctr nhu thé ta
doc cac bit tiép theo.

3.1.8 Cdm bién héng ngoai

_Cam bién vat can hong ngoai c6 kha ning thich nghi véi méi trudng, c6 mot cap truyén
va nhan tia hdng ngoai. Tia hong ngoai phat ra mot tin sé nhat dinh, khi phat hién hudng
truyén ¢ vat can (mit phan xa), phan xa vao dén thu hong ngoai, sau khi so sanh, dén

mau xanh s€ sang 1€n, dong thoi dau cho tin hi¢u s6 dau ra (mdt tin hiéu bac thap)
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Khoang cach lam vié¢c hiéu qua 2 ~ S5cm, dién ap lam vi¢c 1a 3.3 V dén 5V. Do nhay
sang clia cam bién vat can hong ngoai dugc diéu chinh bang chiét ap, cam bién d& lip

rap, dé su dung, ....

C6 thé duogc sir dung rong rii trong robot tranh chudng ngai vat, xe tranh chudng ngai

vat va do duong....

_Théng sb ky thuat:
e B0 so sanh sir dung LM393, lam vi¢c on dinh
e Di¢n ap lam viéc: 3.3V -5V DC.
e Khi bat ngudn, dén bio ngudn mau do6 sang.
e L) vit 3 mm, d& dang cb dinh, lap dit.
e Kich thuéc: 3.2cm * 1.4cm

e Cac mo-dun di duoc so sanh dién 4p ngudng thong qua chiét ap, néu sir dung &

ché do thong thuong, xin vui 10ng khong tu y diéu chinh chiét ap.

Distance Adjust
IR

Receiver

Power LED
‘/ Vee
+— Gnd

QOut

IR Emitter Obstacle LED
LED

Hinh 3.15 Cam bién hong ngoai
_Nguyén ly hoat dong:
Cam bién hong ngoai hoat dong bang cach sir dung mot cam bién anh sang cu thé nao
d6 dé phat hién ra budc séng anh sang chon trong phod hong ngoai (IR).
Mubn xem cuong do cua anh sdng nhan dugc, ban st dung den LED tao ra dugc anh
sang co clng budc song véi cam bién hong ngoai dang tim kiém. Khi vat ¢6 dang & gan
cam bién, anh sang tir dén LED sé& ra khoi vat thé va di vao cam bién anh sang. Day
dugc goi 1a mot bude nhay 16n vé cuong do.

3.1.9  Cdm bién dp dm dit

_Gidi thidu: Cam bién d6 am dat dung dé do do am ciia dat. Module nhé gon gia thanh

thap nén co thé dé dang trién khai qua mé 16n. Ngd ra analog va digital c6 thé kich relay.
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Module cam bién d6 4m dat img dung trong cac hé thong tudi tw dong, vuon thong minh,

cham so6c cay canh.

Hinh 3.16 Cam bién do am dat

_Théng sb ky thuat:

bién &p hoat dong: 3 — 5VDC

Pau ra analog va digital, ngudng kich hoat ¢ thé chinh bang bién trd trén board.
_Nguyén ly

Cam bién do d6 4m hoat dong dua trén nguyén li: su hép thu hoi nudc lam bién doi tinh

chat ctuia thanh phan cdm nhan trong cdm bién lam thay doéi di¢én tr¢ cua cdm bién qua

do xac dinh dugc do am.

Péi voi mot am ké dién dung, khong khi chay vao gifta hai tim kim loai. Su thay doi do

am khong khi ty 1é thuan voi sy thay doi dién dung gitta cac ban.

Trong nguyén 1y do do 4m dién trd, polymer hodc sy hip thu do am, sau d6 anh huong
dén dién tro suat ctia nd. Va dugc két ndi voi mot mach trong d6 d6 4m anh hudng dén
dién tré cua vat liéu. Tir d6 do Am twong ddi sau d6 dugc xac dinh dua trén su thay d6i
cua dong dién.
3.1.10 Module relay

- Gidi thiéu:

Relay hay con goi 1a ro — le 14 tén goi theo tiéng Phap, 1a mot cong tic (khoa K) dién tir
dugc van hanh boi mot dong dién twong d6i nho c6 thé bat hodc tit mot dong dién 16n
hon nhiéu. Ban chit caa relay 1a mot nam cham di€n (mot cudn day trd thanh mot nam
cham tam thoi khi dong dién chay qua né) va hé thdng céc tiép diém dong cat co thiét

ké module hoa d& dang lp dit.
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Hinh 3.17 Module relay

- Thong s6 k¥ thuat:

bién &p nuoi mach: 12VDC.

Dong ti€u thu: khoang 200mA/1Relay

Tin hiéu kich: High (12VDC) hoic Low (0VDC) chon bang Jumper.
Relay trén mach:

Nguén nudi: 12VDC.

Tiép diém dong ngit max: 250VAC-10A hoic 30VDC-10A

Kich thudc: 72 (L) * 55 (W) * 19 (H) mm.

Nguyén 1y hoat dong:

Trong khi van hanh c6 mdt s6 budc co ban xay ra khi ro le co di¢n dugc cap di¢n

hay ngit dién

Dién dugc cung cap cho cudn ddy tao ra tir trudng

Tir trudng duoc chuyén thanh lyc co hoc bang cach hiit phan Gng

Phan tmg dong déng/mé mot hodc nhiéu tiép diém dién

Céc tiép diém cho phép chuyén mach dién sang tai nhu dong co, bong deén, ...

Sau khi dién ap cudn bi loai b tir trudong bién mat cac tiép di€m tach ra va tro vé
vi tri binh thuong

Céc tiép diém c6 thé thuong dong hoic thuong mo
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3.1.11 Khoi nguon
- Gi6i thiéu:
Nguén t6 ong 5V 5A sir dung dién ap dau vao: 180V-240V, cong suit: 60W, c6 chirc

ning bao vé qua tai 105% - 150% cong suit dinh mirc va phuc hdi ty dong, co chirc

nang bao vé ngan mach tu dong...

Hinh 3.18 Khéi ngudn t6 ong

- Thong s k¥ thuat:
e PDién ap dau vao: 180V-240V
e Tan s6 hoat dong: 47 ~ 63HZ
e (Cong suit: 60W
e Dién ap daura: 15V
e Dong dién tdi da: 5A
e Dién 4p diéu chinh: = 10%
e Hiéu suit > 85%
e Diéu chinh dién ap (Pay tai) < 0.3%
e Bio vé qua tai 105% - 150% cong suat dinh muec, phuc hdi ty dong
e Chirc ning bao vé ngin mach tu dong
e Bdo v¢ qua ap 105% - 150% dién 4p dinh muic
e Nhi¢t do lam viéc: -20 °C ~ 60 °C
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e Nhiét d§ bao quan -40 °C ~ 85 °C
- Nguyén ly hoat dong:
e Ngudn duge thiét ké sin cac cong dién ap vao va ra rat d& cho nguoi sir dung.

Véi ngudn cong suat 16n thuong sé co 2 cong dién vao 220VAC cho 2 pha L-N,
3 cong 0V, 3 cong dién ap (+), cong dat cho thiét bi ndo can.

e V6i cac loai ngudn c6 cong suit nho hon thi sé lugng cong dau ra s& it hon 1 chat
nhung van rt tién cho ngudi dung. Chung ta chi viéc du ndi day vao sao cho
chuan xac.

e Cic ban can tinh toan cong suit sir dung chinh xac. Tranh truong hop qua tai s&
gdy hong ngudn hoic hong thiét bi dién.

3.2 Thiét ké so' @6 khdi trong hé thong

WEBSERVER NODE-RED

. o MOSQUITTO
Y DI
CO SO D0 LIEU @ MAY TINH <‘I:l,> BROKER

]

. _MODULE 3
MODULE 1 KHOIXT LY CAM BIEN HONG

RFID.LCD,BONG CO TRUNG TAM NGOAI,DHT,
MODULE RELAY

I

MODULE 2
DHT.MOISTURE
SENSOR,BONG CO

Hinh 3.19 So d6 khdi hé théng
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3.2.1 Chikc ning ciia tirng khéi:

_Khoi xur Iy trung tdm: nhan dir li€u tr cac module va dua dir li€u lén server va biéu

dién 1én Web server va Node-red.
_ Khéi module 1:
e (Gioi thiéu:
O day, nhom ching em lam hé théng nhan dang, m¢ ctra, dung webserver trén server
xampp, truy cap trong mang noi bo. (GET/POST)
e Co so ly thuyét sir dung:
HTTP GET/POST
Server XAMPP
Database MySQL PHPMyAdmin.
e Chuc ning cia khbi:

Khéi module 1 gdm Node MCU ESP8266 két ndi voi module RFID, thong qua server
XAMPP trén may tinh két ndi v6i mang va gui dir liéu lén database MySQL
PHPMyAdmin. Tir d6 hién thi thong tin thé 1én webserver va diéu khién dong co mé
dong bang thé RFID, ¢ day néu thong tin trong thé ding thi md dong co va néu thong
tin trong thé khong ding hoac thé chua dugc dang ki thi dong co khong mo.

_ Khéi module 2:
e (Gioi thiéu:
O day, nhom chiung em 1am hé thong theo ddi nhiét d6, 6 &m DHT11 hién thi 1én Node-
red theo thoi gian thuc va diéu khién dong co theo do am dat.
e Co s6 Iy thuyét st dung:
MQTT, NODE-RED
e Chuc ning cia khbi:

Khéi module 2 gdbm Node MCU ESP8266 két ndi voi cam bién nhiét do, d6 am DHT11
va cam bién do 4m dat. Qua broker mosquitto trén may tinh hién thi nhiét d6, d6 4m 1én

Node-Red qua d6 ta c6 thé giam sat cac thong s theo thoi gian thyec.
_ Khéi module 3:

e Gidi thidu:
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O day, nhom chung em 1am hé thdng diéu khién mé tit dén theo cam bién hdng ngoai
va qua Node-Red theo giao thirc MQTT.

e Co s ly thuyét:
Node-Red, MQTT.

e Chuc ning cia khbi:
Khéi module 3 gdbm Node MCU ESP8266 két nbi véi cam bién nhiét do, d6 am DHT11
va cam bién héng ngoai. Qua broker mosquitto trén may tinh hién thi nhiét 6, do am
lén Node-Red qua d6 ta c6 thé giam sat nhiét do, do am theo thoi gian thuc va bat tat
dén thong qua Node-Red hodc cam bién hong ngoai.

3.2.2 Nguyén ly hoat dong:

Khi ta bat XAMPP va cac chuong trinh can thiét thi ching ta c6 thé di dén trang dang
nhap cua hé théng. Trang dang nhap cua hé théng da duoc lién két véi co so dit lidu
dugc tich hop trong XAMPP. Khi chung ta dang nhap vao hé thong thi s& co trang
Homepage cho tat ca cac module, mudn truy cap vao module nao thi can c¢6 mat khau
cua module do (¢ day tAt ca cac mat khau dé vao module déu duogc cai dat trudce trong
chuong trinh va khong thay d6i bén ngoai), khi dang nhap dung mat khau ciia module
thi s& dugc truy cdp vao trang hién thi dit liéu ctia module do.

e Module 1:
-Khi dang nhap vao hé thong va quet thé RFID, ma thé s& dugc khbi vi diéu khién
gui 1én co so dit lidu thong qua XAMPP trén may tinh dong thoi hién thi tén ngudi ding
qua man hinh LCD, tir trang dé hién thi thong tin ciia Webserver s& ldy ma thé d6 truy
xudt 1én co s¢ dit liéu dé 1y thong tin vé hién thi I1én Webserver.
-Trong trang hién thi thong tin ciia Webserver chung ta c¢6 thé thém thé mai, xoa the,
thay thé sira thong tin nguoi dung.

e Module 2:

-Khi dang nhép vao hé thong ta s& thay dugc nhiét d6 va d6 4m dugc cap nhat 1én Node-
red theo thot gian thyec.

-Trong module nay ching ta con c6 chirc ning diéu khién dong co theo d6 am dét.

e Module 3:
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-Khi dang nhap vao hé théng ta sé théy duoc nhiét do va do am duoc cap nhat theo thoi

gian thuc 1én Node-red va chung ta con c6 thé diéu khién dén thong qua cong tic trén

do.

-Trong module nay ching ta con c¢6 chirc ning diéu khién dong co theo cam bién hong

ngoai.

3.3 So d6 nguyén Iy tirng khdi trong hé théng

_Module 1:

GND

Hinh 3.21 So d6 nguyén 1y module 2
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_Module 3

NGUON 1
1

——sv
=
GND

Ul
L a0 IN1 DHTI
—— G\D IN? 5V 1
LEDI —— VUSB IN3 DHT 2
LEDI ] :

—'H'| Rl 5 | o W iEm 2
LED? e —— sD2 ——Header3
H —_ L SD1 vy
LED3 1K 7 e GND

o LED)
LED RGB = —— SDO L
- s lite LED3
GND - 6xp DHT
—S18v3 PIR PIRI
*] : —13 EN 5V 1
GND — 4] RST 17 PIR 2
vee ——{s5v 5] GND  GND [~ 3
IN4 |—=~<CIN4 | sVp—=— VIN V3 (—— ——Header3
D owN = = NODEMCUESP8266 GND
N1 6 N1 GND @GND

Module 4relay

Hinh 3.22 So d6 nguyén 1y module 3
3.4 Tinh toan thiét ké hé thong
Thiét ké khoi ngd ra cong sut
Chon relay 5 Vde, loai nay chi can dit 4p 5 Vde vao 2 dau cudn ddy va dong trén
cudn day dam bao trén 70mA la cac tiép diém hoat dong. Mat khac, dong t6i da ma ro
le nay c6 thé chiu dugc t6i da trén tiép diém 1a 10A, nén dam bao dong dién trong quat,
dén khi chay qua cac tiép diém s& an toan. Str dung Transistor dong ngat loai NPN -
D468, vi loai nay co dong 1én téi IA dé dong ngit cho relay.
Gan thém 1 Diode gifta 2 dau cudn day mdi Relay, dé chong qua ap nguoc tir cudn
day, tranh hong cac transistor. Chon diode loai IN4007, loai nay chiu dugc ap nguogc
toi da 700V.
Dé dam bao an toan cho mach diéu khién thi nhém str dung thém Opto PC817 (hay
con goi 1a cach ly quang). N6 1a linh kién tich hop c6 ciu tao gdm 1 Led va 1 photodiot
hay 1 phototransitor. Pugc sir dung dé cach ly gitta khéi diéu khién v6i khoi ngd ra cong
Suét.
Led d6 can dong 10mA va ap roi 12 1.9 - 4V. Tir d6 ta suy ra gia tri:

veC—Vled—02 _ 5-1.9-0.2

Rledmax = =290 Q

led
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VCC —Vled — 02 5—-4 — 0.2

=80Q
Lieq 10

Rieamin =
Chon Rled = 220 Q
Dong tdi thiéu qua cudn day:

UZ dau cudn day

5
=—=70mA
Noi tré cuon day 70 m

chay =
Io = legey = 70mA

Mé IC = IB X Ib

Transistor c6 hé s6 B khoang 80 — 240, chon 8 khoang 100.

22 = 6.9kQ — R, = 10kQ)

Ib = O7mA - Rb =
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Chuong 4: THI CONG HE THONG VA KET QUA

4.1 Thi cong phén ciing
4.1.1 Thi cong board mach

> Céc budc thi cong phan cing
-Mach in dugc thiét ké trén phdn mém Altimum 17.0.7
-Thuc hién thi céng mach va tién hanh thi cong board mach.
-Sau khi thi cong s& dung ddng hd VOM dé kiém tra ngd vao, ngd ra dé xem c6 16i
trong luc thuc hién hay khong.
» Mach in

RELA YINGUON 1 RFID RC1

| B

5g o
W :
Speaker1

RELAY - D10

RELAYINGUONY RFID RC1

o'o‘n -L9p1 —T
%oﬁ ~0 C

,l

P

0000000000000 00
0000C00CO0O0CO00O0OCO

()
N
L ‘
(=) Zj U

Speakeri
(@) RELAY - D10

Hinh 4.2 Mach in sau khi thiét ké

o M0 ta so dd module 1:

So dd bao gdm mét khdi Node MCU ESP8266 két ndi voi module RFID, man hinh
LCD, relay va buzzer va cac linh kién khac nhu tro, led, opto, ...
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RELAY NGUON SENSOR DHT

=
1)

(=
R

O +

RELAY NGUON SENSOR DHT

000000000000000
000000000000000

Hinh 4.4 Mach in sau khi thiét ké
o MBb ta so dd module 2

So d6 bao gdm mot khdi Node MCU ESP8266 két ndi v6i header dé cac cam bién nhu
cam bién nhiét do, d6 4&m DHT, cam bién d6 am dat, relay va céc linh ki¢n khac nhu trd,
led, opto, ...
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MODULE RELAY 4 CHANNEL NODEMCU PIND4-D6
‘e00ce00000000

N
23 2
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e
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(gL1)4e-200
3).‘

DAAS
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Hinh 4.6 Mach in sau khi thiét ké
o M0 ta so dd module 3

So d6 bao gdm mot khdi Node MCU ESP8266 két ndi v6i header dé cac cam bién nhu
cam bién nhiét d6, do 4am DHT, cam bién h6ng ngoai, module relay va céc linh ki¢n

khac nhu tro, led, opto, ...
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> Thdng ké linh kién trong hé théng
Bang 4.1 Linh kién str dung trong module 1

STT Tén linh kién Sb luong
1 ESP8266 1
2 RFID Reader 1
3 Relay 1
4 Opto 1
5 LCDva I2C 1
6 Buzzer 1
7 Led 3

Bang 4.2 Linh kién st dung trong module 2

STT Tén linh kién S6 luong
1 ESP8266 1
2 Terminal 2
3 Relay 1
4 Opto 1
5 Cam bién DHT 1
6 Cam bién d6 am dat 1
7 Led 2

Bang 4.3 Linh kién str dung trong module 3

STT Tén linh kién S6 lugng
1 ESP8266 1
2 Terminal 1
3 Module Relay 1
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4 Cam bién DHT 1

5 Cam bién hong |1
ngoai

6 Bong dén 2

4.1.2 Thi cong mo hinh
Sau khi da két nbi phan ctng, ta két ndi véi may tinh thong qua cong USB, nhu vy ta
da dugc mot mo hinh hoan chinh. Sau do, tién hanh 1ap trinh cho Arduino, xay dung
phan mém quan 1y va co so dir liéu.

RELTT
o '~.~

MODULE RFID &3

“- Vi ;‘

npeaan™

MAN HINH LCD

T T

(QQ(HW\\)

Hinh 4.7 M6 hinh khdi module 1
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Hinh 4.9 Hinh 4nh mo hinh khdi module 3
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4.2 Lap trinh phin mém
42.1 Luwu do gidi thudt cho vi diéu khién

Bt dau,

 XAMPP

Boc diF ligu thé

Kiém tra dif liéu thé Bat dong cor

GUri diF ligu 1én MQTT
Broker

o
4

k4

Hién thi 1n
Webserver hien thi
théng tin thé 1én LCD

Hinh 4.10 Luu dd giai thuat cho vi diéu khién module 1
e Giai thich Iuu d6 module 1:

Sau khi ta két ndi ngudn va nap chuong trinh cho vi diéu khién, cac khéi module LCD,
RFID s& dugc khdi tao, sau d6 ta tién hanh bat XAMPP server dé két n6i dén co so dir
lidu MySQL PHPMyAdmin, tiép theo ta doc thé va kiém tra tin hiéu RFID. Néu c6 tin
hiéu nhan dugc tir thé RFID thi vi diéu kién s& xtr Iy va guri dit liéu cia ma thé RFID 1én
co so dit liéu va hién thi 1én man hinh LCD va phan hién thi cia Web server. Néu vi
diéu khién khong nhan dugc tin hiéu tir thé RFID thi s& tiép tuc quay lai kiém tra tin
hiéu RFID.
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Bét dau,
Khéi tao Mosquitto
broker,Node-red

Doc cam bién

h 4

Day diF liéu Ién
MQTT Broker

iem tra dif liéu cam bie
(Co digu kién)

Bat ddng cor

r

Hién thi lén
Mode-red

rFy

Keét thiic

Hinh 4.11 Luu d6 giai thuat cho vi diéu khién module 2

e Giai thich module 2:

Sau khi ta két ndi ngudn va nap chuwong trinh cho vi diéu khién, sau d6 ta tién hanh bat
Mosquitto Broker va phan mém Node-red, tiép theo dit liéu cam bién s& duoc gui qua
Mosquitto Broker va hién thi 1én Node-red. Néu c6 tin hiéu tir cam bién d6 am dat thi
vi diéu khién s& xir y, néu diéu kién dung thi quay dong co, diéu kién sai thi khong quay
dong co. Néu cé tin hidu lién tyc tir cam bién nhiét do, do am thi s& guri lién tuc qua

broker va biéu dién 1én Node-red, ngudi dung c6 thé theo dbi theo thoi gian thuec.
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Bat dau,
Khdi tao Mosquitto
broker Mode-red

Bloc cam bién

A

lem fra dif liéu cam bie
(Cé didu kign)

Y

Bit d&n

Béy dif liéu 1én
MQTT Broker

F

Hién thi 1&n
Mode-red

F

Két thiic

Hinh 4.12 Luu d6 giai thuat cho vi diéu khién module 3
e (Giai thich module 3

Sau khi ta két ndi ngudn va nap chuong trinh cho vi diéu khién, sau d6 ta tién hanh bat
Mosquitto Broker va phian mém Node-red, tiép theo dit liéu cam bién s& dugc gui qua
Mosquitto Broker va hién thi 1én Node-red. Néu c¢6 tin hiéu tir cam bién héng ngoai vat
can thi vi diéu khién s& xir 1y, néu diéu kién dung thi bat dén, diéu kién sai thi khong bat
dén. Néu c6 tin hiéu lién tuc tir cam bién nhiét 4o, d6 4m thi s& gui lién tuc qua broker
va biéu dién 1én Node-red, nguoi dung c6 thé theo ddi theo thoi gian thuc, ngudi ding

cling c6 thé diéu khién dén qua Node-red.
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422 Luwu do gidi thudt phan bio mat hé thong

Bat dau,
Knhé&i tao Mosquitto
braker Node-red

Giao dién hé théng

¥

Dang nhap hé thdng

v v

TAI KHOAN TAI KHOAN
DANG K MGLFO1 DUNG
r 4
Két ndi cor s diF lidu Doc thé RFID

ID&ng ki tai khodn mai

iém tra diF lidu tir ESPS266 giri lén

h

Hién thi théng tin cla Hién thi thdng tin thé
thé da dang ky chura dang ky

"
hal

h

Cdp nhéat co s&
di¥ ligu

Hinh 4.13 Luu d6 giai thuat cho bao mat phan hién thi
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Giai thich luu do:

Khi chung ta khoi dong chwong trinh cho phép vao giao dién hé thdng. Hé thong s& c6
mot tai khoan quan 1y va tao thém céc user 1a tai khoan admin, tai khoan duoc lién két
v6i co so dir liéu va c6 thé theo ddi duoc trang co s& dit liéu. Vao trang diang nhdp cua
hé théng va st dung mot tai khoan da dugc tao trude do dé dang nhap. Khi dang nhap
dung thi s& vao trang cua tai khoan ban, trong trang ndy c6 cic mét khiu cua ting
module, néu nhap ding thi s& dugc quyén vao phan cua timg module. Khi vao module
1 s& ¢ cac phan nhu hién thi nguoi dung dé hién thi cac user da dang ki, phan dang ki
user vao co s& dir liéu, phan hién thong tin ngudi dung khi quét thé. Khi vao module 2
s€ dua qua Node-red, c6 dir liéu nhiét do, do 4m 1én Node-red theo thoi gian thyc. Khi
vao module 3 s€ dua qua Node-red, co dit li¢u nhi¢t dg, do am 1én theo thoi gian thuc
va c6 thé diéu khién bat/tat dén qua Node-red.

Bat Gau

-
Map code lan dau de
&y trang nap
firmwware cho samn
pham

.

L&y ma nap firmware
ge vao

b o

Bamng nhap vao web nap vwoi mat
kKhdu cho trordrc frong mang
ndi bd

v

Tién hanh upload
firmware mudn
cap nhat

.

Bang nhap vao trang
web dé& sir dung san
pham

KE&L thic

Hinh 4. 14 Luu d6 giai thuat cho bao mat phan ctng
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Giai thich luu do:
Khi chiing ta mudn cai dat hé thong, ta nap chuwong trinh 1an dau dé ldy ma nap firmware
qua OTA.Sau khi chuong trinh nap xong, ta s& tién hanh loai bo cong nap vat ly. Khi ta
mudn nap firmware lai thi phai vao dung mang ndi bo va truy cap vao trang nap firmware
dé cap nhat. Khi ta cap nhat xong thi vao trang web di duoc cip dé truy cap vao cac
module.
4.3 Két qua thue hién

4.3.1 Két qua thi céng phan cirng

RFID%DONG DHTllm ESP, RELAY,

PO AM DAT, ESP HC-SR501

| -

-
R

)
A

Hinh 4.15 Hinh anh phan ctng hé thong
4.3.2 Hinh dnh mé phéng thuc té

R w” A

Hinh anh phén mém chay thuc té

Login Form

Hinh 4.16 Giao dién trang ding nhap vao hé thong
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Register Form

REGISTER

Hinh 4.17 Giao dién trang ding ki vao hé thong

USER PAGE

Module 1

Password:

[ || Bang nhap

Module 2

Paszzword:

rranas || tlang nhép

Module 3

Paszzword:

rranas || tlang nhép |

Hinh 4.18 Giao dién trang chi nguoi dung

Hé thdng diém danh, mé ctra, ding webserver trén server xampp, truy cap trong mang noi
bo.

Home  UserData  Registration  Read TagID

Hé théng diém danh, mé ctra, ding webserver trén server xampp, truy cip trong mang ndi bo.

Hinh 4.19 Giao dién trang chi module 1
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BUTTON 1

BUTTON 2

Hinh 4.20 Giao dién trang chi module 2

BUTTON 1

BUTTON 2

Hinh 4.21 Giao dién trang chi module 3
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Home User Data Registration Read Tag ID

Please Scan Tag to Display ID or User Data

ID R
Name R
Gender 2 =
Email R —

Mobile Number : =

Hinh 4.22 Giao dién trang doc thé va hién thi module 1

Home User Data Registration Read Tag ID

Registration Form

ID | Please Scan your Card fo
display ID

Name
Gender  Male v
Email Address

IMobile Number

Hinh 4.23 Giao dién trang dang ki va hién thi module 1

Home | UserData | Regisiraion  ReadTagID

User Data Table

t

13A3DC02 Male t@gmail.com 0166666
Hinh 4.24 Giao dién trang hién thi thong tin ngudi ding module 1
433 Két qua dat dwoc

Qua thoi gian nghién ctra tim hiéu va sy huéng dan tan tinh cta thdy Tran Duy Chung
nhém chiing em d hoan thién duoc dé tai, giai quyét cac van dé can thiét cho mo hinh

dé c6 thé dua vao viée sir dung thuc tién va dat dugc cac yéu cau da deé ra:
_Tiép can, tim hiéu, hoan thién san pham.
_Giao tiép thanh cong thiét bi dung MQTT & HTTP.

_Ma hod bdo mat dir li€u cua ting module riéng biét.
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_Ung dung san pham d& dang, d& tiép can, d& st dung.
_Nang cao kha ning nghién ctru, hoc héi vao phat trién.
4.3.4 Huwdng din siv dung phan mém

Sau khi mé trang dang nhap, ching ta dang nhap vao tai khoan admin dé dang ki thém
ngudi dung hodc ding nhdp vao tai khoan user di dugc ding ki trude dé va trang chu

cua user.
» Truong hop 1: Bang nhap vao tai khoan admin
Tai khoan admin s& chi duoc dua cho ngudi chu ctia san pham.
Khi dang nhép hop 1€ s€ truy cép vao trang dang ki.
O day khi ta bam dang ki thi s€ tao dugc mot tai khoan user maéi va da lién két véi co
s& dir liéu.
Tai khoan admin ciing s& duogc cap dia chi trang co so dir lidu dé truy cap vao va quan
1y thong tin tai khoan.
» Truong hop 2: Pang nhap vao tai khoan user
Tai khoan user duoc dwa cho nguoi dung hé thong.
Khi dang nhap vao hop 1€ s€ truy cédp vao trang chu cua user.

O day ta s€ thay c6 cac 6 mat khau cua module, mat khau & day duoc cai dat trudce trong
chuong trinh va chi nguoi tao chuong trinh méi stra duge nén no6 s€ duge dua cho admin

dé dua lai cho user.

Néu nhdp ding mat khau ctia module nao thi module d6 s& duoc mo, nhap sai thi s€

duogc thong bao 13 nhap sai va quay vé trang chu cia user.

_Pang nhap vao module 1:

O day ta s& thdy mot trang chira cac thanh céng cu nhu Home, Register, ...
Tai tab Home s& 1a thong tin chung vé hé théng module 1

Tai tab User s& 1a thong tin cua cac user dd dang ki va lién két véi co so dir liéu, tai day
ta c6 thé chinh sira va xo4 thong tin cua cic user. Nhung chi admin 12 nguoi ¢ thé biét
dia chi cua trang co s¢ dir li€u.

Tai tab Register s& 1a mot form dién thong tin, khi ta cham thé vao module 1 (RFID
Reader) thi s& hién 1én thong s6 UID cua thé. Khi ta d dién dung tat ca thong tin theo
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form thi bAm ntt Register trén trang thi s& ding ki mot ngudi dung trong hé théng va c6
lién két vé6i co s6 dit liéu.

Tai tab Hién thi s& 1a mot trang dé hién cac thong tin nguoi dung khi ngudi ding cham
thé vao module. Khi nguoi dung cham thé vao module nay thi s€ hién 1én thong tin ctia

thé va nguoi dang truy cap qua trang c6 thé theo ddi duoc.
_bang nhap vao module 2:

O day ta sé théy dugc mot giao dién véi 2 thong s6 nhiét do, dd am duoc cap nhat theo

thot gian thuc
_DPang nhap vao module 3:

O day ta sé théy dugc mot giao dién véi 2 thong sb nhiét do, d6 Am dugc cap nhat theo

thoi gian thyc va 1 cong tac dé bat tat deén.
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NHAN XET VA PANH GIA, HUONG PHAT TRIEN

Nhan xét va danh gia
» Nhan xét:

Qua trinh thuc nghiém dugc thyc hién tai phong MakerSpace cua khoa Pién - Dién tu
dugc cho ra két qua rat tét. Pap tmg duoc nhu ciu cua ngudi dung, tao tién dé co so dé

tiép can duoc voi linh vue 10T dic biét vé giao tiép cac thiét bi va dir liéu.

» Danh gia:
Hiéu duoc cach thuc hoat dong cua cac module ngoai vi va giao thirc truyén nhan dir
liéu qua Internet.
Tao ra dugc san pham c6 tinh tng dung.
Heé thong c6 tinh phan hdi 6n dinh nhung chua dap ing dugce nhu ciu & tan suat cao.
Hwéng phat trién

Sau khi nghién ctru va xay dung mo hinh mé phong, dé cé thé ap dung vao thuc tién tot
hon thi can phai phat trién thém céc yéu td sau:

e Trién khai md hinh thanh mét hé théng hoan thién c6 lién két v6i nhau

e Trién khai thém nhiéu module dé dép theo nhu cau sir dung

e Sir dung nhiéu hon cac bién phap dé bao mat cho hé thdng va cac module
e Hoan thién hon vé trang web dé d& dang cho ngudi sir dung

e Dung ma ho4 bo mat cap cao nhu Prim’X, Dashlane....
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KET LUAN

Qua thoi gian thuc hién dé tai tir ngay 5/10/2021 dén ngay 10/1/2022 nhém da hoan
thanh db an dung thoi gian dy kién dé bao céo trude hoi dong. Nhom thyc hién dé tai

da tao ra mot sdn pham cu the, do la:

e Tao nén mot hé théng diéu khién hodc giam sat cac thiét bi ngoai vi.
e H¢ théng IOT c6 bao mat.

Sau thoi gian nghién ctru va thi cong, nhom da thyc hién dugce cong viée nhu xay
dung phan ctng, viét giao dién quan 1y, xay dung co so dit liéu cho hé thong. Hiéu

duoc cach lap trinh Arduino, hiéu biét co ban vé co ché va cach thic 1ap trinh PHP va
sql phpMyAdmin. Tir nhitng yéu cau dit ra khi nghién ctru, nhom da dat duge mot sd

yéu cau sau:
e Hoan thién dugc hoan chinh mo hinh, cac bo doc quét duge ma thé nhanh chong.
e Phan mém hoan thién va hoat dong 6n dinh.

e Hiéu biét co ban vé 1ap trinh PHP va cach xay dung co so dit lidu trén va sql
phpMyadmin.

e Hiéu biét vé Node MCU ESP8266, module RFID, cam bién DHT va cac ngoai
vi khac.

Ngoai ra con mot s6 han ché nhu:
Giao dién chua than thién voi nguoi dung.
MG hinh con chua tiém can véi cac mo hinh thuece té.

St dung module RFID RC522 dé doc tuong dbi chinh x4c nhung van con cham, chua

theé dap trng vai so lugng nhiéu nguoi lién tuc.

Truyén nhan qua Node-red van con nhiéu han ché vé phan xir 1y ludng dir liéu.
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PHU LUC
» Code cho module 1

#include <Arduino.h>

#include <ESP8266WiFi.h>
#include <ESPAsyncTCP.h>
#include <ESPAsyncWebServer.h>
#include <AsyncElegantOTA.h>
I#include <ESP8266WebServer.h>
#include <ESP8266HT TPClient.h>
#include <WiFiClient.h>

WiFiClient wifiClient;

const char *host = "http://192.168.43.56/MODULE_RFID_DATN/getUID.php";
const char* ssid =".";

const char* password = "1303992020";

#include <SPI.h>

#include <MFRC522.h>

#define SS_PIN DO //--> SDA/ SS is connected to pinout D2

#define RST_PIN D3 //--> RST is connected to pinout D1

MFRC522 mfrc522(SS_PIN, RST_PIN); //--> Create MFRC522 instance.

#define ON_Board_LED 2 //--> Defining an On Board LED, used for indicators when
the process of connecting to a wifi router

#include <LiquidCrystal_I12C.h>

#include <Wire.h>
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LiquidCrystal_12C lcd(0x27, 16, 2);
#define 12C_SDA D2

#define 12C_SCL D1

#define Relay 10 //opto

llconst int BUZ = 4;

#define BUZ D4

AsyncWebServer async_server(81);

AsyncWebServer server(80);
I[ESP8266WebServer server(80); //--> Server on port 80

int readsuccess;
byte readcard[4];
char str[32] ="";
String StrUID;

void setup() {
Serial.begin(115200);
WiFi.mode(WIFI_STA);
SPl.begin();  //--> Init SPI bus
mfrc522.PCD_Init(); //--> Init MFRC522 card
Wire.begin(12C_SDA, 12C_SCL);
Icd.begin();
Icd.backlight();
Icd.setCursor(0, 0);
Icd.print("Hello! Open here");
delay(500);
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WiFi.begin(ssid, password);

Serial.printIn(");

pinMode(ON_Board LED,OUTPUT);
digitalWrite(ON_Board_LED, HIGH); //--> Turn off Led On Board

J[-mmmm e e Wait for connection

Serial.print("Connecting");

/I Wait for connection

while (WiFi.status() '= WL_CONNECTED) {
delay(500);
Serial.print(".");
digitalWrite(ON_Board_LED, LOW);
delay(250);
digitalWrite(ON_Board_LED, HIGH);
delay(250);

}

digitalWrite(ON_Board_LED, HIGH); //--> Turn off the On Board LED when it is
connected to the wifi router.

Serial.printIn("™"");
Serial.print("Connected to *);
Serial.printIn(ssid);
Serial.print("IP address: ");
Serial.printin(WiFi.locallP());
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async_server.on("/", HTTP_GET, [J(AsyncWebServerRequest *request) {

request->send(200, "text/plain™, "Hello world.");

b

AsyncElegantOTA.begin(&async_server,"TL","123456");
async_server.begin();

Serial.printin(*"HTTP server started");

Phu luc



Nehién ciru giao thirc truvén va bdo mdt trong hé théng 10T

void loop() {
digitalWrite(BUZ,HIGH);
Icd.setCursor(0, 0);
Icd.print("Hello! Open here");
// put your main code here, to run repeatedly

readsuccess = getid();

if(readsuccess) {
digitalWrite(ON_Board_LED, LOW);
HTTPClient http; //Declare object of class HTTPClient

String UlIDresultSend, postData;
UlDresultSend = StrUID;

//Post Data
postData = "UIDresult=" + UlDresultSend;

http.begin(wifiClient,host);

/I "http://192.168.0.0/NodeMCU_RC522_Mysql/getUID.php™); //Specify request
destination

http.addHeader("Content-Type", "application/x-www-form-urlencoded");
//Specify content-type header

int httpCode = http.POST(postData); //Send the request

String payload = http.getString(); //Get the response payload

Serial.printin(UIDresultSend);

Phu luc



Nehién ciru giao thirc truvén va bdo mdt trong hé théng 10T

Serial.printin(httpCode); //Print HTTP return code

Serial.printin(payload); //Print request response payload

http.end(); //Close connection
delay(1000);
digitalWrite(ON_Board_LED, HIGH);
¥
AsyncElegantOTA.loop();
b
int getid() {
if('mfrc522.PICC_IsNewCardPresent()) {
return O;
¥
iIf(!mfrc522.PICC_ReadCardSerial()) {
return O;
by
Serial.print("THE UID OF THE SCANNED CARD IS : ");
for(int i=0;i<4;i++){
readcard[i]=mfrc522.uid.uidByte[i]; //storing the UID of the tag in readcard
array_to_string(readcard, 4, str);
StrUID = str;
b
HINTTIILCD-INTERFACE/ITTIIIITIT
if(StrUID =="13A3DC02") //*"D9 AB 1D B4" //13 A3 DC 02 //[FA 8A 79 82
{
/faccessGranted();

digitalWrite(BUZ, LOW);
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delay(500);
digitalWrite(BUZ, HIGH);
delay(500);

Icd.setCursor(0, 0);
Icd.print("Access - Right");
Icd.setCursor(0, 1);
lcd.print("LEPHAMVINHTHIEN");
Serial.print("Right");
digitalWrite(Relay,HIGH);
delay(5000);
digitalWrite(Relay,LOW);
Icd.clear();

delay(1000);

else

{
Icd.setCursor(0, 0);
Icd.print("Access - Wrong");
Serial.print(*Wrong");
digitalWrite(Relay,LOW);
digitalWrite(BUZ, LOW);
delay(2000);
Icd.clear();
delay(1000);

¥

mfrc522.PICC_HaltA();

return 1;
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I-11

void array_to_string(byte array[], unsigned int len, char buffer[]) {
for (unsigned inti =0; i <len; i++)
{
byte nibl = (array[i] >> 4) & OxOF;
byte nib2 = (array[i] >> 0) & OxO0F;
buffer[i*2+0] = nibl <O0xA ?'0'+ nibl :'A'+ nibl - OXA;
buffer[i*2+1] = nib2 <0xA ?'0' + nib2 :'A'+ nib2 - O0XA;
¥
buffer[len*2] ="\0;
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» Code cho module 2

/*****

Module 2 RFID DHT, DO AM DAT, MOTOR

DK DONG CO TU DONG (KHONG QUA APP); APP THEO DOI NHIET
DO,DO AM DAT VA TUOI TU DONG.

Fkkkk|

#include <ESP8266WiFi.h>

#include <PubSubClient.h>

#include <ArduinoJson.h>

const char* ssid =".";

const char* password = "1303992020";
const char* mqtt_server = "192.168.43.56";

/Il Initializes the espClient. You should change the espClient name if you have
multiple ESPs running in your home automation system

WiFiClient espClient22;

PubSubClient client(espClient22);

String ChuoiJson="";

#include <DHT.h>

#define DHTPIN D1

#define DHTTYPE DHT11

DHT dht(DHTPIN, DHTTYPE);

#define SOIL_MOIST_1_PIN A0 // Chan A0 ndi v6i cam bién do 4m dét

int soilMoist;
float Temp=0;
float Humi =0 ;

// Lamp - LED - GPIO 4 = D2 on ESP-12E NodeMCU board
const int led = D5;
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const int relay = D2;
boolean DV1_State = digitalRead(led);
boolean DV2_State = digitalRead(relay);

int last = 0;
String device = "device";
const char* inTopic = "room/light";

const char* outTopic = "room/sensors";

//Connect your NodeMCU to your router
void setup_wifi() {
delay(10);
Serial.printin();
Serial.print("Connecting to ");
Serial.printIn(ssid);
WiFi.mode(WIFI_STA);
WiFi.begin(ssid, password);
while (WiFi.status() '= WL_CONNECTED) {
delay(100);
Serial.print(".");
¥
Serial.printIn("*");
Serial.print("WiFi connected - NodeMCU IP address: ");
Serial.printIn(WiFi.locallP());
¥
StaticJsonDocument<200> jsonObj;

void callback(char* topic, byte* payload, unsigned int length)
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{//topic 1a dé x4c dinh kénh d3 ding ki nhan dit liéu, payload 12 mang chua dit liéu

nhan dugc tir broker, length 1a 6 dai dir li¢u

String strPayload = String((char*)payload).substring(0, length); //Chudi nhan
duoc tir broker

Serial.printIn("Receive: " + strPayload+"\r\n");
if (String(topic) == inTopic)
{

DeserializationError error = deserializeJson(jsonObj, payload);// doc dir li€u tir

chudi json (payload)
if (error)
Serial.printin(*Xay ra loi khi doc chuoi JSON");
else
{
// Ly dit ligu tir d6i twong JSON
String st_dv1 = jsonObj["devicel"].as<String>();
String st_dv2 = jsonObj["device2"].as<String>();
/X Iy
if(st_dvl=="1")
{digitalWrite(led,HIGH); }

if(st_dvl=="0")
{digitalWrite(led,LOW); }

if(st_dv2 == "1")
{digitalWrite(relay,HIGH); }
if(st_dv2 == "0")
{digitalWrite(relay,LOW); }
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¥

¥
// This functions reconnects your ESP8266 to your MQTT broker

/I Change the function below if you want to subscribe to more topics with your
ESP8266

void reconnect() {
/I Loop until we're reconnected
while (!client.connected()) {

Serial.print("Attempting MQTT connection...");

if (client.connect("ESP8266Client22")) {
Serial.printIn("connected");
/I Subscribe or resubscribe to a topic
/1 'You can subscribe to more topics (to control more LEDs in this example)
/I client.subscribe(""room/light");
/I client.subscribe(outTopic);
client.subscribe(inTopic);
}else {
Serial.print("failed, rc=");
Serial.print(client.state());
Serial.printIn(" try again in 5 seconds");
// Wait 5 seconds before retrying
delay(5000);
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/I The setup function sets your ESP GPIOs to Outputs, starts the serial
communication at a baud rate of 115200

/I Sets your mqtt broker and sets the callback function

/Il The callback function is what receives messages and actually controls the LEDs

void setup()

{
pinMode(led, OUTPUT);
pinMode(relay, OUTPUT);

/I pinMode(CBHN, INPUT);
Serial.begin(115200);
setup_wifi();
client.setServer(maqtt_server, 1883);
client.setCallback(callback);
last=millis();
dht.begin();
readdad();

I/ For this project, you don't need to change anything in the loop function. Basically
it ensures that the NodeMCU is connected to MQTT broker

void loop()
{

if (Iclient.connected())

{

reconnect();

k
if('client.loop())
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{
client.connect("ESP8266Client22");
¥
if(millis() - last >= 1000)
{
readsensors();

dataJson(String (device) , String (Temp) , String (Humi) , String (DV1_State),
String (DV2_State) );

readdad();

/I IN théng tin ra man hinh
Serial.print("Do am dat: ");
Serial.print(soilMoist);
Serial.printin(" %");
if(soilMoist <= 42)
{digitalWrite(relay,HIGH);}
if(soilMoist >= 82)
{digitalWrite(relay,LOW); }
last=millis();

ky

ky

void readsensors()

{
Temp = dht.readTemperature();
Humi = dht.readHumidity();

b
int getSoilMoist()

{
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inti=0;
int anaValue = 0;
for (i=0;i<10;i++) //
{
anaValue += analogRead(SOIL_ MOIST 1 PIN); /Doc gia tri cam bién d6 4m

at

(o1

delay(50); // Boidoc gia tri ADC
}
anaValue = anaValue / (i);
anaValue = map(anaValue, 1023, 0, 0, 100); /it nu6c:0% ==> Nhiéu nudc 100%
return anaValue;

}
void readdad(void)

{

soilMoist = getSoilMoist(); //Poc cam bién d6 Am dat

}

void dataJson(String device , String Temp, String Humi , String DV1_State, String
DV2_State)

{

ChuoiJson="",

ChuoiJson="{\"from\":\"" + String(device)+"\"," +
“\"Temp\":\"" + String(Temp)+"\"," +
"\"Humi\":\"" + String(Humi)+"\"," +
"\"DV1_ State\":\"" + String(DV1_State)+"\"," +
"\"DV2_State\":\"" + String(DV2_State)+"\"}";
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StaticJsonDocument<256>doc;
deserializeJson(doc,ChuoiJson);

char out[256];

int b =serializeJson(doc, out);
//Serial.print("publishing bytes = ");
//Serial.printin(b,DEC);

boolean rc = client.publish(outTopic, out);

doc.clear();
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» Code cho module 3

/*****

Module 3 MODULE RELAY, CAM BIEN HONG NGOAI, CB NHIET DO
DK LED BANG APP, DK LED BANG CAM BIEN (NODE-RED; MQTT)
falaiaial

#include <ESP8266WiFi.h>

#include <PubSubClient.h>

#include <ArduinoJson.h>

I/ Change the credentials below, so your ESP8266 connects to your router
const char* ssid = ".";

const char* password = "1303992020";

/I Change the variable to your Raspberry Pi IP address, so it connects to your MQTT broker
const char* mqtt_server = "192.168.43.56";

/I Initializes the espClient. You should change the espClient name if you have multiple ESPs
running in your home automation system

WiFiClient espClient11;

PubSubClient client(espClient11);

String ChuoiJson="";

#include <DHT.h>

#define DHTPIN D8

#define DHTTYPE DHT11

DHT dht(DHTPIN, DHTTYPE);

#define CBHN D7

int HNVALUE;

float Temp =0 ;

float Humi =0 ;

// Lamp - LED - GPIO 4 = D2 on ESP-12E NodeMCU board
const int led1 = D2;

const int led2 = D3;

boolean DV1_State = digitalRead(ledl);

boolean DV2_State = digitalRead(led2);

int last = 0;

String device = "device";

/lconst char* inTopic = "room/light™;
/lconst char* outTopic = "room/sensors";
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const char* outTopic = "room/demo2"; /Kénh nay dé esp day dit liéu 1én broker Pang ki
topic(kénh truyén),mudn nhan thi phai subscrible dung kénh truyén.
const char* inTopic = "room/demo1"; //Kénh nay dé esp nhan dir liéu tir broker

//Connect your NodeMCU to your router
void setup_wifi() {
delay(10);

Serial.printin();

Serial.print("Connecting to ");
Serial.printin(ssid);
WiFi.mode(WIFI_STA);
WiFi.begin(ssid, password);
while (WiFi.status() '= WL_CONNECTED) {
delay(100);
Serial.print(".");
}
Serial.printin("™);
Serial.print("WiFi connected - NodeMCU IP address: ");
Serial.printin(WiFi.locallP());
}
// This functions is executed when some device publishes a message to a topic that your
NodeMCU is subscribed to

StaticJsonDocument<200> jsonObyj;
void callback(char* topic, byte* payload, unsigned int length)
{//topic 1 dé xac dinh kénh di dang ki nhan dit liéu, payload 1a mang chtra dit liéu nhan dugc tir
broker, length 1a d¢ dai dir liéu
String strPayload = String((char*)payload).substring(0, length); //Chudi nhan dugc tir broker
Serial.printin("Receive: " + strPayload+"\r\n"");
if (String(topic) == inTopic)

{
DeserializationError error = deserializeJson(jsonObj, payload);// doc dir liéu tir chudi json
(payload)
if (error)
Serial.printin("Xay ra loi khi doc chuoi JSON™);
else
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{
// Lay dir liéu tir dbi twong JSON
String st_dv1 = jsonObj["devicel"].as<String>();
String st_dv2 = jsonObj["device2"].as<String>();
/X Iy
Il if(st_dvl=="1")
/I {digitalWrite(led1,HIGH); }

Il if(st_dvl=="0")
/I {digitalWrite(led1,LOW); }

if(st_dv2 =="1")
{digitalWrite(led2,HIGH); }
if(st_dv2 =="0")
{digitalWrite(led2,LOW); }
¥
}

}
// This functions reconnects your ESP8266 to your MQTT broker

/I Change the function below if you want to subscribe to more topics with your ESP8266
void reconnect() {
// Loop until we're reconnected
while ('client.connected()) {
Serial.print("Attempting MQTT connection...");
if (client.connect("ESP8266Client11")) {
Serial.printin("connected™);
I/ Subscribe or resubscribe to a topic
/1 'You can subscribe to more topics (to control more LEDs in this example)
/I client.subscribe(*room/light");
I/l client.subscribe(outTopic);
client.subscribe(inTopic);
}else {
Serial.print(failed, rc=");
Serial.print(client.state());
Serial.printIn(" try again in 5 seconds");
// Wait 5 seconds before retrying
delay(5000);
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/I The setup function sets your ESP GPIOs to Outputs, starts the serial communication at a baud
rate of 115200
/I Sets your mqtt broker and sets the callback function
/Il The callback function is what receives messages and actually controls the LEDs
void setup()
{

pinMode(ledl, OUTPUT);

pinMode(led2, OUTPUT);

pinMode(CBHN, INPUT);

Serial.begin(115200);

setup_wifi();

client.setServer(maqtt_server, 1883);

client.setCallback(callback);

last=millis();

dht.begin();

digitalWrite(led1,LOW);

digitalWrite(led2,LOW);

/I For this project, you don't need to change anything in the loop function. Basically it ensures
that the NodeMCU is connected to MQTT broker
void loop()
{
READ_CBHN();
if (Iclient.connected())

{

reconnect();
}
if(!client.loop())
client.connect("ESP8266Client11™);
if(millis() - last >= 1000)
{
readsensors();
dataJson(String (device) , String (Temp) , String (Humi) , String (DV1_State), String
(DV2_State) );
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last=millis();
¥
¥
void READ_CBHN(void)
{

HNVALUE = digitalRead(CBHN);
/I Serial.printin(HNVALUE);
iIf(HNVALUE ==0)
{
digitalWrite(led1,HIGH);
delay(2000);
digitalWrite(led1,LOW);
¥
else
{ digitalWrite(led1,LOW); }
¥
void readsensors()
{
Temp = dht.readTemperature();
Humi = dht.readHumidity();

}
void dataJson(String device , String Temp , String Humi , String DV1_State, String DV2_State )

{

ChuoiJson= """,

ChuoiJson= "{\"from\":\"" + String(device)+"\"," +
"\"Temp\":\"" + String(Temp)+"\"," +
"\"Humi\":\"" + String(Humi)+"\"," +
"\"DV1_State\":\"" + String(DV1_State)+"\"," +
"\"DV2_State\":\"" + String(DV2_State)+"\"}";

StaticJsonDocument<256>doc;
deserializeJson(doc,ChuoiJson);

char out[256];

int b =serializeJson(doc, out);
//Serial.print("publishing bytes = ");
//Serial.printin(b,DEC);

boolean rc = client.publish(outTopic, out);
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doc.clear();

}
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