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TRUONG PAIHOC SUPHAM KY THUAT ~ CONG HOA XA HOI CHU NGHIA VIET NAM
KHOA DIEN — PIEN TU Doc lap - Ty do - Hanh phiic

NHAN XET PO AN TOT NGHIEP
(Danh cho ngwoi hwong din)
I. Thong tin chung:
1. Ho va tén sinh vién: NGUYEN DUY HA SON
2. Lép: 17KTDT1  M4&SV: 1711505110126

3. Tén dé tai: NGHIEN CU'U, THIET KE IP CORE NETFLOW V5 TREN NEN TANG FPGA
PE PHAN TICH VA GIAM SAT MANG

4. Nguoi huong dan: TS. Tran Hoang Vi Hoc ham/ hoc vi: Tién si
I1. Nhén xét, danh gia dd an tot nghiép:

1. Vé tinh cép thiét, tinh méi, muc tiéu cua dé tai: (0,94)

a. Tinh cdp thiét:

Viéc giam sat, van hanh, diéu phdi hé thong mang Théng tin — Dit liéu 16n 13 van dé luon
luén méi va cap bach déi Chinh Phu dién tir, cac doanh nghiép, to chirc c6 hé thong CNTT
16n. Véi sy tién b khoa hoc ky thuat nhu Mang bang thong rong 5G, duong truyén Quang
téc d6 16n, ky thuat vi mach ban dan tich hop mat do cac bong ban dan cuc 16n, cong nghé
IoT, din dén lwong dit liéu khong 16 va toc do dit liéu cao, diéu d6 dit ra vin dé cap bach 1a
nha van hanh hé théng mang phai cé cong cu dung dé phan tich nhanh va chinh xac cac dién
bién trén hé thdng, phan tich cac luu luong bat thudng, phan tich cac két ndi bat thuong, hay
phan tich cac hanh vi bat thuong dé co cac giai phap ngin chan kip thoi va chinh xac. Hién
nay c6 kha nhiéu phan mém thwong mai c6 chirc nang phan tich, giam sat cac van dé bat
thuong néu trén. Tuy nhién mot s6 van dé dat ra lién quan dén k§ thuat, bao mat va kinh phi
van hanh. Dit liéu 16n, gdm nhiéu giao thirc va phic tap thi doi hoi phai mua va sir dung cac
phan mém ban quyén, di kém véi né 1a chi phi 16n dé duy tri hang nam. Dit liéu 16n, bang
thdng cao, theo doi cho nhiéu Node mang, cic Sever tam trung hau nhu khong xir 1y kip nén
phéi can cac thiét bji mang ddc chiing va Sever manh. Va day 14 bai toan kinh té hoc bua, vira
phai tén chi phi quyén dé sir dung va duy tri (Splunk; Syslog-Ng; ArcSight Logger) vira phai
dau tu hé thdn Sever tim cao dé dap ung toc do truyén tai cua bang thong.

Véi nhitng bdt cdp dwroc néu trén, gidgi phdp cia dé tai “Nghién civu, thiét ké IP Core
NetFlow V5 trén nén ting FPGA dé phan tich va gidm sdt mang” mang tinh cdp thiét va
thue té.

b. Tinh mai:

Dé tai dé cap dén viéc sir dung két hop giita phan cimg FPGA va phan mém Splunk dé
xay dung mot hé thong giam sat mang tai cac hé thong dir liéu 16n nham muc ti€u giam chi
phi dau tu duy tri vira [am chu cong nghé.

Trén nén tang FPGA, viéc thiét ké IP Core NetFLow c6 thé xir Iy song song da ludng, tiy
chinh - tai cu triic c6 thé cap nhat, thay d6i vé cac chirc ning theo muc dich ciia khach hang.

C. Muc tiéu:



Thiét ké IP Core NetFlow V5 trén nén tang FPGA thuc hién viéc phan tich ngudn dit liéu
tho internet sau do trich xuit cac truong thong tin can thiét nhu IP Ngudn, IP Bich, Port
Ngudn, Port Dich, Protocol va cac cac théng tin kém theo (luu luong bytes, thoi gian) dwa
vé cho ngudi quan trj sir dung dé giam sat va thong ke.

Sau khi trich xuit cac truong, hé théng s& lién két véi phdn mém giam sat mang
(Splunk,..), & day phan mém sé& stir dung cac truong thong tin nay dé thong ké, v€ biéu do
giam sat. Phuc vu cho viéc giam sat va quan ly mang cua nguoi quan tri trong hé thong
mang.

2. Vé két qua giai quyét cac noi dung nhiém vu yéu cau cia do an: (3,84)

Ném dugc co so 1y thuyét vé giao thirc NetFlow, vé cac giao thac — goi tin mang, vé
phuong phap thict ké IP Core trén nén tang FPGA va thuc hién 1ap trinh mo ta phan ctrng
véi ngon ngir Verilog.

Hoan thanh viéc mé ta thiét ké NetFlow V5 bang ngon ngit Verilog va kiém tra chtic ning
cac modules: Rx_queus, Classification, Export_Expired.

Hoan thanh tich hop hé théng IP Core NetFlow V5 véi cac ngoai vi (FMC 4 Port, RTC,
IIC, UART), tao file .bit dé nhung hé thong xudng board ML605.

Hoan thanh kiém tra va testing hé théng NetFLow V5 trén board ML605.

Xay dung dugc chuong trinh doc cac dir liéu thu thap dugc tir NetFlow 1én Splunk
Software dé thu thap va vé& biéu do.

Hoan thién bao c4o tong két, danh gia va hoan thién san pham.
3. V& hinh thirc, cau trac, bd cuc ciia d6 an tt nghiép: (2d)

Néi dung ciia dé dn tot nghiép: gom 05 chwong dép g cdc muc tiéu cia dé tai. Chuong I:
Tong quan vé NetFlow va cong nghé FPGA.
Chuong II: Co s¢ 1y thuyét va kién triic NetFlow V5.
Chuong I1I: Thiét ké IP Core NetFlow va thuc hién nhung trén FPGA cua Xilinx. Chuong
IV: Xay dung chuong trinh diéu khién va giao dién hé théng.
Chuong V: Kiém tra, danh gia hé thong va thuc hién giam sat hé théng mang tap trung
Splunk cho cac Data center.

4. Két qua dat duoc, gia tri khoa hoc, kha ning ing dung cua dé tai: (0,9d)

Két qua dat dwoc: TP Core NetFlow V5 thiét ké trén nén tang FPGA phan tich va trich
Xudt c4c gia tri mot cach chinh, day du tir nguon dit liéu thé internet. Sau d6 cac truong
dit liéu d6 dugc dua 1én phan mém Splunk dé ngudi quan tri mang co thé thong ké va
giam sat.

Gid tri khoa hoc: Cung cip giai phap hoan chinh phan tich day du giao thirc thong dung

va phtic tap NetFlow v5 — Thuc hién thiét ké IP Core trén nén tang FPGA theo chiic ning
cua giao thirc NetFLow dé thuc hién viéc phan tich va trich xuat thong tin.

Kha nding iing dung: San pham cua dé tai giam sat va quan ly mang mang lai cac muc
ti€u cho hiéu nang cao va chi phi thap c6 thé tmg dung trong cac hé théng cong nghé thong
tin, cac trung tam dir liéu cua t6 chirc hay cong ty, ...

5. CAc ton tai, thiéu sot can bo sung, chinh stra:



Cén chinh sira mot s6 16i chinh ta trong d6 4n
I11. Tinh than, thai d9 lam viéc cia sinh vién: (2d)

Co tinh than va thai do nghién ctru nghiém tac, lam viéc theo ké hoach da duoc quy dinh.
Chu dong gap gd va trao doi vdi giang vién hudng dan vé dé cuong va bao cao két qua dat dugc
hang tuan.

IV. Danh gia:
1. Diém danh gia: 9,6/10 (lay dén 1 sb 1¢ thap phan)
2. Dé nghi: ® Puoc bao vé dd an [ B6 sung dé bao vé O Khong duoc bao vé
Pa Nang, ngay 14 thang 8 nam 2021

Nguoi huéng dian

TS. Tran Hoang Vii



TRUONG PAIHOC SUPHAM KY THUAT ~ CONG HOA XA HOI CHU NGHIA VIET NAM
KHOA DIEN - DIEN TU Doc 1ap - Tu do - Hanh phic

NHAN XET PO AN TOT NGHIEP
(Danh cho ngwoi hwong dan)
Thoéng tin chung:
Ho va tén sinh vién: DANG SY PHI HUNG
Lop: 17KTDT1 M4 SV: 1711505210110

Tén dé tai: NGHIEN CUU, THIET KE IP CORE NETFLOW V5 TREN NEN TANG FPGA
PE PHAN TiCH VA GIAM SAT MANG

w N e

4. Ngudi huéng dan: TS. Tran Hoang Vi Hoc ham/ hoc vi: Tién si
II. Nhan xét, danh gia d6 4n tot nghiép:

1. Vé tinh cap thiét, tinh mdi, myc tiéu coa dé tai: (0,9)

a. Tinh cdp thiét:

Viéc giam sat, van hanh, diéu phéi hé théng mang Thong tin — Dit liéu 16n 1a van dé luon
ludn méi va cap bach d6i Chinh Phu dién tir, cic doanh nghiép, to chirc ¢6 hé théng CNTT 16n.
Véi sy tién bo khoa hoc k¥ thuat nhu Mang bang thong rong 5G, duong truyén Quang toe do
16n, k¥ thuat vi mach ban dan tich hgp mat do cac bong ban dan cuc 16n, cong nghé IoT, dan
dén luong dir liéu khong 16 va tée do dir liéu cao, didu d6 dit ra van dé cap bach 1a nha van
hanh h¢ théng mang phai c6 cong cu ding dé phan tich nhanh va chinh xac cac dién bién trén
hé thong, phan tich cac luu luong bat thudng, phan tich cac két ndi bat thudng, hay phén tich
cac hanh vi bat thudng dé c6 cac giai phap ngan chan kip thoi va chinh xac. Hién nay c6 kha
nhiéu phan mém thwong mai ¢é chiic nang phan tich, giam sat cac van dé bat thuong néu trén.
Tuy nhién mot s6 van dé dit ra lién quan dén k§ thuat, bao mat va kinh phi van hanh. Dit liéu
16n, gdbm nhiéu giao thic va phuc tap thi doi héi phai mua va sir dung cac phan mém ban quyén,
di kém voi né 1a chi phi 16n dé duy tri hing ndm. Dit liéu 16n, bang thong cao, theo ddi cho
nhiéu Node mang, cac Sever tim trung hau nhu khong xtr 1y kip nén phai can cac thiét bi mang
dic ching va Sever manh. Va day 1a bai toan kinh té héc bua, vira phai tén chi phi quyén dé su
dung va duy tri (Splunk; Syslog-Ng; ArcSight Logger) vira phai dau tu hé thén Sever tim ca0
dé dap ung toc do truyén tai cia bang thong.

Véi nhitng bdt cdp dwoc néu trén, gidi phap “Nghién citu, thiét ké IP Core NetFlow V5
trén nén ting FPGA dé phan tich va gidm sdt mang” mang tinh cdp thiét va thuc tién cao.

b. Tinh moi:

Dé tai dé cap dén viéc sir dung két hop giita phan cimg FPGA va phan mém Splunk dé xay
dung mot hé théng giam sat mang tai cac hé thong dir liéu 16n nhdm muc tiéu giam chi phi dau
tu duy tri vira lam chu cong ngh¢.

Trén nén tang FPGA, viéc thiét ké IP Core NetFLow c6 thé xir 1y song song da ludng, tiy
chinh - tai cau triic c6 thé cap nhat, thay d6i vé cac chic ning theo muc dich ctia khach hang.
c. Muc tiéu:

Thiét ké IP Core NetFlow V5 trén nén tang FPGA thuc hién viéc phéan tich ngudn dit liéu
tho internet sau d6 trich xuat cic trudng thong tin can thiét nhu IP Nguon, IP Dich, Port Ngudn,



Port Bich, Protocol va cac cac thong tin kém theo (luu lugng bytes, thoi gian) dua vé cho ngudi
quan tri str dung dé giam sat va thong ké.

Sau khi trich xuét cac truong, hé thong sé lién két voi phan mém giam sat mang (Splunk,..),
0 day phan mém s€ str dung cac truong thong tin nay dé thong ké, vé biéu do giam sat. Phuc vu
cho viéc giam sat va quan ly mang ctia ngudi quan tri trong hé thong mang.

2. V& két qua giai quyét cac noi dung nhiém vu yéu cau cta do an: (3,84)

Nim dugc co so 1y thuyét vé giao thire NetFlow, vé cac giao thuc — géi tin mang, vé phuong
phap thiét ké IP Core trén nén tang FPGA va thuc hién 1ap trinh m6 ta phan cing véi ngon nglr
Verilog.

Hoan thanh viéc mé ta thiét ké NetFlow V5 bang ngon ngit Verilog va kiém tra chirc ning
cac modules: Input Arbiter, Create/Update & Hashing modules.

Hoan thanh xay dung chuong trinh diéu khién va giao dién hé théng cho Netflow V5 IP
Core.

Hoan thanh viéc testing cac chirc nang ctia NetFlow trén board ML605 F PGA. - Xay dung
dl{(_)’c c‘hU:O'ng trinh doc cac dir liéu thu thap tir NetFlow 1én Splunk Software dé thu thap va vé
biéu do.

Hoan thién bao c4o tong két, danh gia va hoan thién san pham.

3. Vé hinh thtc, ciu trac, bd cuc caa do an tot nghiép: (2d)

Néi dung ciia dé dn tot nghiép: gom 05 chwong dap iing cdc muc tiéu cia dé tai:

Chuong I: Tong quan vé NetFlow va cong nghé FPGA.

Chuong II: Co s¢ 1y thuyét va kién triic NetFlow V5.

Chuong III: Thiét ké IP Core NetFlow va thuc hién nhing trén FPGA cua Xilinx.

Chuong IV: Xdy dung chuong trinh diéu khién va giao dién hé thng.

Chuong V: Kiém tra, danh gia hé thong va thuc hién giam sat hé théng mang tap trung
Splunk cho cac data center.

4. Két qua dat duoc, gia tri khoa hoc, kha ning ing dung cua dé tai: (0,9d)

Két qua dat dwoc: IP Core NetFlow V5 thiét ké trén nén tang FPGA phan tich va trich xuét
C4C gia tri mot cach chinh, dy du tir ngudn dir liéu thé internet. Sau dé cac truong dir lidu do
dugc dua 1én phan mém Splunk dé nguoi quan tri mang ¢ thé thdng ké va giam sat.

Gid tri khoa hoc: Cung cap giai phap hoan chinh phén tich day du giao thirc théng dung va
phtic tap nhu NetFlow v5 — Thuc hién thiét ké IP Core trén nén tang FPGA theo chtic ning cua
giao thirc NetFLow dé thyc hién viéc phan tich va trich xuét thong tin.

Kha nang tng dung: San pham cua dé tai giam sat va quan ly mang mang lai cac muc tiéu
cho hiéu ning cao va chi phi thap c6 thé img dung trong cac hé thong cong nghé thong tin, cac
trung tam dit liéu cta to chirc hay cong ty, ...

5. CAc ton tai, thiéu sot can b sung, chinh sta:

Cén chinh sira mot s6 16i chinh ta trong do an.

III. Tinh than, thai d9 1am viéc ciia sinh vién: (diém téi da 2d)



Thai d6 lam viée: cham chi, can cu, nghiém tic va tinh than tu 1p trong nghién cau. 1am
viéc theo ké hoach da duoc quy dinh. Chii dong gap g va trao doi véi giang vién hudng dan
ve dé cuong va bao cao két qua dat cua cac chuong theo quy dinh hang tuan.

IV. Danh gia:
1. Piém danh gia: 9,6/10 (1iy dén 1 s 1¢ thap phan)
2. Dé nghi: K Pugc bao vé d6 an O B6 sung dé bao vé O Khong duoc bao vé
Pa Nang, ngay 14 thang 8 nam 2021

Nguodi huéng dian

TS. Tran Hoang Vii



TRUONG PAIHOC SUPHAM KY THUAT ~ CONG HOA XA HOI CHU NGHIA VIET NAM
KHOA DIEN — PIEN TU Doc lap - Ty do - Hanh phiic

NHAN XET PHAN BIEN PO AN TOT NGHIEP
(Danh cho ngwoi phdn bién)

I. Thong tin chung:
1. Ho va tén sinh vién: NGUYEN DUY HA SON
2. Lop: 17KTDT1 Ma SV: 1711505110126

3. Tén dé tai: NGHIEN CUU, THIET KE IP COR NETFLOW V5 TREN NEN TANG FPGA
DE PHAN TICH VA GIAT SAT MANG

4. Nguoi phan bién: Pham Van Phat Hoc ham/ hoc vi: Thac si
I1. Nhan xét, danh gia do an tt nghiép:
1. Vé tinh cdp thiét, tinh mdi, muc tiéu ciia dé tai:

+ Dua trén nén tang FPGA dé str dung nghién ctru, thiét ké tao nén mot IP Core NetFLow
l& mot tién trinh, cong cu hoan toan phu hgp vai yéu cau va xu hudng cong nghé cuia nganh Ky
thuat dién tir trong nudc va the gidi.

+ Viéc thiét ké IP Core NetFlow c6 thé xu Iy song song da ludng, tai cdu tric va tuy chinh,
cap nhét trén nén tang phan cimg FPGA va phan mém Splunk nham tao ra mét Core gidm sat

mang trong cac hé thong theo doi, glam sat mang dit liéu 16m c6 y nghia thuc tién, dap tmg cac
yéu cau cap thiét, dam bao tinh méi va kha ning Gng dung cao.

+ Thiét ké IP Core NetFlow V5 trén nén tang FPGA thyc hién viéc phan tich ngué)n dir
liéu tho tir internet va trich xuét cac trudng nhu IP ngudn, IP dich .v.v. dva trén céc thong tin,
cac thudc tinh dojoc trich xuét dé théng ké, phan tich, danh gia trén céac phén mém hé théng
giam sat mang Internets.

2. Ve ket qua gidi quyét cac ndi dung nhiém vu yéu cdu ciia do dn:

+ Cosoly thuyét vé giao thirc NetFlow, vé cac giao thirc mang. Phuong phap thiét ké IP
Core trén nén tang FPGA, phuong phap lap trinh mo6 ta phan cirng voi ngdn ngit Verilog.

+ D0 4n da thiét ke, thyc thi, xAy dung cong cu kiém tra danh gia IP Core NetFlow V5
trén nén tang FPGA.

+ P an da thuc hién trén co s& su hd tro cua Lab tai C‘gy Qéng nghé Acronics, vo1 moi
truong lam viéc chuyén nghiép, chuyén sau trong linh vuc thiét ké chip.

3. V@ hinh thikc, cdu triic, bé cuc ciia do dn tot nghiép:

+ B cuc PATN hai hoa, hop ly. Thé hién chi tiét cac co s& ly thuyét»vé thuc tién, cac
phuong phap tiép can va cong cu thyec thi, qua trinh thyc hién, cac két qua kiém thur, tong hop,
phan tich danh gia hé thong.

4. Két qua dat dwoc, gid tri khoa hoc, kha néing vng dung ciia dé tai:

+ Nhoém SV d tiép can, sir dung mot s6 phan mém, cong cu chuyén nghi¢p trong qua

trinh thyc hién DATN. Cac cong cu bao gdm phan mém ISE cua Xilinx, cong cu hd tro thiét ké

Xilinx XPS, cong cu soan thao 13p trinh Xilinx SDK, KIT 1dp trinh FPGA Virtex-6-ML605
Development System.



- Do an da thue hién duge thiét ké Core NetFlow V5, thuc thi nhung IP Core vao h¢ théng
trén board Virtex-6 ML605 va kiém tra hoat dong cua Core trén ModulSim va trén moi truong
thuc té.

+ Céc két qua thé hién qua cac So d6i khdi chirc ning cua hé thdng, thiét ké may trang
thai FSM(Finite State Machine) va cac module chic nang, cac ket qua mo phong, phan tich
Testbench, danh gia cac khoi chirc nang bang cong cu ISIM.

+ Thyc thi h¢ thong nhung trén FPGA VIRTEX -6 ML605 cia Xilinx véi cong cu sir dung 1a
phan mém Xilinx Studio Platform (XPS).

+ Danh gia kiém tra cac thong sb cua IP Core két hop Sir dung cong cu Splunk software.
banh gia kha nang t6i vu, chiém dung tai nguyén phan cing cia IP Core NetFlow V5 trén KIT
1ap trinh FPGA Virtex-6-MLG605.

+ Séan pham cua dé tai giam sat va quan 1 mang mang lai cac muc tiéu cho hiéu ning cao
va chi phi thap c0 thé ing dung trong cac hé¢ thong cong ngh¢ thong tin, cac trung tam di liu
cua to chuc hay cong ty.

5. Cdc ton tai, thiéu sét can bé sung, chinh sira:

+ Mot sd it 16i chinh ta, dinh dang van ban con ton tai trong cudn bao cao DATN, vi du
nhu cac d€ muc con tai cac chuong chua ding véi quy dinh.

+ Céc khdi chire nang( Functions Block) va mé ta tin hi¢u trinh bay kha 3, chi tiét. Tuy

nhién & trong cac khdi nay chua thiy dé cap, hay cac mo ta chi tiét, chuyén sau muc logic, cac
khéi ham(thuc thi con) chirc ning trong cac khéi nay.

Pieém Piém

TT Cac tiéu chi danh gia téi da | dénh gid

Sinh vién cé phwong phap nghién ciru phu hop, gii quyét cac

1 3 7
nhiém vu do an dwgc giao 80 8
- Tinh cap thiét, tinh moi (ndi dung chinh ciia DATN ¢6 nhiing
1a| phan méi so véi cac DPATN trude day); 1.0 1.0
- Pé tai ¢ gia tri khoa hoc, cong nghé; gia tri tng dung thuc tién;
- K¥ nang giai quyét van dé; hiéu, van dung duoc kién thirc co ban,
co s&, chuyén nganh trong van dé nghién ctru;
1b| - Kha ning thuc hién/phan tich/tong hop/danh gié; 3,0 3,0
- Kha nang thiét ké, ché tao mot hé théng, thanh phan, hoic quy
trinh dap tng yéu cau dit ra;
1cl - Chat lugng san pham DATN vé ndi dung bao cao, ban v&, chuong 30 58

trinh, mo hinh, hé théng,...;

- C6 k¥ nang str dung phan mém tng dung trong van dé nghién ctru

1d (thé hién qua két qua tinh toan bang phan mém); L0 L0
- C6 ky nang sir dung tai liéu lién quan van d& nghién ctru (thé hién , ,

qua céc tai li¢u tham khao).




2 | K§ niing trinh bay bao cdo dd an tét nghi¢p 2,0 1,8
2a| - Bd cuc hop ly, 1ap luén 16 rang, chat ché, 101 van suc tich; 1,0 1,0
2b | - Hinh thirc trinh bay. 1,0 0,8
3 | Tong diém theo thang 10 (ldy dén 1 s6 1¢ thap phan) 9,6

- Cau hoi d& nghj sinh vién tra 1i trong budi bao vé:
1. Viéc st dung cac cong cu, thiét ké, thuc thi cac khéi chirc nang va toan hé thé)ng cua IP
Core NetFlow V5 14 rat tot. SV can n6i rd hon cach thirc xay dung cac Functions, thiét ké
logic bén trong cac Blocks?

2. Viéc thiét ké cac chip noi chung va cac Core noi riéng can duoc toi wu, 6n dinh, tiét
kiém tai nguyén hé thong(phan cting), cong nghé va chi phi. Tac gia danh gia nhu thé nao
khi cac nghién ciru, thiét ké thir nghiém thuc hién trén nén ting FPGA ma cu thé 1a KIT KIT
Virtex-6 ML605 véi chip Virtex-6 XC6CCX240t1£f156 FPGA cua Xilinx, hd tr¢ RAM
DDR2 ciing nhu viéc chiém dung tai nguyén hé théng IP Core NetFlow V5?

bé nghi: Xl Pugc bao vé ddan O BO sung dé bao vé O Khong dugc bao vé
Pa Nang, ngay 22 thiang 8 nam 2021

Nguwai phan bién

ThS. Pham Vian Phat
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NHAN XET PHAN BIEN PO AN TOT NGHIEP
(Danh cho ngwoi phdn bién)

I. Thong tin chung:
1. Ho va tén sinh vién: DPANG SY PHI HUNG
2. L6p: 17KTDTI M3 SV: 1711505210110

3. Tén dé tai: NGHIEN CUU, THIET KE IP COR NETFLOW V5 TREN NEN TANG FPGA
DE PHAN TICH VA GIAT SAT MANG

4. Nguoi phan bién: Pham Van Phat Hoc ham/ hoc vi: Thac si
I1. Nhan xét, danh gia do an tot nghiép:
1. Vé tinh cép thiét, tinh mdi, muc tiéu ciia dé tai:

+ Dua trén nén tang FPGA dé str dung nghién ctru, thiét ké tao nén mot IP Core NetFLow
l& mot tién trinh, cong cu hoan toan phu hgp vai yéu cau va xu hudng cong nghé cuia nganh Ky
thuat dién tir trong nudc va thé gidi.

+ Viéc thiét ké IP Core NetFlow c6 thé xu Iy song song da ludng, tai cdu tric va tuy chinh,
cap nhét trén nén tang phan cimg FPGA va phan mém Splunk nham tao ra mét Core gidm sat

mang trong cac hé thong theo doi, glam sat mang dit liéu 16m c6 y nghia thuc tién, dap tmg cac
yéu cau cap thiét, dam bao tinh méi va kha ning Gng dung cao.

+ Thiét ké IP Core NetFlow V5 trén nén tang FPGA thyc hién viéc phan tich ngué)n dir
liéu tho tir internet va trich xuét cac trudng nhu IP ngudn, IP dich .v.v. dva trén céc thong tin,
cac thudc tinh dojoc trich xuét dé théng ké, phan tich, danh gia trén cac phén mém hé théng
giam sat mang Internets.

2. Ve ket qua gidi quyét cac ndi dung nhiém vu yéu cdu ciia do dn:

+ Cosoly thuyét vé giao thirc NetFlow, vé cac giao thirc mang. Phuong phap thiét ké IP
Core trén nén tang FPGA, phuong phap 1ap trinh mo6 ta phan cig véi ngdn ngit Verilog.

+ D0 4n da thiét ke, thyc thi, xAy dung cong cu kiém tra danh gia IP Core NetFlow V5
trén nén tang FPGA.

+ P an da thuc hién trén co s& su hd tro cua Lab tai C‘gy Qéng nghé Acronics, vo1 moi
truong lam viéc chuyén nghiép, chuyén sau trong linh vuc thiét ké chip.

3. V@ hinh thikc, cdu triic, bé cuc ciia do dn tot nghiép:

+ B cuc PATN hai hoa, hop ly. Thé hién chi tiét cac co s& ly thuyét»vé thuc tién, cac
phuong phap tiép can va cong cu thyec thi, qua trinh thyc hién, cac két qua kiém thur, tong hop,
phan tich danh gia hé thong.

4. Két qua dat dwoc, gid tri khoa hoc, kha néing vng dung ciia dé tai:

+ Nhoém SV d tiép can, sir dung mot s6 phan mém, cong cu chuyén nghi¢p trong qua

trinh thyc hién DATN. Cac cong cu bao gdm phan mém ISE cua Xilinx, cong cu hd tro thiét ké

Xilinx XPS, cong cu soan thao 13p trinh Xilinx SDK, KIT 1dp trinh FPGA Virtex-6-ML605
Development System.



- Do an da thue hién duge thiét ké Core NetFlow V5, thuc thi nhung IP Core vao h¢ théng
trén board Virtex-6 ML605 va kiém tra hoat dong cua Core trén ModulSim va trén moi truong
thuc té.

+ Céc két qua thé hién qua cac So d6i khdi chirc ning cua hé thdng, thiét ké may trang
thai FSM(Finite State Machine) va cac module chic nang, cac ket qua mo phong, phan tich
Testbench, danh gia cac khoi chirc nang bang cong cu ISIM.

+ Thyc thi h¢ thong nhung trén FPGA VIRTEX -6 ML605 cia Xilinx véi cong cu sir dung 1a
phan mém Xilinx Studio Platform (XPS).

+ Danh gia kiém tra cac thong sb cua IP Core két hop Sir dung cong cu Splunk software.
banh gia kha nang t6i vu, chiém dung tai nguyén phan cing cia IP Core NetFlow V5 trén KIT
1ap trinh FPGA Virtex-6-MLG605.

+ Séan pham cua dé tai giam sat va quan 1 mang mang lai cac muc tiéu cho hiéu ning cao
va chi phi thap c0 thé ing dung trong cac hé¢ thong cong ngh¢ thong tin, cac trung tam di liu
cua to chuc hay cong ty.

5. Cdc ton tai, thiéu sét cin bé sung, chinh siva:

+ Mot sd it 16i chinh ta, dinh dang van ban con ton tai trong cudn bao cao DATN, vi du
nhu cac d€ muc con tai cac chuong chua ding véi quy dinh.

+ Céc khdi chire nang( Functions Block) va mé ta tin hi¢u trinh bay kha 3, chi tiét. Tuy

nhién & trong cac khdi nay chua thiy dé cap, hay cac mo ta chi tiét, chuyén sau muc logic, cac
khéi ham(thuc thi con) chirc ning trong cac khéi nay.

Pieém Piém

TT Cac tiéu chi danh gia thida | dénh gi

- Sinh vién ¢6 phwong phap nghién ciru phu hep, giai quyét

cac nhiém vu do an dwgrc giao 8,0 78

- Tinh cép thiét, tinh méi (ndi dung chinh cia PATN ¢6 nhiing
la phan méi so véi cac DATN trudce day); 1,0 1,0
- Deé tai co gia tri khoa hoc, cong nghé; gié tri ung dung thuc tién;

- K§ nang gidi quyét van d¢; hiéu, van dung duoc kién thirc co
ban, co s, chuyén nganh trong van dé nghién ctru;

1b| - Kha nang thuc hién/phan tich/tong hop/danh gia; 3,0 3,0

- Kha nang thiét ké, ché tao mot hé thdng, thanh phén, hoic quy
trinh dap tmg yéu cau dit ra;

1cl| - Chat lugng san phém BATN vé nodi dung bdo cdo, ban V¢, 30 28
chuong trinh, mo hinh, h¢ thong,...; ’ ’
- C6 ky nang su dung phan mém ing dung trong van dé nghién
1d ctru (thé hién qua két qua tinh toan bang phan mem) 10 10

- C6 k¥ nang sir dung tai liéu lién quan van dé nghién ctru (thé
hién qua cac tai li¢u tham khdo).

2 | K§ ning trinh bay bdo cdo do an tét nghiép 2,0 1,8




2a| - B cuc hop 1y, lap luén ro rang, chat ché, 161 van stc tich; 1,0 1,0

2b | - Hinh thirc trinh bay. 1,0 0,8

3 | Tong diém theo thang 10 (ldy dén 1 s6 1¢ thap phan) 9,6

- Cau hoi dé nghj sinh vién tra 15i trong budi bao vé:
1. Cac chic ning chinh cia IP Core NetFlow V5 va phan tich, danh gia két qua kiém thir
cac Core trén KIT Virtex-6 ML605?

2. Viéc thiét ké, tich hop cac Core NetFlow trong cac thiét bi mang, dac biét 1a cac hé
thong dinh tuyén, giam sat luu lwong, phan tich cac truong dir liéu, phat hién cac dot nhap
13 rat quan trong va can thiét. Tac gia danh gia nhu thé nao vé hiéu qua, chi phi ciing nhu
kha ning dap (mg bing thong rong, tbc do cao ciia Core NetFlow V5? hd tro RAM DDR2
ciing nhu viéc chiém dung tai nguyén h¢ thong IP Core NetFlow V5?2

bé nghi: Xl Pugc bao vé ddan O BO sung dé bao vé O Khong dugc bao vé
Pa Nang, ngay 22 thang 8 nam 2021

Nguwai phan bién

ThS. Pham Vian Phat




TOM TAT

Tén dé tai: Nghién ctru, thiét ké IP Core NetFlow V5 trén nén tang cong nghé FPGA
de phan tich va giam sat mang.
Sinh vién thuc hién:

1. Nguyén Duy Ha Son. Ma SV: 1711505110126

2. Dang Sy Phi Hung. Ma SV: 1711505210110
Lop: 17KTDT1.

Dé tai nay sir dung két hop giita phan cimg FPGA va phan mém Splunk dé xay
dung mot hé thong c6 thé phén tich va giam sat mang dit liéu nham muc tiéu giam chi
phi duy tri vira lam chil dugc cong nghé va dam bao an toan hon so véi cac san pham
hién c6 trén thi truong.

Dé tai tap trung thuc hién thiét ké IP CORE NetFlow V5 trén nén tang cong nghé
FPGA nhing trén board Virtex6-ML605 dé thue hién nhiém vu phan tich cac dir liéu
mang dau vao dé trich xuat cac truong tai header ctia goi tin 14 cac truong thong tin can
thiét bao gom: Pia chi IP nguon; dia chi IP dich; cac giao thitc mang sir dung ciia goi
tin nhu UDP, TCP (protocol); kém theo cac thong so tinh toan géi tin nhu s6 lugng bytes
trong mot goi hay tong sb bytes trong mot Port nhan; D6 13 nhimng header cho chiing ta
thay dugc cac thong tin dit liéu duoc giri tir ngudn dén dich va dung lugng 1 bao nhiéu,
theo giao thirc nao dé ngudi quan trj mang dé& dang quan 1y, bang cach gui cac truong
thong tin da phan tich dwoc 16n phan mém Splunk dé giam sat va theo dai.

Splunk 13 phan mém dé thu thap Log, tim kiém, theo ddi va phan tich di liéu 16n
(big data) do may tao ra, thong qua mot giao dién web nhim giai quyét nhiéu bai toan
khac nhau cua céc t6 chire trong viée giam sat, van hanh hé thong va diéu tra sy ¢6,..v.v..
Dé tai sir dung phan mém Splunk 1am hé thong thu nhén, trich ra cac dir liéu thoi gian
thue c6 lién quan dén nhau tir cac truong thong tin duoc trich xuét tir phan ctng, tir 46
6 thé tao ra cac d6 thi, cic bo cdo, cac biéu dd. Muc dich cia phén mém Splunk la
gitp cho viéc xac dinh mo6 hinh dit li€u va thu thap dir li€u trén toan hé théng dé dang
hon. Phan mém Splunk cung cip s6 liéu, chan doan cac van dé xay ra, phuc vu cho hoat
dong giam sat cac ludng dir liéu trong hé théng man
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NHIEM VU PO AN TOT NGHIEP
Giang vién huéng dan: TS. TRAN HOANG VU
Sinh vién thyc hién: NGUYEN DUY HA SON..................... Ma SV: 1711505110126
DANG SY PHIHUNG.............ccco...... M4 SV: 1711505210110
1. Tén dé tai:

NGHIEN CUU, THIET KE IP CORE NETFLOW V5 TREN NEN TANG FPGA DE
PHAN TICH VA GIAM SAT MANG.

2. Cdc sé ligu, tai ligu ban ddu:
- Tai li€u, thuat toan NetFlow V5.

- Tai liéu vé ngdn ngir 1ap trinh phan ctng Verilog; Quy trinh thiét ké IP Core trén nén
tang FPGA; Cac phan mém Xilinx trong thiét ké nhung.

3. Nji dung chinh ciia dé dn:
Chuong I: Tong quan vé NetFlow va cong nghé FPGA.
Chuong II: Co so 1y thuyét va kién triic NetFlow V5.
Chuong I1I: Thiét ké IP Core NetFlow va thuc hién nhung trén FPGA cua Xilinx.
Chuong IV: Xay dyng chuong trinh diéu khién va giao dién nguoi dung cho hé thong
Chuong V: Kiém tra, danh gia hé thong va thuc hién gidm sat hé théng mang tap trung
Splunk cho céc Data center.
4. Cdc sdn pham dw kién
IP Core NetFlow V5 thiét ké trén nén ting FPGA phan tich va trich xuat cac gia tri mot

cach chinh xéc, day du tir ngudn dit liéu tho internet. Sau do6 cac truong dit liéu d6 duoc dua

1én phan mém Splunk dé ngudi quan tri mang c6 thé phan tich thdng ké va giam sat.
5. Ngay giao do dn: 10/03/2021
6. Ngay nop dé dn: 10/08/2021
Pa Nang, ngay 10 thang 03 nam 2021

P. Trwéng B mon Nguoi hwéng dian

ThS. Pham Vin Phat TS. Tran Hoang Vii



LOI NOI PAU

Dau tién chung em xin guri 10i cam on sau sac dén TS. Tran Hoang Vii da truc
tiép hudng dan, dinh huéng, danh nhiéu thoi gian va tdm huyét gitp d& chiung em vé
moi mit dé hoan thién dd an tot nghiép.

Chung em chan than thanh ciam on quy thdy c6 trong Khoa Pién — Dién tir
treong Pai Hoc Sw Pham K§ thuit — Pai Hoc Pa Niing d3 tao diéu kién, tao méi
truong thuan 191 cho chung em hoc tap va nghién ctru, da tan tinh truyén dat cac kién
thirc nén tang, kién thirc nang cao trong nhirg nim vira qua, véi co so 1y thuyét va hé
thong thuc hanh tai cac phong thi nghiém, phong Labs, tit ca 1 hanh trang quy bau, 1a
nén tang dé chung em dat duoc két qua tbt trong dd 4n cta minh.

Chung em ciing mong mudn giri 10i cam on dén nhitng nhiing nguoi ban da gin
b6 trong sudt thoi gian ngdi trén ghé nha trudng nhitng nim dai hoc qua, cing nhau phat
trién dé co thé hoan thién; Va cudi ciing chiing em ciing bay t6 10ng biét on sau sic dén
gia dinh: Ba me, anh chi da giup d& va hy sinh rat nhiéu dé lo chiing em an hoc, hoc tap
trong thoi gian qua. Pay ciling chinh 13 dong luc to 16n dé chung em vuot qua moi kho
khin dé hoan thién d6 an t6t nghiép nay.



CAM DOAN

Nhém ching em gdm c6 2 thanh vién:
Nguyén Duy Ha Son , sinh vién 16p 17KTDT1
Dang S§ Phi Hung, sinh vién 16p 17KTDT1

Ching em xin cam doan cac két qua duoc trinh bay trong dd an nay 1a thanh qua
nghién ciru ctia chiing em trong sudt thoi gian qua va chua timg xuét hién trong cong bd
hay sao chép cua tac gia khac dudi sy dinh huéng va hudng dan cua TS. Tran Hoang
Vii. Céc thong tin trich dan trong do 4n duogc chi rd, ngudn g 1 rang va dugc phép
cong bd. Cac két qua dat dugc chinh xac va trung thuc. Néu co bat ky vi pham nao,
nhém xin chiu hoan toan trach nhiém va chiu moi sy ky luat ctia khoa va nha truong.

Sinh vién thuc hién

{Chir ky, ho va tén sinh vién}

/[mnjj/‘ éf

= )/“‘/

Nguyén Duy Ha Son Ding S§ Phi Hung
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Nehién ciru, thiét ké IP Core NetFlow V5 trén nén tang FPGA dé phan tich va gidm sdt mang

MO DAU

1. Tinh cip thiét cia dé tai

Ngay nay, nhitng Gng dung ctia hé thong mang nhu dién toan ddm may, mang x4
hoi hay dich vu da phuong tién dang tré nén phd bién. Su gia ting vé luu lugng mang
Internet ciing nhu trong cac trung tdm dir liéu, ning luong can thiét dé van hanh co sé
ha tang mang 15i va hé thong mang trung tdm ciing tang dang ké. Qua do6 viéc giam sat,
van hanh, diéu phdi hé thong mang Théng tin — Dir liéu 16n 13 van d& ludn ludn mai va
cap bach dbi cac Chinh Phu dién tir, cac doanh nghiép, to chirc ¢6 hé thong CNTT 16n.
Véi sy tién bo khoa hoc ki thuat nhu Mang bang thong rong 5G, duong truyén Quang
tbc do 16n, ki thuat vi mach ban dan tich hop mat do cac bong ban dan cuc 16n, cong
nghé 10T, dan dén luong dir liéu khong 16 va tée do dit liéu cao, diéu d6 dit ra van dé
cap bach la nha van hanh hé théng mang phai ¢ c¢éng cu dung dé phan tich nhanh va
chinh xac cac dién bién trén hé thong, vi du phan tich cac luu lwong bat thuong, phan
tich cac két ndi bat thuong, hay phan tich cac hanh vi bat thuong dé co cac giai phap
ngan chin kip thoi va chinh xac. Hién nay c¢6 kha nhiéu phan mém thuong mai ¢é chirc
ning phén tich, giam sat cac van dé bat thuong néu trén. Tuy nhién mét sé van dé dit
ra lién quan dén k§y thuat, bao mat va kinh phi van hanh.

Cu thé nhur sau:

+ Vi cac dir lisu 1on, tée do cao va xir Iy nhiéu két ndi, thi cac phan mém thuong
mai khong phan tich va xir Iy kip cac dién bién ludng théng tin trén mang, dan
dén viéc phan tich va xir Iy khdng chinh xac va kip thoi.

+ Hién cac phan mém mua & nudc ngoai, viéc dam bao cac phan mém do khong bi
cai ma doc hay Back-Door rat kho xac dinh. Diéu d6 s& co phan gy mat an ninh
an toan thong tin cua hé thong.

4 Cac phan mém c6 gia thanh rat cao, mot sé phan mém cé gia thanh cao hon rat
nhiéu so véi gia thanh mot hé théng co sé ha ting mang thong tin.

+ Dir liéu 16n, gom nhiéu giao thirc va phtc tap thi doi hoi phai mua va sir dung
céc phan mém ban quyén, di kém vai né 1a chi phi 16n dé duy tri hang nam. Di
liéu 16n, bang thong cao, nhiéu giao thirc phirc tap va theo ddi cho nhiéu Node
mang, cac Sever tim trung hau nhu khong xir Iy kip nén phai can céac thiét bi
mang dic chung va Sever manh. Va day 13 bai toan kinh té hoc bua, vira phai ton
chi phi quyén dé sir dung va duy tri (Splunk; Syslog-Ng; ArcSight Logger) vira
phai dau tu hé thon Sever tAm cao dé dap tmg toc do truyén tai cua bang thong.

Sinh vién thyc hién : Nguyép Duy Ha Son — Bang Sy Phi Hung
Nguoi hudng dan : TS. Tran Hoang Vi
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Véi nhitng bt cap dugc néu trén, giai phap cua dé tai “Nghién ciru, thiét ké IP Core
NetFlow V5 trén nén ting FPGA dé phdn tich va gidm sdt mang” s& duoc khic phuc
va giai quyét tét. Cu thé cac giai doan phan tich va trich xuat cac ludng théng tin mang
phuc tap s€ thuc hién trén cdng nghé vi mach FPGA va IP core NetFlow V5 s€ thuc hién
diéu nay, viéc gidm sét s& sir dung phan mém Splunk. Hé théng dung dé phan tich va
giam sat s& khdng ndi truc tiép vao Internet hay cac thiét bi mang khdng ré ngudn géc,
ma ndi qua thiét bi FPGA. Piéu d6 s& ting mirc d6 an toan anh ninh cho hé théng. Giam
sat luu luong mang sir dung phan mém Splunk véi dung luong cac truong nho, st dung
hop 1y thi gi4 thanh thiét bi s& canh tranh tét so voi cac phan mém thuong mai ngoai
nhap. Hién nay cac hing cdng nghé 16n nhu Intel, IBM, Cisco diéu két hop giai phap
Hardware — Software Co_Monitorring dé giam sat, phan tich va van hanh cac hé théng
mang.

Do vay giai phap cua thiét bi sir dung phan mém Splunk két hop FPGA la mot hudng
di dung cac muyc tiéu dit ra trong giai doan hién nay va cip bach dé giai quyét nhimg
van dé bat thudng trong hé thong mang hién nay & nude ta, chiing ta c6 thé giam sat dé
phat hién nhiing van dé khong 6n nhu nghén mang, dung lugng ting dot ngot... va
nhanh chong dua ra giai phap va ngan chan kip thoi.

2. Muc tiéu, pham vi, ddi twong va phwong phap nghién ciru:
2.1 Muc tiéu nghién ciru:

+ Thiét ké mot IP Core NetFlow V5 trén nén tang cong nghé FPGA, IP core ndy s&
thyc hién phan tich nguén dir liéu tho Internet, phén cung s€ tach ra cac thong tin
can thiét nhu IP-Ngudn, IP-Pich, Port-Ngudn, Port-Pich, Protocol dé dua vé
Splunk nhan dang va thong ké.

£ Sir dung phan mém Splunk dé thu nhan, trich ra nhitng di liéu theo thoi gian thuc
c6 lién quan dén nhau tir d6 c6 thé tao ra cac dd thi, cac bao cao va do thi. Muc
dich Ia gitip cho viéc xac dinh mé hinh dit li¢u va thu thap dir liéu mang trén toan
hé théng dé dang hon.

2.2 Pham vi nghién ctru:

+ Phan tich thuit toan NetFlow V5 phan tich luu lugng mang toc d6 cao, phuc vu
cho viéc trich xuat cac thong tin mang.

+ St dung ngdn ngit mo ta phan cing Verilog HDL dé mo ta thuat toan NetFlow
V5.

+ Nghién ctru phan mém thu thap thong tin, gidm sat va phan tich luu luong mang
Splunk.

+ Thuc hién thuat toan NetfLow V5.

Sinh vién thyc hién : Nguyép Duy Ha Son — Bang Sy Phi Hung
Nguoi hudng dan : TS. Tran Hoang Vi
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2.3 P6i twong va phwong phap nghién ciru:
+ Tép trung vao thuat toan NetFlow V5, thiét ké IP Core trén nén tang kit FPGA.
Co so dir liéu, goi tin Internet va cac giao thuc UDP, TCP.
+ Phuong phap nghién ciru:
Nghién ciru Iy thuyét:
e Tim hiéu NetFlow V5, chuidn AXI-lite, chuin AXI-Stream, vi diéu khién
Microblaze, RTC.
e Phuong phap tich hop IP Core vao hé thong nhing FGPA va chuong trinh
testbench kiém thir
Nghién cuu thyc nghiem:
e St dung ngdn ngit mb ta phan cing Verilog dé mo ta thanh cac IP Core.
e Thuc hién thuat toan NetFlow V5 d¢ thiét ke IPCore NetFlow V5 trén nén
FPGA, md phong va danh gia két qua.
e Thyc hién nhiing IPCore NetFlow V5 trén nén tang FPGA.

3. Cau truc ngi dung cua do an:

Pé tai cia d6 4n bao gém 5 chuong. Chuong gidi thiéu tong quan vé dé tai, cac
van dé vé dir liéu, data center va cong nghé FPGA s¢€ duogc trinh bay ¢ chuong 1. Toan
bd co so 1y thuyét va kién trac ctia d6 an ndm & chuong 2. Va cac phan thyc hién, thiét
ké kiém tra van hanh s& dugc gidi thiéu ¢ chuwong 3, chuong 4, chuong 5.

CHUONG I: TONG QUAN VE NETFLOW VA CONG NGHE FPGA

Trong chuong nay s& gidi thiéu vé NetFlow, cac (mg dung ciia Netflow trong
thuc té. Gi6i thiéu vé khai niém, ciu trac, cic ung dung cua FPGA va uu diém khi st
dung FPGA.

CHUONG II: CO SO LY THUYET VA KIEN TRUC NETFLOW V5
Chuong ndy s& bao gdm céc ndi dung vé 1y thuyét lién quan dén qua trinh thuc
hién nghién ciru. Gi6i thidu va mo ta chic ning kién tric cua Netflow V5.

CHUONG III: THIET KE IPCORE NETFLOW V5 VA THUC HIEN NHUNG
TREN FPGA CUA XILINX

Chuong ndy gidi thiéu quy trinh thiét ké IPCore Netflow V5 sir dung ngdn ngir
lap trinh veriilog, so d6 khéi tong quat ctia hé théng, chi tiét chirc ning timg module.
Két ni giita cac module v6i nhau. Thyc thi nhung IPCore Netflow V5 vao hé théng va
kiém tra hoat dong cuia core trén moi truong thuc té.

Sinh vién thyc hién : Nguyép Duy Ha Son — Bang Sy Phi Hung
Nguoi huéng dan : TS. Tran Hoang Vi
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CHUONG IV: XAY DUNG CHUONG TRINH PIEU KHIEN VA GIAO DIEN

HE THONG

Chuong nay chu yéu ta s& xdy dung chuong trinh diéu khién cac ngoai vi duoc tich hop
trong h¢ théng trén cong cu SDK, 1ap trinh khi tao, truyén nhan dir li¢u béng UART, IIC
cua vi diéu khién MicroBlaze.

CHUONG V: KIEM TRA, PANH GIA HE THONG VA THUC HIEN GIAM SAT
HE THONG MANG TAP TRUNG SPLUNK CHO CAC DATA CENTER

Trong chuong nay ta s€ xay dung cac Testcase dé thuc hién test hé théng core
Netflow trén méi trudng thuc té, trén board. Thuc hién kiém tra va danh gia két qua dé
c6 hudng khic phuc hay cai thién. Pong thoi xdy dung giao dién hién thi bang Java va
lién két v&i Splunk locohost dé giam sat hét théng mang bang cach ddy cac truong thong
tin phén tich duoc & NetFlow IP core 1én Splunk roi tao cac biéu do gidm sat realtime.
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Chwong 1: TONG QUAN VE NETFLOW VA CONG NGHE FPGA

1.1 Gioi thiéu chwong

Trong chuong dau tién ndy sé trinh bay khai quat vé thuat toan Netflow V5, cac
phuong phap giam sat mang, xu huong str dung cua cac thiét bi giam sat mang hién nay.
Chuong nay gioi thiéu ngan gon v€ ngdn ngir mo ta phan cing Verilog, cong nghé
FPGA, lich sur ra doi, cac khai niém, cau truc cua FPGA va cac ung dung cua FPGA.

1.2 Téng quan vé NetFlow
1.2.1. Khéi niém va &ng dung caa Netflow V5

Netflow 1a mét giao thye do hing Cisco phat trién vao nhitng nim 1996, duoc phat
trién thanh mot cong nghé giam sat luu lwong mang [19].

Hién nay, Netflow dugc xay dyng thanh tiéu chuan va st dung hau hét trong céc
thiét bi mang Router cua Cisco, Juniper, Extreme, Habour,... Netflow da dugc phat trién
qua nhiéu phién ban: version 1 dén version 10; trong d6 thong dung nhat hién nay la
version 5, version 7 va version 9 [19].

NetFlow Enabled Device
) EEEEE SR unnns
Inspact Packat
Source IP addrass
Destination IP address NetFlow Cache
Source port Flow Information Packet Bytes/packet
Destination port Address ports... 11000 1528
Layer 3 protocol
TOS byte (DSCP) Create a flow from the packet attributes

Input Interfacs
Hinh 1.1. Luéng dir liéu giao thirc Netflow V5 [19]

Netflow cho phép thyc hién giam sat, phan tich, tinh toan luu lugng goi. Mot trong
cac vu diém ciia Netflow so voi cac giao thirc khac 1a né cho phép dinh danh va phan
loai nhiing loai tan cong nhu DoS, DdoS, Worm,... theo thoi gian thuc dua vao nhiing
hanh vi thay d6i bat thuong trong mang, dic biét trong mang co luu luong 16n.

Giao thirc Netflow V5 c6 dinh dang goi tin ¢ dinh gitip cho viéc gidm sat va bao
cac luu lugng mang dé dang hon vi mdi goéi duoc nhan dang nhanh chéng. Thuat toan
Netflow V5 thyc hién phan tich dir liéu tho tir Internet dé 1ay nhiing trudng thong tin
can thiét, gom:

- Dija chi IP ngudn.
- Dia chi IP dich.
- Cong nguon cho UDP hodc TCP, 0 cho cac giao thure khéc.
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- Céng dich cho UDP hoac TCP, nhap va ma ICMP hodc 0 cho cac giao thirc
khac.
- Giao thuc IP.

Nhirng truong thong tin nay s& can thiét cho nha quan tri mang c6 thé dé dang
giam sat va phat hién céac sy ¢6 khi c6 nhitng hanh vi bt thuong lién quan den hé thong
mang. Qua trinh luong hoat dong cua Netflow V5 dugc thuc thé hién chi tiét theo so do
churc nang sau:

. Create/
Packet Hashin =
_nput . g, - ﬂ
Packets | Parser Module Update =
Flows Flow
Time A ~
Counter o ¥ Tahle
Export Timeout (BRAM)
Qutput X - Az
T Module Conditions [« %
Monitor

Hinh 1.2. Kién triic Netflow V5 [10]

1.2.2. Phwong phap va xu hudng glam sat mang

Hé théng giam sat an ninh mang viét tit 1a SIEM (Security information and event
management — SIEM) 1a cac hé théng dugc thiét ké nham thu thap va phan tich nhat ky,
c4c sy kién an ninh tir cac thiét bi dau cudi va duoc luu trir tap trung [21].

‘% Log Collection # Real-time Alerting

&\ Log Analysis @l User Activity Monitoring
@ Event Correlation ® Dashboards

‘© Log Forensics Reporting

+ IT Compliance @ File Integrity Monitoring

A System & Device Log
Monitoring

B3 Application Log Monitoring

@ Object Access Auditing & Log Retention

Hinh 1.3. M6 hinh SIEM-Security information and event management [21].

Viée giam sat mang: Cho phép giam sat tinh trang hoat dong cua mang theo thoi
gian thyc. Giam sat mang dua vao luong dit liéu theo V5/V7/V9 cua giao thirc NetFlow
tap nhiing go61 c6 cung 7 thong tin : [P ngudn, IP dich, Port ngudn, Port dich, ToS, loai
6
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giao thirc 16p 3, céng Vvao, ) ,nhz"lm thyc hién thu thap thong tin theo luu lugong goéi, theo
ludng lién quan dén mot thiét bi router, switch hodc sy két hop cua nhiéu luu luong tur
nhleu thiét bi gitip chu dong nhén dién dugc van dé, hiéu qua trong qua trinh xir 1y su
¢b va dua ra giai phap giai quyét van d& mot cach nhanh chong.

Hién nay, giam sat luu luong mang st dung céc cong cu va k¥ thuat khac nhau dé
phan tich lvu luong mang trén may tinh. Khi cdc mang trd nén ban ron hon, diéu phd
bién 14 téc do chung ciia cic mang nay cham lai. R4t nhiéu xu huéng khic nhau dang
tré nén pho bién trong co so ha ting CNTT nhu sy gia ting str dung may chu dam may,
video, VOIP, v.v... Tat ca nhitng xu huéng ndy gay ap luc rat 16n cho tai nguyén co s&
ha ting CNTT. Qua trinh nay khong chi tén kém ma hiéu qua trong mot khoang thoi
gian ngan. V&i giai phap Splunk Software: mot goi tin Internet di vao thi Splunk
Software s& phan tich goi tin y tir file data, mdi file nay c6 dung luong 20Kbyte (20 x
1024 Byte = 4028 Byte) va dua 1én tang trén dé xu 1y.

l Mot gbi tinInternet
Jwu file 20KByte

M@t gai tin Internet
,luu ra 20 byte

Phan tich va trich xuat géi tin

trén FPGA Phan tich va trich xuat théng tin
trén may tinh
ey Aeos 12
So sanh viéc : Phan tich va trich xuat goi tin trén FPGA va trén Host www.acronicssolutions.com

Hinh 1.4. So sanh giai phdp phan mém va phan ciing Splunk

Céch t6t nhét hién nay dugc cac hang cong nghé 16n nhu IBM, Cisco, Intel 14 két
hop giai phap Hardware- Software Co_Monitorring dé giam sat, phan tich va van hanh
cac hé théng trung tAm dit liéu mang. Trong d6, cac giai phap phan cting vé mang duoc
trién khai trén cong nghé nén tang NetFPGA ludn dugc lya chon. Mot goi tin Internet
di vao thi FPGA s& phan tich va trich xuét goi tin ra cac thong tin can thiét voi dung
lugng 20Byte — 50Byte va giri vé Software Splunk dé xtr Iy. Cung v6i mot lugng thong
tin can quan 1y trén Internet, thi Splunk Software s& chiém dung luong xir Iy gip 80 —
200 1an so v6i su két hop FPGA — Splunk. So véi cac giai phap phin mém vé giam sat
an ninh mang n6i chung va Splunk néi riéng, thi chi phi ban quyén dya vao dung luong
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dir liéu can phan tich (Indexing) dau vao. Do vay véi giai phap Hardware-Software thi
chi phi ban quyén s& giam di it nhat 50 — 80 14n so v6i cung mot dung lwong dua vao.
Dua vao cac danh gia hiéu suit giira hai giai phap Software va Hardware FPGA
két hop Software Splunk véi viéc giam sat, bao mat théng tin mang cia nhitng Data
Center 16n nhu Nganh Van Tai, Ngan hang, Trung Tam dit liéu Thanh Phd hay Qudc
Gia, mdi ngay xtr Iy hang trim Terabyte s& giam chi phi dau tu, dong thoi 1am chu cong
nghé va an toan hon so vdi cac san phdm ngoai nhap.
1.3 Ngdn ngir md ta phan ciing Verilog va tong quan vé FPGA q
Ngoén ngit mé ta phan ciang (HDL) 1a ngon ngtr 1ap trinh phan mém dung dé mé
hinh hoat dong mong mudn ciia phan ctg. C6 nhiéu ngdn ngir mo ta phan ctng khac
nhau, tuy nhién c6 hai ngén ngit mé ta phan cimg theo chuan cong nghiép hién tai dugc
st dung phd bién wa chudng hon ca 1a VHDL va Verilog. Ca hai ngdn ngit nay dugc
IEEE cong nhan.

1.4 Ngo6n ngir Verilog .

Cong ty Gateway phat hanh ngén nglt mo ta phan ctirng Verilog ¢6 tén la Verilog
HDL, nang cap thanh Verilog XL, ngoai md ta phan ciing c6 thé tao cac cong cu kiém
tra, md phong. Ngon ngir nay da thong dung trén thé gidi. 85% cac xudng ché tao ASIC
trén thé gidi sir dung Verilog trong thiét ké. Nam 1995 — IEEE d4 cong nhan Verilog
thanh chuan IEEE1364 Ngon ngit Veriolg c6 ciu trac chwong trinh, 1énh, kiéu dit liéu,
khai bao bién don gian, trong tu nhu ngdn ngit C, nén viée tiép can, str dung dé dang .
Déi voi nhitng ngudi da str dung ngdn ngir C dé 1ap trinh thi d& dang nim bat ngdn ngit
Verilog [20].

1.5 Lich sir ra doi caa FPGA

FPGA duogc thiét ké dau tién boi Ross Freeman, nguoi sang 1ap cong ty Xilinx
vao nam 1984, kién trac méi cia FPGA cho phép tich hop sb luong twong d6i 16n céac
phan tir ban din vao 1 vi mach so véi kién trac trude d6 1a CPLD. FPGA c¢6 kha ning
chtra toi tir 100.000 dén hang vai ty cong logic, trong khi CPLD chi chira tir 10.000 dén
100.000 cong logic; con sb nay dbi véi PAL, PLA con thap hon nita chi dat vai nghin
dén 10.000 [18].
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Chip Design History

Gates/mm?2 (1 Gate = 1 two input NAND gate)

D T soox | ) 013um
k 12v
25v
------------------------------------------------------- 150k - 0.15pm «<600MMz
152 e
---------------------------------------------- Q0K .I 0. 18pm o
as
102 --------------------- e @ 0.25um I——
- 20¢] [ 0.35um Sy
33v <1500z
1999 "= 2000 2001 2002 2003
50k Year of
introduction

Hinh 1.5. Lich sir phdt trién thé ké chips [18]

CPLD dugc céu tric tir s lugng nhat dinh cac khdi SPLD (Simple Programable
Logic Device) thuat nglt chung chi PAL, PLA. SPLD thuong la mot mang logic
AND/OR lap trinh dugc ¢6 kich thudc xac dinh va chira mét ) luong han ché cac phﬁn
tr nhd dong bo (clocked register). Cau tric nay han ché kha niang thyc hién nhitng ham
phtrc tap va thong thuong hi¢u suat lam viéc cua vi mach phu thudc vao cAu tric cu thé
ctia vi mach hon 14 vao yéu cau bai toan.

Kién tric cua FPGA 1a kién trac méang cac khéi logic, mdi khéi nay nho hon nhiéu
néu dem so sanh voi mot khéi SPLD, uu diém nay giup FPGA c6 thé chira nhiéu hon
céc phan tir logic va phat huy t6i da kha ning 1ap trinh ctia cac phan tir logic va hé thong
mach két néi, dé dat duoc muc dich nay thi kién trac cia FPGA phuc tap hon nhiéu so
v6oi CPLD.

Mot diém khac biét nita v6i CPLD 1a trong nhitng FPGA hién dai dugc tich hop
nhiéu bo logic s6 hoc d3 duge tdi uu hoa, hd trg RAM, ROM, tbe do cao, hay cac bonhan,
cong dung cho nhitng tng dung xtr 1y tin hiéu sd. Ngoai kha ning ciu trac lai vi mach
& mirc toan cuc, mot sd FPGA hién dai con hd trg cau trac lai & mirc cuc bo, tirc 1a kha
nang cdu trac lai mot bo phan riéng 1¢ trong khi vin dam bao hoat dong binh thuong cho
cac bd phan khac [18].

1.6 Khéi niém co ban va cau tric cia FPGA , ‘

FPGA (Field-Programmable Gate Array) la vi mach dung cau tric mang phan tr
logic ma ngudi ding c6 thé 1ap trinh duge. Chit field & day mudn chi dén kha ning ti
18p trinh “bén ngoai” tuy theo muc dich ting dung cua nguoi st dung, khong phu thudc

9
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vao ddy chuyén san xuat phirc tap cia nha may ban dan. Kién trac tong quan vé FPGA
dugc mo ta nhu hinh dudi day.

W0_PAD
9
) | Y )

e

/ﬁms- %x H Interconnect

<\ ~ ROM_.. ™ wires

—
M

H

H

H

i

H

H
—
l avd o

)
—. o

Kién tric tébng quan FPGA

Hinh 1.6. Kién triic tong quan FPGA [18]
Cic khdi logic co ban Iap trinh dwoc (logic block)
- Phén ttr chinh ciia FPGA 1a cac khéi logic (logic block). Khdi logic duoc cau
thanh tir LUT va mot phan tir nhd dong bo flip-flop. LUT (Look up table) 1a khéi
logic c6 thé thuc hién bat ki ham logic nao tir 4 ddu vao, két qua cia ham nay tiy

vao muc dich ma giri ra ngoai khéi logic truc tiép hay thong qua phan tir nhé flip-

flop.
Logic Block |, et by configuraton
NPUTS | 4-LUT ) OUTPUT
N\

\ 4-input "lock up table”
Hinh 1.7. Khéi logic ldp trinh dwoc ciia FPGA [18]
- Trong tai liéu huéng dan cua cac dong FPGA cua Xilinx con sir dung khai niém
SLICE, 1 Slice gdm 4 khdi logic tao thanh, sé luong cac Slices thay dbi tir vai
nghin dén vai chuc nghin tiy theo loai FPGA.
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Hé théng mach lién két I1ap trinh dwoc

- Mang lién két trong FPGA dugc cau thanh tir cac dudng két ndi theo hai phuong
ngang va dimg, tiy theo timg loai FPGA ma cac duong két ndi duoc chia thanh
cac nhom khéc nhau, vi du trong XC4000 cta Xilinx c6 3 loai két ndi: ngén, dai
va rat dai. Cac duong két ndi duge ndi v6i nhau thong qua cac khdi chuyén mach
1ap trinh duoc (programable switch), trong mot khdi chuyén mach chira mot sb
lugng nat chuyén 1ap trinh dugc, dam bao cho cac dang lién két phtrc tap khac
nhau.

Khéi vao/ra (I0 Pads)

- Khéi vao/ra nhiéu hay it 13 tuy thudc vao timg loai FPGA. Chung c6 thé duoc két
nbi véi cac thiét bi bén ngoai nhu LED, USB, RS232, RAM....tuy theo muyc dich
st dung

Cic phan tir tich hop sin

- Ngoai cac khéi logic, tity theo cac loai FPGA khac nhau ma c6 cac phan tir tich
hop thém khéc nhau, vi du dé thiét ké nhitng ung dung SoC, trong dong Virtex
4, 5 cua Xilinx c6 chtra nhan xur Iy PowerPC, hay cho nhitng tng dung xtr 1y tin
hiéu sb trong FPGA duoc tich hop cac DSP Slice 1a by nhan, cong tbc do cao,
thuc hién ham A*B+C, vi du dong Virtex ctua Xilinx chira tir vai chuc dén hang
tram DSP slices vdi A, B, C 18-bit.

Noi dung trén duoc trich dan & tai lidu tham khao muc [18].
1.7 Cacwng dung cia FPGA , ,

Ung dung ctia FPGA bao gdom: xtr 1y tin hiéu s0, cac hé thong hang khong, vil tru,
quoc phong, tién thiét ké mau ASIC (ASIC prototyping), cac h¢ thong diéu khién truc
quan, phan tich nhan dang dnh, nhan dang tiéng n6i, mat ma hoc, mé hinh phan ciing
may tinh... Do tinh linh déng cao trong qua trinh thiét ké cho phép FPGA giai quyét 16p
nhitng bai toan phurc tap ma trude kia chi thuc hién nho phan mém may tinh, ngoai ra
nho mat d cong logic 16n FPGA dugc ting dung cho nhiing bai toan doi hoi khoéi lugng
tinh todn 16n va dung trong cac h¢ thong lam viéc theo thoi gian thuc.

1.8 Tong két chwong
Trong chuong dau tién nay, da trinh bay khai quat vé thuat toan Netflow V5, gigi
thi¢u duogc birc tranh tong quan vé ngodn ngir va cong nghé FPGA, trong chuong tiep

theo s& trinh bay co s& ly thuyét va kién tric cua IP core Netflow V5 sir dung trong hé
théng.
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Chuong 2: CO SO LY THUYET VA KIEN TRUC NETFLOW V5

2.1 Gidi thiéu chwong

Noi dung chinh trong chuong 2 nay sé& trinh bay céac 1y thuyét vé FPGA va dbi

tugng st dung trong qua trinh thuc hién nghién ctru, gidi thiéu chi tiét cac cong cu can

thiét vé phan mém ciing nhu kién tric cua thuat toan Netflow V5 st dung cho dé tai nay.
2.2 Gi6i thiéu vé kit Virtex 6 va vi diéu khién nhiing Microbaze
2.2.1 Gioi thiéu ve kit FPGA Virtex 6

i XILINXs 1
VIRTEX -6 i

Xcavixa4or'

0000

Hinh 2.1. Kit Virtex-6 [11]

Virtex-6-ML605 1a bo mach phat trién nén tang véi b nhd on-board va giao tiép
két ndi tidu chuan cong nghiép.

Virtex-6-ML605 thich hop cho viéc day va nghién ciru vé cac linh vue [11]:

Thiét ké sb

Hé théng nhing

Giao tiép va xtr 1y tin hiéu s6
Céu triic may tinh

H¢ di¢u hanh

Mang

Xu ly anh, video

Truyén nhan nbi tiép téc do cao

Céu hinh va ngoai vi ciia Virtex-6-ML605 Development System [11]:

2 Xilinx XCF32P Platform Flash PROM:s (32 Mb) phuc vu luu trit cau hinh

dung luong 16n.
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- Xilinx Virtex-6 XC6CCX240t-1ff156 FPGA

- Xilinx SystemACE Compact Flash configuration controller

- 64-bit wide 256Mbyte DDR2 small outline DIMM (SODIMM) module

compatible with EDK supported IP and software drivers

- On-board 32-bit ZBT ddng bdé SRAM va Intel P30 StrataFlash

- 10/100/1000 tri-speed Ethernet PHY hd tro giao tiép MII, GMIL, RGMII, va

SGMIL.

- Piéu khién USB host va ngoai vi

- B0 phat xung clock hé thong lap trinh dugc.

- Stereo AC97 codec vdi line in, line out, headphone, microphone, va dau cam

am thanh s6 SPDIF.

- Coéng RS-232, 16x2 LCD, va céc thiét bi I/O cac cong khac.

2.2.2 Vi diéu khién nhiing Microblaze
2.2.2.1 Khai niém: . ,

Microbalze 1a b xtr Iy mém nhiing 32-bit cua Xilinx. L31 ¢6 cau tric Havard, tap
1énh thu gon RISC (reduced Instruction Set Computer), véi cac bus riéng biét dé truy
xuat dir li€u va Iénh tir bd nhé on-chip va by nhé ngoai cung mot thoi diém [17].
2.2.2.2 Kién truc va giao tiép tin hiéu cua Microblaze
Kién tric co ban ciia Microblaze [17]:

- Tang xtr Iy duong 6ng véi 32 thanh ghi muc dich chung 32 bits.

- Tu 1énh 32 bit v6i 3 toan hang va 2 ché do dinh dia chi.

- DPuong bus 32 bit dia chi.

- Cac dudng 1énh va dir liéu riéng biét ndi truc tiép dén khdi RAM trén chip

théng qua LMB (Local Memory Bus).

- 1khéi ghi dich.

- 2 cip d6 ngat.

- Khéi ALU (Arithmetic Logic Unit) : gdm cac bd cong/trir, ghi dich/logic, nhan.

- Khéi FPU (Floating Point Unit) : 4p dung cac chuan dau phay dong don.
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Machine Status
Reg Register
File

32 x 32bit

Program
Counter

Control Unit

Shift/  Add/ wulti
Copital Sobdoee Multipl

JI[[0)UO)) SN UOHINIISUL
Jd[[onuo) sng eyeq

Processor
Hinh 2.2. Kién triic vi diéu khién MicroBlaze [17]

- Trong do:

Instruction Bus Controller: dudng bus 1énh

Data Bus Controller: Budng bus ditr li¢u

Instruction buffer: bo dém 1énh

Instruction decode: bd gidi ma 1énh

Program Counter: b dém chuong trinh

Add/Sub: khdi cong/trir; Shift/Logical: khéi ghi dich/logic; Multiply:

khéi nhan

o Register File: thanh ghi dir liéu 32thanh x 32 bit

Microblaze xtr ly 1€nh theo kién trtic pipeline, hau hét cac Iénh cua no, moi giai

o O O O O O

doan mat 1 chu ky dé thyuc hién xong. Qua trinh xir Iy 1énh duoc chia lam 3 giai doan

chinh: nhan I¢nh (Fetch), giai ma I¢énh (Decode), thi hanh 1énh (Execute).

Cyclel Cycle2 Cyce3 Cycled Cycle5 Cycle6 Cycle7
Lénh 1 Fetch Decode | Execute
Lénh 2 Fetch Decode | Execute | Execute | Execute
Lénh 3 Fetch Decode Stall Stall Execute
Hinh 2.3. Kién triic pipeline ciia MicroBlaze [17]
Giao tiép tin hiéu trong Microblaze [17]

- Microblaze cung cép 3 giao tiép bd nhd:

- LMB: Local Memory Bus.

- PLB: Peripheral Local Bus.
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OPB (On-chip Peripheral ) va XCL (Xilinx Cache Link).
2.3 Chuin giao tiép AXI
2.3.1 Giéi thiéu AXI
AXI la mot phén cua AMBA (Advanced Microcontroller Bus Architecture), mot ho

bus vi diéu khién ctia ARM duoc gi6i1 thiéu 1an dau vao nam 1996.

Phién ban AXI dugc duge xuat hién 1an dau trong AMBA 3.0, tung ra thi truong
nim 2003. AMBA 4.0 duoc tung ra thi trudng vao nim 2010, gdm trong d6 phién ban
thir hai cia AXI va AXI 4.

Co6 3 loa1t AXI:
- AXI4: cho yéu cAu anh xa bo nhé hiéu suit cao.
- AXI-4Lite: cho giao tiép anh xa bo nh¢ thong lwong thap, don gian.
- AXI-STREAM: Cho truyén dit liéu tc do cao.
2.3.2 Chuan giao tiép AXI-4Lite
AXI-Lite cho phép giao tiép vai thanh ghi (Control & Status interface)
Giao tiép AXI-Lite gdbm 5 kénh khac nhau:
- Kénh doc dia chi
- Kénh ghi dia chi
- Kénh doc dir liéu
Kénh ghi dir liéu
- Kénh phan héi ghi
Dit lidu c¢6 thé di chuyén dong thoi theo ca hai hudng giita master va slave. AXI-

Lite chi cho phép mot dir liéu trao doi trong mdi 1an thuc hién.
Hinh dudi day mo ta qua trinh doc cia AXI-Lite sir dung kénh doc dia chi va kénh

doc dir liéu:

Read address channel

Address
and control

—_—

Master Slave
interface Interface

Read data channel

Read
data

-«

Hinh 2.4. Qua trinh doc cua bus AXI-Lite [12]
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Cac tin hiéu AXI-Lite read
Bang 2.1 Cac tin hiéu AXI-Lite read

Kénh Tin hiéu Mo ta

Read address ARADDR Dia chi doc
ARVALID Chi ra dia chi doc 1a valid
ARREADY Tin hiéu diéu khién ludng

Read data RDATA Dir liéu doc
RRESP Tin hiéu phan hdi doc
RVALID Chi ra dir li€u doc duoc la valid
RREADY Tin hiéu diéu khién ludng

Hinh dudi day mo ta qua trinh ghi ctia AXI-Lite st dung kénh ghi dia chi, kénh ghi
dir liéu va kénh phan hoi ghi.

Write address channel

Address

and control
—_—
Write data channel
Master Whrite Slave
interface data Interface
—

Write response channel

Write
response

—
Hinh 2.3. Qua trinh ghi cua bus AXI-Lite [12]
Cac tin hiéu AXI-Lite write:
Bang 2.2: Cac tin hiéu AXI-Lite write

Kénh Tin hi¢u Mo ta
Write address AWADDR Dia chi ghi
AWVALID Chi ra dia chi ghi 1a valid
AWREADY Tin hiéu diéu khién ludng
Write data WDATA Dt li¢u ghi
WSTRB Chi ra byte nao cua dir li¢u ghi la valid
WVALID Chi ra dir li€u ghi 1a valid
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WREADY Tin hiéu diéu khién ludng
Write response BRESP Tin hiéu phan hdi ghi
BVALID Cho biét tin hiéu phan hdi ghi 1a valid
BREADY Tin hiéu diéu khién ludng cua kénh
phan hdi ghi

Tin hiéu clock/reset cia AXI-Lite:
Bdng 2.3: Céc tin hiéu clock/reset cua AXI-Lite

Kénh Tin hi¢u Mo ta

Clock/reset ACLK Tin hiéu clock AXI-Lite tan s
100Mhz, c6 thé duoc sir dung bai nhiéu
interface AXI-Lite tir mot ngudn duy
nhat

ARESETN Tin hiéu reset, tich cuc muc thép, 6 thé

dugc st dung boi nhiéu interface AXI-

Lite tir mot ngudn duy nhat

AXI-Lite cung cap cac két ndi dir liéu va dia chi riéng 1é cho doc va ghi, diéu nay
cho phép viéc truyén dir liéu lién tuc, song cong.
2.3.3 Chuin giao tiép AXI_STREAM

Giao thirc AXI-Stream dinh rd mot kénh riéng cho truyén ludng dit lidu. Kénh
AXI-Stream dugc md hinh dya trén kénh ghi dir liéu cia AXI-Lite.

Place intial TDATA,TLAST and Tuser on

l‘ the bus >
Signal that initial data is ready via TVALID
—

Signal data received via TREADY
[t AXI4-STREAM SALVE

Start transmitting TDATA, TLAST and TUSER
in sync with ACLK
=

AXI4-STREAM
MASTER

Hinh 2.4. Két néi ché dg Master Slave theo dwong bus AXI4-Stream
Tin hiéu clock/reset

Bdng 2.4: Céc tin hi¢u clock/reset cua axi4-stream

Tin hi¢u

ACLK Tin hiéu clock AXI-Stream tan s6 125Mhz
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ARESETN Tin hiéu reset, tich cuc murc thép
Tin hi¢u trong bus AXI-Stream

Bang 2.5: Cac tin hiéu cua giao thirc Axi-stream

Tin hi¢u

TVALID 1 Chi ra dir li¢u 1a valid
TDATA 64 AXI-Stream data, dit liéu cua packet (bao gom ca
header va payload).
TREADY 1 Tin hiéu cho thdy module sau sin sing nhan goi
packet tiép theo
TSTRB 8 AXI-Stream data c6 do dai 8 byte, tin hiéu nay

cho biét byte nao cua AXI-stream data I valid.
Tin hiéu tich cuc muc cao.

TLAST 1 End of packet, cho biét két thiic mot goi packet.
TUSER 128 Tin hiéu cho biét packet length, port ngudn, port
dich.

CLOCK

i i i i i i P e—
5_ANIS_TLAST | X 3 | i i i i i i | X \

§ KIS TOATAJGR) — x 1 I | | | { X —
§_AXIS_TUSER]127:0] — X _ }_é.{ _ _ _ ;4 _ . —
METADNTA$11:0] — x: ) . g : x —
5 _ANIS_TSTRB[7:0] o x i F [ X b

5 ANIS TWALID

& AN TREADY

Hinh 2.5. Gidn d6 dang séng ciia AXI-Stream [13]
2.4 Cac chuan giao tiép UART va IIC
2.4.1 Chuan giao tiép IIC ) o
12C (Inter - Intergrated Circuit) 1a bus giao ti€p gilra cac IC véi nhau, 1a chuan két
nbi mot s6 ICs voi cac thiét bi ngoai vi dat dugc hidu qua cho phan ctng tot nhat véi
mach di¢n don gian.

Mot giao tiép I12C gom c6 2 ddy: Serial Data (SDA) va Serial Clock (SCL). SDA
1a dudng truyén dit liéu 2 hudéng, con SCL 13 dudng truyén xung dong hd va chi theo
mot hudng. Nhu hinh v€ trén, khi mot thiét bi ngoai vi két ndi vao duong 12C thi chan
SDA ctia n6 sé nbi véi day SDA cua bus, chan SCL sé& ndi véi day SCL.[14]
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Master SDA Slave Master SDA Slave
——————— —_— S
Transmitter Receiver Receiver Transmitter
- R
51 SCL

Hinh 2.6. Chudn giao tiép 12C [14]
2.4.1.1 Module RTCC DS3231

Moudule thoi gian thuc RTC DS3231 1a IC thoi gian thyc chinh xac véi thach anh
tich hop san c6 kha nang diéu chinh nhiét. IC c¢6 dau vao cho pin riéng, tach biét khoi
ngudn chinh dam bao chinh dam cho viéc giir thoi gian chinh x4c. Thach anh tich hop
san gitp ting do chinh xac trong thoi gian dai hoat dong va giam sb luong linh kién van
thiét khi lam board.

Thoi gian trong trong IC dugc gitt & dinh dang: gio, phut, gidy, ngay, thu, thang,
nam. Céc thang it hon 31 ngay s¢€ tuy dong dugc diéu chinh, cac nim Nhuan cling dugc
chinh dting s6 ngay. Thoi gian c6 thé hoat dong & ché d6 24h hoic AM/PM. Céc giao
tiép IC dugc thuc hién théng qua 12C bus.

Trong chip c6 mach dién ap chuan dung dé theo ddi trang thia ctia nguén VCC, phat
hién 16i nguén, tu dong chuyén nguén khi c6 van dé. Co tin hiéu Reset xuit ra cho mach
ngoai, MCU khi nguon dién hoi phuc trang thai [14].

Cic thong so ky thuat

- Size: dai 38mm, rdng 22mm, cao 14mm.

- Khéi luong: 8g.

- Pién thé hoat dong: 3.3V —5.5V.

- Clock: high-precision clock on chip DS3231.

- Clock Accuracy: 0-40°C range, the accuracy 2ppm, the error was about 1
minute.

- Thong tin thoi gian: gid, phut, gidy, ngay, tht, thang, naim dén nam 2100.

- I2C bus c6 toc d9 t6i da 400Khz.

- Kém thém pin sac dugc CR2032.
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EDV;_

i

n o
75—042 GND] ¢
HE N
H BN
A0 A1A2

Hinh 2.7. Module RTC DS3231 [14]

2.4.1.2 Chip EEPROM on board ML605

Thiét ké layout ctua board ML605 d3 tich hop sin IC EEPROM (Electrically
Erasable PROgrammable Memory) ctia hang STMicroelectonics vdi model M24C08-

WDWSG6TP [11].
Cic thong s6 ky thuit

- T6 chitc bd nhd: 1K x 8 bits.

Kich thuéc bo nho: 8Kbit.
Ngudng dién ap cho phép hoat dong tir 2.5V-5.5V.
Giao tiép bang chuan I2C bus c6 tdc d6 téi da 400Khz.

ITC EEPROM

U6 VCC3V3

SCL

7

SDA WP

vece3va
1
s
5 =5
—
%2 o
15,16,32 IIC SCL MAIN — o~ 6
15,16,32 IIC SDA MAIN © — o
| ™ oF % )
0
F % I°5E 1
- - ~
[ ~
g b—

a0
al vCC 8
A2 GND

. R305

DNP
1%

1/16w

4
M24CO8-WDW6TP

1

IIC Address = 0b1010100

Hinh 2.8. 11IC EEPROM trén FPGA Virtex-6 Kit [11]

VCC3V3

C65
X5R

10v
0.1UF
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2.4.2 Chuin giao tiép UART:

UART - Universal asynchronous receiver transmitter 1a bo truyén nhan ndi tiép bat
d6ng bd. UART la mét ngoai vi co ban trong chip STM32F103C8T6 thuong dugc ding
trong cac qua trinh giao tiép véi cac loai module nhu: Zigbee, Bluetooth, Wifi...[15]

UART bao gdém hai thanh phan 14 may phat va may thu dugc . Phan may phat bao
g6m ba khéi 14 thanh ghi giir truyén, thanh ghi dich chuyén va logic diéu khién. Tuong
tur, phan may thu bao gdm mat thanh ghi gitt, thanh ghi thay d6i va logic diéu khién. Hai
phén nay thuong dugc cung cép bdi mot bo tao tde dd baud. Trinh tao nay dugc sir dung
dé tao tdc do khi phan may phat va phan may thu phai truyén hodc nhan dit liéu.

Thanh ghi giit trong mdy phat bao gdm byte dit liéu dugc truyén. Cac thanh ghi thay
d6i trong may phat va may thu di chuyén cac bit sang phai hodc trai cho dén khi mot
byte dir liéu duogc truyén hodc nhan. Mot logic diéu khién doc (hodc) ghi dugc str dung
dé biét khi nao nén doc hodc viét.

May phat toc do baud giita may phat va may thu tao ra téc ¢ dao dong tir 110 bps
dén 230400 bps. Thong thudng, toc do truyén cua vi diéu khién 12 9600 dén 115200 [15]

T 20000000, ‘ o

| n
1 | |
| !
START PARTTY :
STOP bits + Guard time
Hinh 2.9. Khung dir liéu truyén/nhdn UART [15]
2.5 ETHERNET FMC

Hinh 2.10. Hinh anh Ethernet FMC [17]

21
Sinh vién thuc hién Nguyép Duy Ha Son — Bang Sy Phi Hung
Nguoi huéng dan : TS. Tran Hoang Vi



Nehién ciru, thiét ké IP Core NetFlow V5 trén nén tang FPGA dé phan tich va gidm sdt mang

Ethernet FMC 12 mét card bo sung 4 cong Ethernet Gigabit bang két néi FMC.
Mot s dic diém:
- Marvell Gigabit Ethernet PHY cho kha ning tuong thich va hiéu suit mang
tdi da.
- Paunbi FMC véi Low-pin-count Vita 57 dé twong thich véi tit ca cac két ndi
vo1 FMC
- Céc dao dong dau ra LVDS khac nhau dé cung cip clock cho MAC Ethernet
Mot s6 ing dung
- Két ndi cac thiét bi voi nhau qua mang may tinh.
- Chuyén tiép goi tin gitra c4 mang may tinh v&i do tré tdi thiéu
- Do luong, theo doi va phén tich thoi gian phan hoi thiét bi trong thoi gian
thuc
- Kiém tra cac giao thuc thtr nghiém trén cdc mang hién c6
- Loai bo tic nghén mang bang cac sir dung kiém soat luu lwong ting tdc phan
cung
Cic thong sb ky thuat
- 4 cong Ethernet 10/100 / 1000Mbps
- LPC FMC: Pin twong thich véi ZedBoard va cac cung ciAp FMC tuong thich
khac.
- Clock 125 MHz cung cap cho MAC
Céc thiét ké c6 san cho ZedBoard va cac board phat trién FPGA [17].

2.6 Tong quan Vé‘ Ethernet
2.6.1 Gidi thi¢u vé Ethernet ‘

Ethernet 1a mot ho 16n va da dang gom cac cong nghé mang dua vao khung dir liéu
(frame-based) danh cho mang LAN, Trén Ethernet dugc xuét phat tir khai niém Ete
trong nganh vat 1y hoc. Ethenet dinh nghia mot loat cac chuan ndi ddy va phat tin hiéu
cho tang vat 1y, hai phuong tién dé truy nhap mang tai phan MAC (diéu khién truy cap
moi trudng truyén dan) cua tang lién két dir liéu va mot dinh dang chung cho viéc danh
dia chi. Ethernet da dugc chuan héa thanh cac tiéu chuaant IEEE 802.3 [22].

2.6.2 Mot s0 dic diém cia Ethernet ) ’

Cau tric mang hinh sao, hinh thtrc néi day cap xoan (twised pair) cia Ethernet da
tré thanh cong nghé LAN duoc str dung rong rii nhat tir thap ky 1990 cho téi nau. Trong
nhitng nam gan day, WiFi, dang LAN khong day da duoc chuan héa boi IEEE 802.11
da duoc str dung bén canh hoac thay thé cho Ethernet trong nhiéu cdu hinh mang. [EEE
d3 phat trién chuan Ethernet trén nhiéu céng nghé truyén din khac nhau thay vi c6 nhiéu
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loai mang Ethernet. Mi mang dugc md ta dua vao ba nguyén td: téc do, phwong phap
tin hiéu str dung va dic tuyén dudng truyén vat Iy.

- Céc hé thong Ethernet 10Mb/s.

- Céc hé thong Ethernet 100Mb/s — Ethernet toc d6 cao (Fast Ethernet).

- Céc hé thdng Ethernet 1gb/s.

Dinh dang khung trong Ethenet: sé& chia dit liéu thanh nhiéu khung (frame). Khung

13 mot gbi thong tin dugc truyén nhu mot don vi duy nhat. Khung trong Ehternet c6 thé
dai tir 64 dén 1518 byte, nhung ban than khung Ethernet di su dung it nhat 18 byte, nén
dir liét mot khung Ethernet c6 thé dai tir 46 dén 1500 byte. Mdi khung déu c6 chira thong
tin diéu khién va tuan theo mot to chirc co ban. Vi du khung Ethernet (dung cho TCP/IP)
dugc truyén qua mang véi cac thanh phan sau:

Destination Source
Preamble |SFD MAC MAC EtherType Payload FCS

Address Address

Hinh 2.11. Cdu triic Frame ciia Ethernet [22]

Trong do6:
- Preamable + SFD: 8-byte bao hi¢u bat dau ciia mot frame.
- Destination MAC Address: 6-byte thé hién dia chi MAC dich.
- Source MAC Address: 6-byte thé hién dia chi MAC ngudn.
- EherType: 2-byte chi o giao thirc 16p mang.
- Payload: dit liéu chuyén di.
- CRC: 4-byte dung dé kiém tra 15i cia Frame (Cyclic Redundancy Check).
2.6.3 Giao thirc TCP/IP
TCP/IP 1a viét tat cua Transmission Control Protocol / Internet Protocol — Giao thure
diéu khién truyén thong/ Giao thirc Internet. Cac ting trong mo hinh nay la:
- Lop tng dung (Application Layer).
- Lop giao van (Transport Layer).
- Lop lién két mang (Internet Layer).
- Lop giao ti€p mang (Network Interface Layer).
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Network Applications

( oHee | ons |[ Fre | wTe || wrTe ([ marT || swre | snme |r snTP | [ TELNET | [ TFTP TFI'P]
Client L Client \ Client ;k 3erser ;LCIinnt iCIIcnt L Client :"_ Agant Client Sarver Client Senver

., b A

4 & 4

TCP/IP Core

Port Socket APIS

J

Intarface

05 Port

Real-Time Kernal

(

(

)
=
=

Hinh 2.12. M6 hinh giao thirc TCP/IP [22].

2.6.4 Lép giao van (Transport Layer) .

Nhiém vu cua tang van chuyén la thiét 1ap phién truyén thong gitra cac may tinh va
quy dinh cach truyén dit liéu. Trong mo hinh TCP/IP ¢6 sy két hop gitta cac giao thic
riéng biét. FPT, HTTP, HTTPS ba giao thitc dugc sir ding nhiéu nhét ciia TCP/Ip. FTP
13 giao thtc giup may tinh c6 thé giri dit liéu khong gidi han dén mot hay nhiéu may tinh
khac. HTTP c6 chic ning truyén dit liéu khong an toan giita nguoi ding web va méay
chi web. HTTPS 1a giao thirc duge st dung dé truyén dit lidu an toan giita nguoi ding
va may chu web.

Ethernet Il Frame with IPv4 and TCP

0 1 2 3
0[1]2(3]141516](7 ]s |9 |1ol11|12||3|14|1s|1s|17|1s|19|20|21 |zz|23|24|zs|zs|z7|zs|29|3ols1
MAC Destination Address
MAC Destination Address (cont) I MAC Source Address } ETHERNET HEAD
MAC Source Address (cont)
Type = 0x800 Version=4 | HORLen=5 | Differentiated Services
Total Length ificati
MF =0 — gl ] Fragment Offset = Zeroes (Not Supported) TimetoLive (TTL) | Protocol (PCL) =6 L HEADER
Header Checksum IP Source Address
IP Source Address IP Destination Address
IP Destination Address 47 Options U OSUM Offioad DR b
R Gptions- } Source Port
Destination Port Sequence Number
Sequence Number Acknowledgement Number
Acknowledgement Number Offset | [ 7 TORHEADER
Window TCP CI
Urgent Pointer TCP Options (optional) 0-11 words
TCP Options (optional) 0-11 words Data > } TCP DATA
Data Data
= Data FCS
FCS

Hinh 2.13. Cdu triic g6i TCP [22]
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> : TCP/IP Layers

Moving
up & Down

Protocol Layers
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‘ Tas>’
! Link layer ;r

Hinh 2.14. M6 hinh tang TCP/IP [22]

Uu diém cua TCP/IP 1a:
- Mo hinh TQP/IP khong chiu sy kiém soat cua to chirc nao. Do do, nguoi
dung c6 thé tu do sur dung. ‘ ‘
- TCP/IP c6 kha ning twong thich véi cac mang, h¢ di€u hanh va phan cling
may tinh. , o
- TCP/IP c6 kha nang dinh tuyén, mé rong va nhan dugc dudong dan to nhat
thong qua mang.
2.7 Trung tam dir lieu (DATA CENTER) ‘

Su phét trién cia xu hudng tap trung hda va 4o hoa cac ngudn nhan luc tai Trung
tam dit liéu yéu cau mot nén tang c6 kha niang dam bao an ninh, an toan va c6 kha ning
mo rong cao cho Trung tim dit liéu. Trung tAm dir liéu 13 noi chta cac hé théng quan
trong ctia network va dong vai trd vo ciing quan trong ddi véi tinh lién tuc ciia cac hoat
dong hang ngay ctia mot t6 chirc. Tai ddy cho phép luu trir, quan 1y va phan phdi dit liéu
ctia t chuc do.

Co so da tang 1a mot két cdu an toan cho ngudi dung dau cudi ti cac dich vu cia
Trung tdm dir li€u va la co s¢ vat chét cho viée phat trién, két ndi, va tap trung cac thanh
phan chia s& ctia Trung tim dit liéu khi can, bao gém cac tng dung, cac hé thbng may
chi, cac thiét bi, va cac hé théng lIvu trit. Mot hé th6ng Trung tam dit liéu duoc xay dung
va lap ké hoach tdt cung cép kha ndng bdo v¢ su toan ven cua dit li¢u va dich vy, tdi wu
hoa céc ung dung vé mat hiéu nang va do sin sang, cho phép dap img mot cach nhanh
chéng nhiing yéu cau thay doi vé mat thi truong, mirc d6 wu tién trong kinh doanh va su
phat trién cong nghé.
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Advanced Analytics and Decision Support
Application Networking Services
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Infrastructure Enhancing Services
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Adaptive
Management

w
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Infrastructure Management

Storage
Switching

NETWORKED
INFRASTRUCTURE
LAYER

Hinh 2.15. M6 hinh System DataCenter [21]

2.8 Mot s6 cong cu phin mém sir dung trong dw an
2.8.1 Xilinx ISE o
Phan mém ISE (Intergrated Software Enviroment) 1a mot moi truong thiét ké hoan
hao ct Xilinx, cung cap cho ngudi thiét ké hau hét cac cong cu can thiét dé co thé hoan
thanh mot dé an thiét ké nhanh nhat va hiéu qua nhét. ISE tich hop cac cong nghé tién
tién nhat, sir dung thao tac linh hoat va c6 giao dién GUI than thién voi nguoi st dung.
Mot s6 vu diém cua ISE:
- Tan dung t6i da tat ca cac cong nghe tién tién nhat cua PLD.
- Tiét kiém thoi gian thi€t ke, ho trg nhiéu dong san pham cua Xilinx.
- Tang hi€u qua va giam gia thanh. )
- HO tro t61 da cho viéc thiét ké cac hé thong nhing.
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Hinh 2.16. Giao dién cua Xilinx ISE

2.8.2 Xilinx Platform Studio

XPS (Xilinx Platform Studio) 1a mot céng cu chinh ctia bo thiét ké phién ban nhung
ISE, ¢6 kha ning cu hinh va tich hop 151 IP va IP core hd tro sin cua Xilinx, v6i cac
thiét ké Verilog va VHDL hodc tiy chinh. H trg xay dung, két ndi va cau hinh cho cac
hé théng dura trén bo xu 1y nhing tir cac may trang thai don gian dén cac hé vi xur Iy

RISC 32 bit.
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Hinh 2.17. Giao dién chinh cua Xilinx XPS

2.8.3 Xinlinx SDK

SDK (Software Development Kit) 13 cong cu duoc phat trién boi hing Xilinx dé
soan thao trinh diéu khién ngdn ngit C/C++, debug va nap ma 1énh xubng Kit FPGA cuta

Xilinx.

Sinh vién thuc hién
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Mot s6 tinh nang cua SDK:
- Trinh bién dich C/C++ va tich hop stra 1.
- Kiém so4t phién ban ma ngudn md, cau hinh xay dung tng dung va tao
Makefile ty dong.
- Phén tich hiéu suit cta hé thdng va tich hop cac cong cu dé ciu hinh cho

<) “main § xparametersh g systemanss |

eiveBmpty (XPAR_RS232_UART 1 BASEADDR))

5 Problems | ) Tesks| B Console

]

Writable Smartinsert 228

Hinh 2.18. Giao dién chinh cua Xilinx SDK

2.8.4 Eclipse Java Development
Eclipse 1a mot cong cu hd trg 1ap trinh mién phi, manh mé&. N6 c6 chtra nhiéu cong
cu hitu ich dé khai tao, chay va tdi wu hoa code Java.
Uu diém cua Eclipse Java Development 1a:
- Tao thuan tién cho tich hop lién mach céac cong cu bén trong mdi mot va
xuyén qua nhiéu nodi dung va cic nha cung cap cong cu khac.
- HO tro viée xay dung nhiéu cong cu.
- HOb tro cac cong cu thao tac cac kiéu ndi dung bat ky (Java, JSP,..).
- HO trg ca moi trudng phat trién tng dung GUI 1an khéng dua trén GUL
- Chay trén nhiéu hé diéu hanh Windows va Linux.
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%) NefFlcur Arslytics for Splark Control el

NetFlow Analytics for Splunk Control Panel

= @ e

Oftemezstectee

Hinh 2.19 Giao dién chinh cua Eclipse Java Development

2.8.5 Ngon ngir 13p trinh Java o ’ )

Java dugc biét to1 1a mot trong nhitng ngoén ngtr 1ap trinh pho bién nhat trén thé gidi
ngay nay. Pay 1a mot ngon ngit 1ap trinh may tinh da myc dich va né da dat dugc su pho
bién nho vao tinh dinh hudng d6i twong, dong thudi va dua trén class.

Chuong trinh viét bang ngdn ngit 1ap trinh Java c6 thé chay trén bat ky hé thong ao
nao cd cai may ao Java (Jave Virtual Machine).

Mot sb vu diém ciia ngdn ngir 1ap trinh java:

- La ngdn ngit thuan hudng doi tuong.
- Java dugc s dung trén moi thiét bi.
- La ngdn ngir c6 ma ngudén mo.
Java dé thuc thi, st dung va dé tiép can.
- Puoc hd tro IDE mién phi.
- Multi- Threading.
2.8.6 Splunk Enterprise:

Splunk 1a mgt phan mém gidm sat mang dya trén strc mang cua viéc phan tich Log.
Splunk thyc hién cac cong viéc tim kiém, giam sat va phan tich cac dit liéu duoc sinh ra
tur cac ung dung, cac hé théng va céc thiét bi ha téng mang. N6 co thé thao tac tbt vai
nhi¢u dinh dang dir liéu khac nhau (Syslog, csv, apache-log, access_combined...).
Splunk dugc xay dung dua trén nén tang Lucene and MongoDB. N¢i dung tham khdo
tai liéu [16]:

Hién tai, Splunk c6 ba phién ban, bao gom:

- Splunk Enterprise cho cac khach hang c6 nhu cau xir 1y log tai chd véi khoi
lugng lon. .

- Splunk Cloud cho cac khach hang tai log 1én nén tang dam may cua Splunk
de xu ly.
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- Splunk Light cho cac khach hang c¢6 nhu ciu xir 1y log tai chd voi khéi
lugng vira va nhd.
Han ché nhat ctia Splunk chinh 1a chi phi cai dat 16n, do khoan dau tir ban
dau cho hé théng thiét bi chuyén dung c6 do phuc tap cao. Mot van dé khac
13 phi ban quyén hang nim cua Splunk ciing rat dat d6 (udc tinh co thé 1én
dén hang chuc ngan d6-la My mdi nam).
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Hinh 2.20. Giao dién chinh cua Splunk Enterprise [21]

29 TONG KET CHUONG 7 , ‘

Qua chuong 2 da phan nao giup chiing ta hiéu dugc ly thuyét co ban vé FPGA va
thiét ké voi FPGA, chuan giao tiép AXI4-Stream va AXI4-Lite, chuan giao tiép 12C,
UART, céu trdc ctia mot goi tin, cling nhu cac cong cu phin mém can thiét dé xay dung
hé théng. Tuy nhién, day ciing chi méi 14 cac co sé Iy thuyét nén dé c6 thé hiéu r6 hon
quy trinh hoat dong cu thé cta k¥ thuat da néu ¢ trén nhu thé nao ta s& tiép tuc dén
chuong 3, dé cap dén viéc thyc thi thiét ké phan cing sir dung ngdn ngit verilog va
nhiing trén nén taing FPGA X
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Chwong 3: THIET KE IPCORE NETFLOW V5 VA THUC HIEN NHUNG
TREN FPGA CUA XILINX

3.1 Gioi thiéu chuwong

Trong chuong nay s€ tién hanh viéc thuc hién thuét toan NetFlow V5 dya trén co
so 1y thuyét va kién trac duoc trinh bay ¢ chuong 2. Qua trinh thiét ké dugc xem xét ¢
murc do tong thé nhu xem xét cac khéi chire ning, do dai dit liéu, cac tin hiéu giao tiép
nhu tin hiéu trang thai, tin hiéu diéu khién. M6 ta phan ctimg cac module v6i ngdn ngir
Verilog, chi tiét chirc ning ciing nhu cach hoat dong cua timg module. Thuc thi nhung
NetFlow V5 IPCore vao hé théng trén board Virtex-6 ML605 va kiém tra hoat dong
core trén ModulSim va trén méi truong thyc té.

3.2 So @6 khoi tong quat ciia hé thong:

Process A:
Flow creation
& updates

Process B:
Flow activity &
inactivity monitor

Input Flow Table Output

Packets Active Flows

Hinh 3.1 Téng quan ciia hé thong

UART
MicroBlaze =3 System Signal/Data bus

= =

Packet

RX Queus [0:3] > Input Arbiter ——— Pai%keft. ., —> Create or Update
Axi4-Stream assificatio
w Hashlng
: o
Timestamp 2 ewo“j“’
BRAM
Export Export Expired "
Record D — é:::i?:;) < Port B
Hinh 3.2 So do khoi chi tiét cac khoi chirc nang cua hé thong
31
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Giai thich ludng hoat dong cia so' do:

So db khéi chirc ning cuia NF-BRAM gdm c6 6 khédi Packet parser, Hashing Module,
Create/ Update Flows, Flow Table (BRAM), Timeout Conditons Monitor, Export
Module.

- Goi tin s& duge ddy vao trong cac port tai 4 module Rx Queus twong tng véi 4 Port
dau vao cta IP Core, ludng dir liéu vao véi 32bit data duoc luu vao Fifo bén trong Rx
Queus.

- Module Input Arbiter c6 4 dau vao s& nhan data v&i 64-bit dugc 14y ra tir Fifo cia
tuong ung voi 4 module Rx Queues. Tai module Input Arbiter cac goi tin sé dugc luu
vao fifo va dugc 13y ra theo co ché Round Robin ra theo 1 port va dugc day sang module
Packet Classification dé xu 1y.

- Tai module Packet Classification cac goi tin dugc nhan theo 64-bit data sé duoc dua
vao dé phan tich va trich xuat ra cic trudng thong tin can thiét nhu: IP nguén, IP dich,
Port Nguén, Port dich, Protocol (dugc goi 1a 5 tuple) va cac thong tin cua goi tin nhu
timestamp, bytes counter va packets counter.

- Khi trich xuat dugc 5 tuple va cac info packet thi s& dugc dua dén module
Create/Update, tai module Hashing s& tién hanh hash 5 tuple méi nhan dugc thanh 12-
bit dia chi lam dia chi cua dir li¢u (5 tuple & info packet) & bo luu trit BRAM. Dir li¢u
khi dua xubng day no s& dugc tao mdi hoic update trong BRAM. Tai day khi phat hién
g61 tin TCP ¢6 chtra co FIN hay RST thi s€ phat thong bdo kéem dia chi cia goi tin do
dén module Export Expired dé export.

- BRAM: B nhé luu trit 5 tupe & thong tin ctia goi tin theo to chitc bd nhd.

- Module Export Expired, module nay sé& thuc hién chtc ning export cac ludng dit lidu
bén trong BRAM da hét han, dugc tinh bdi thot gian tirpeout (Active timeout & InActive
timout) va goi tin chira flags TCP (FIN, RST). Cac luong dir liéu dugc export ra s€ luu
vao cac thanh ghi tai module Export Record dé cho xtr 1y.

- Module Export Record: Module nay chita cac thanh ghi s& luu trit cac ludng dir lidu

d6 va s& duge doc ra theo Bus Axi4-Lite bdi MicroBlaze va hién thi 1én Monitor cta
ngudi gidm sat mang theo duong UART.

3.3 Mo ta thiét ké cac khdi chirc ning trong hé thong Core NetFlow V5
3.3.1 Module Rx Queues
3.3.1.1 M6 ta chirc nang ciia module

Module Rx Queues gdm c6 4 module twong tng 13 hang doi nhan cac dit liéu dau
vao tai 4 Port. Vi 32-bit data dau vao luu trit tai FIFO Rx queues va ldy ra 64 bit data
tai output FIFO.

So dé trang thdi Write/Read FIFO:
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s_rx_axis_tvalid & Imx_fifo_almost_full s_rx_axis_tvalid & Irx_fifo_empty

s_rx_axis_tvalid

WRITE PACKET :

s_rx_axis_tlast STATE

s_rx_axis_twvalid

s_rx_axis_tlast

Hinh 3.3 Trang thai qua trinh doc/ghi FiFO tai module Rx Queues

3.3.1.2 Cac tin hiéu vao ra cia module

Bang 3.1 Cac tin hiéu vao ra cua module Rx Queues

Tin hiéu P rong (bit)  Input/Output M0 ta chirc ning
S rx_axis_tdata 32 Input Giao dién AXI Stream
S _rx_axis_tkeep 4 Input nhén goi tin tor RX tr Tri-
s rx axis tlast 1 Input Emac [1]
s _rx_axis_tvalid 1 Input
S rx_axis_tready 1 Output
m_tx_axis_tready 1 Input Giao dién AXI Stream
m_tx_axis_tdata 32 Output Interface gui goi tin tir
m_tx_axis_tkeep 4 Output RX dén Tri-Emac [1]
m_tx_axis_tlast 1 Output
m_tx_axis_tvalid 1 Output
axis_aclk 1 Input
reset 1 Input Reset hé thong
clk 1 Input Clock hé thong
Out_data 64 Output Dit liéu dau ra

3.3.1.3Module Input Arbiter
M0 ta chirc nang cia module

Module Input Arbiter s& nhan géi ldy tir 1 trong 4 output data cia 4 module Rx
Queues va luu trir vao tai Fifo chira bén trong module. Sau d6 s€ theo co ché Round
Robin lay ra theo thir tu Port input vao dé dua dir li€u sang khoi tiép theo dé xur ly.

* Thuat toan chon goi tin cua Input Arbiter:

Forifrom1lto8
begin
If (FIFO no. i is not empty)
Read 1 packet at FIFO no. i
i=i+1;
end
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lempty[cur_queue] && out_dry

! (lempty[cur_queue] && out_dry)

WRITE PACKET
STATE

! (out_rdy & (fifo_out_ctrl_sel! = 0)
&(fifo_out_ctrl_prev = 0))

out_dry & (fifo_out_ctrl_sel !=0) & (fifo_out_ctrl_prev = 0)

Hinh 3.4 May trang thdi cia ciia module Input Arrbiter

3.3.1.4 Kién triic ciia module Input Arbiter

input_arbiter

input_arbiter

Hinh 3.5 Interface ciia module Input Arbiter
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*MOo ta cac tin hiéu:

Bang 3.2 Cac tin hiéu vao ra cua module Input Arbiter

Tin hiéu Input/Output D§ rong (bit) M6 ta chirc ning

out data Output 64 Dit liéu dau ra

in_data_i* Input 64 Dt li€u cua goi tin vao tur 1
trong 4 port tr module Rx
queues

in_wr_i* Input 1 (*)0<=i<=3

in_rdy _i* Output 1 Bao hiéu module packet
classification san sang nhan
goi

reset Input 1 Reset hé thong

clk Input 1 Clock hé théng

3.3.2 Module Packet Classification
3.3.2.1M6 ta chirc ning

Module Packet Classification s€ nhén goi tin tur output cia module Input Arbiter
sau d6 tién hanh trich xuat cic trudng thong tin tai header cua géi tin gdm 5 tuple (IP
ngudn, IP dich, Port Ngudn, Port Pich, Protocol) va cac thong tin goi tin nhu: timestamp,
bytes counter, packets counter.

pkt_classification

S_AXIS_TDATA(63:0) five_tuple(103:0)
S_AXIS_TSTRB(7:0)

num_processed_pkis(31:0)
timestamp_counter(31:0)

pkt_info(55:0)
ARESETN
S_AXIS_TREADY
S_AXIS_TLAST

S_AXIS_TVALID ple_and_info_valid

pkt_classification

Hinh 3.6 Kién triic ciia module packet classification
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MG ta cac tin hiéu

Bang 3.3 Cac tin hiéu trong module packet classification

Tin hiéu Input/Output P9 rong (bit) M@ ta chirc niing
S_AXIS _TDATA Input 64 Dit liéu dau vao
TIMESTAM_COUNTER Input 32 Thoi gian thyc
ACLK Input 1 Clock hé théng
ARESETN Input 1 Reset hé thong

Thong bao phan con
S _AXIS TLAST Input 1 lai cua goi tin.

Thong bao hop 1€
AXIS TVALID Input 1 cua goi tin dua vao

Luu trir dir li€u cua 5
Five tuple Output 104 tuple

Béo hi€u c6 gobi tin
Num_process_pkts Output 32 dang xu 1y [1]

Luu trir dir liéu cac
Pkt info Output 56 thong tin cua goi tin

B4o hiéu sin sang

nhén goi tin phia
S_AXIS TREADY Output 1 Slave

Thong bao rang 5

tuple & théng tin goi

Output 1 da trich xuat xong.

3.3.2.2M0 ta FSM cua module
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Hinh 3.7 Finite State Machine ciia module packet classification
M6 td luong dir liéu theo FSM ciia module Classification:

- Khi tin hi€éu Reset = 1 va ¢c6 TVALID béo hi¢u c6 goi tin di vao, tai trang thai RCV
n6 sé kiém tra xem goi tin di vao hoat dong theo giao thirc internet phién ban 4
(IPv4) va c6 tag Vlan hay khong tag Vlan

- Nhirng géi tin nam ngoai TCP, UDP, IPv4 s& khong xir 1y va bi loai bo.

- Con lai cac géi tin hop 1¢ s& duge module nay xir 1y, trich xuat cac truong thong tin
gdm 5 tuple (Port Ngudn, Port Pich, IP ngudn, IP dich, Protocol) va cac thong tin
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clia goi: timestamp, bytes counter, packets counter theo cac trang thai tiép theo trong
FSM.
- Sau khi trich xuét xong thi dit liéu s& dugc giri dén module tiép theo dé xir 1y.

3.3.3 Module Create or Update
3.3.3.1 Mo ta chirc nang

Trong module Create or Update s& chira mot module Hashing, module hashing c6
chirc ning tao mdt dia chi 12 bits. V&i mdi goi tin di vao trong IP core s& c6 mot “ Five
Tuple ” ( gdm IP Source, IP Destination, Port Source, Port Destination, Protocol ).
Module Hashing stt dung mot ham bam dé tao ra mot dja chi 12 bits tir 104 bits cua
five tuple . Dia chi nay 1a dia chi cua flow bén trong BRAM.

Module Create or Update, s€ dya vao dia chi dugc tao ra tir module hashing dé kiém tra
flow chira trong Bram tai dja chi d6 c6 ton tai hay khong dé Update hay Create vao
Bram tai dia chi d6. Néu phat hién géi tin chira c& FIN hay RST thi module nay s& giri
thong bao kém dia chi sang module Export Expired dé tiép tuc xir 1y.
3.3.3.2 Kién triic ciia module Create or Update
- Module Hashing:
Khéi nay nhan duoc 5 tuple tir khdi Packet Classification , sau d6 st dung
hashing function dé bam 5 tuple( 104 bits width) 14y hash code 14bits(co
thé cau hinh khac). Hashing nam trong khéi create/update module dé phuc
vu cho viéc truy cap vao cac flow trong BRAM bang dia chi hashcode nay.

hash_function
4 A

hash_input(103:0) hash_output(11:0)

A y
hash_function

Hinh 3.8 Kién triic ciia module Hashing
MO ta tin hiéu:

Bang 3.4 Tin hiéu vao ra cuza module Hashing

Tin hiéu Input/Output DY rong (bit) Mo ta chirc ning
Dit li¢u dau vao 1a
Hash_input Input 104 104-bit cua 5 tuple
Dia chi sau khi hash
Hash output Output 12 tur 104-bit dir li€u
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Module Create or Update: Tao/cap nhat dir liéu (goi tin) vao BRAM.

create_or _update flows

doa(240:0) collision_counter(31:0)
frame_five_tuple(103:0) dia(240:0)
pkt_info(55:0) export_this(11:0)
hash_code_out(11:0)
ARESETN
flow_exported_ok export_now

tuple_and_info_valid wea

create or update flows

Hinh 3.9 Kién triic ciia module Create or Update
MG ta cac tin hiéu:

Bang 3.5 Cac tin hiéu vao ra cua module Create or Update

Tin hiéu Input/Output DY rong (bit) Mo ta chirc ning
Tin hiéu rong 241-bit
dé chura dir liéu 1a 1
flow entry khi ly ra

doa Input 241 tt BRAM

Luu trit dir liéu 1a 5
Frame five tuple Input 104 tuple

Luu dir li¢u thong tin
Pkt_info Input 56 goi tin
ACLK Input 1 Clock hé thong
ARESETN Input 1 Reset hé thong

Tin higu tra vé tir
module Export

Flow export_ok Input 1 Expired

Thong bao 5 tuple va
théng tin gai tin la
Tuple and_info_valid Input 1 hop 1¢
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Bo6 dém sd luong cac
Collision_counter Output 32 g0i tin bi xung dot
Dia Output 241 Dir liéu dau vao
Export_this Output 12 Luu dia chi hashcode
Cho phép truy cap
Ena Output 1 Cong A cia BRAM
Tin hi¢u truyén dén
module Export
Expired bao hiéu can
Export_now Output 1 export flow
Cho phép Read/write
Wea Output 1 vao Port A.
3.3.3.3M06 ta FSM ctia module Create or Update
collision_counter_int=0
expori_now =0
ena=0,wea=0
ARESETN =0 / H‘\\
| RESET |
T tuple_and_info_valid = 1
T
\-/ / g --\\
READ_STATE
fin_rst_flags =1 ‘ reg_doa = doa
export_now =1
export_this = hashcode
fin_rst_flags =1
exp;;ptor:-its :D:;;h‘lccde / _\ /”'_ _"\‘
/""_ _"‘\l' ‘ o \COLLISION)  ReaisTER \.I'I
{ CgEa]\;E \ | Ve \ \_/ | STATE |
\\"/' |f UPDATE |
FLOW |
v frame_five_tuple |= flow_Stuple
busy_flags = 1
bugy_flags =0 frame_five_tuple == flow_5tuple .
busy_flags=1
LOOKUP
STATE

flow_byte_counter <= reg_doa[32-1: 0] + frame_ip_total_length;
flow_pkt counter <= reg_doa[64-1:32] + 1;
flow_initial_timestamp <= reg_doa[128-1 : 96];

flow_tcp_flags <= reg_doa[136-1 : 128] | frame_tcp_flags;
flow_5_tuple <= reg_doa[240-1 : 136];

Hinh 3.10 May trang thdo ciia module Create or Update
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Export now

Export this [11:0] »| EXPORT EXPIRED

N

IP SOURCE[31:0], IP DEST[31:0], PORT SOURCE[15:0], DEST PORT[15:0], PROTOCOL[7:0]

CREATE OR
UPDATE MODULE

HASHCODE , DATA

[
BYTE COUNTER[31:0], PACKETS COUTER[31:0], LASTTIME([31:0], INITIALTIME[31:0]
L

five tuple & info packet / L /

Hinh 3.11 So dé luéng dir liéu ciia module Create Update

\ Packet Classification

MG ta luéng dir liéu FSM ciia module Create or Update:

- Khi céc 5 tuple (Port Nguon, Port dich, IP ngudn, IP dich, protocol) va céac info packet
d3 phan tich xong sau tai module Classification thi module nay s& tién hanh luu cac dir
lidu d6 vao bién tam tai State READ STATE, sau d6 dung hashcode dé truy cap vao
BRAM dé kiém tra ludng dang ton tai flow hay khong tai State: FLOW LOOKUP, néu
chua ton tai Flow thi busy flags = 0 s¢& chuyén sang State Create. Nguoc lai néu da ton
tai c6 busy flags = 1 s& tiép tuc kiém tra 5 tuple tai flow da chira trong Bram vai 5 tuple
clia goi tin méi luu & module Create or Update; Néu gidng nhau s& chuyén dén trang
thai Update; Néu khac s& chuyén dén trang thai Collisison.

- Tai State Create: Tai dia chi hashing thi n6 s& tao moi 1 flow méi bao gd6m 240 bit (
Stuple va pkt info; dong thoi s€ kiém tra xem goi tin TCP ¢6 chira co FIN hay RST hay
khong, néu c6 thi n6 s& phat thong bao va gui hashcode cua goi tin méi dén module
Export Expired dé xur ly.

- Tai State Update: Tai dia chi hashing thi n6 s€ update cac thong tin: lasttimestamp,
TCP flags, bytes counter, packets counter; dong thoi né ciing kiém tra xem goi tin c6
chira FIN hay RST hay khong, néu c6 s€ phat tin hi¢u va dia chi tuong tu nhu tai State
Create.

- Tai State Collission: Ludng dit liéu méi s& dugc xir 1y va khong dugc Update hay
Create.

- Sau khi thyc hién cac qua trinh thi trang théi s& tré' vé ban dau dé xu 1y goi tin tiép
theo.

3.3.4BSRAM

3.3.4.1M6 ta chirc niang:

- La bo nh¢ cache dung dé luu trir cac flow, gdm c6 2 cong A & B hd trg cac hoat
dong doc, ghi dong thoi & hoat dong doc 1ap véi nhau.
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- Khéi nay thyc hién 2 qua trinh song song va ddc lap nhau d6 1a tiép nhan, ghi flow
vao flow table thong qua port A va doc flow tir flow table thong qua port B.

* Thong sb:

Do rong dia chi bit (Width): 241-bit dé luu trit data gém flags status, 5 tuple, packet
info.

T chirc bo nhé véi address 12-bit, c6 thé luu trir duoc 22 flow entry.

address (x)
E’ TCP Flow's Flow's Flow's Flow’s
> Flow's 5-tuple flags .jnit]'a] . last packet byte
— a timestamp | timestamp | counter | counter
I'b 104-hits b 32-bits 32-hits 32-bits 32-hits
Flow status 5-Tuple Packet information

Hinh 3.12 76 chitc bé nhé trong BRAM

Module Create or Update s€ tao moi hay update flow vao trong BSram, voi t6 chtrc bo
nhd, Width 241-bit bao gom: busy flags (bit trang thai ctia flow), 5 tuple & packet info.
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3.3.4.2 Kién triic BRAM

addra(11:0) doa(240:0)

addrb(11:0)

dib(240:0)

dob(240:0)

flow_ table

Hinh 3.13 Kién triic cia BRAM
MO ta tin hiéu:

Bdng 3.6 Cac tin hiéu vao ra cua module Bram

 Input/Output  Width (bit) Decription
Addra Input 12 Ghi dia chi theo cong A
Addrb Input 12 Ghi dia chi theo cong B
Dia Input 241
Dib Input 241 Ghi dir liéu vao cong B
Clk Input 1 Clock hé thong
Ena input 1 Cho phép truy cap cong
A (mtrc cao)
Cho phép truy cap cong B
Enb Input 1 (muc cao)
Wea Input 1 Read/Write cong A
Web Input Read/Write cong B
Xuét dit ligu tir dia chi
Doa Output 241 cong A
Xuét dit ligu tir dia chi
Dob Output 241 cong B

Sinh vién thyc hién : Nguyép Duy Ha Son — Bang Sy Phi Hung
Nguoi hudng dan : TS. Tran Hoang Vi

43



Nehién ciru, thiét ké IP Core NetFlow V5 trén nén tang FPGA dé phan tich va gidm sdt mang

3.3.5 Module Export Expired
3.3.5.1M0 ta:
Kiém tra thoi gian hét han ctia Flow duoc luu tai timg dia chi luu trong BRAM.
B@ing cach, doc ra 1an luot cac Flow tai tung dia chi trong BRAM dé kiém tra. Néu
Flow tai dia chi dang xét hét han thi Module Export Expired s& x6a Flow d6 khoi
BRAM, Export dén FIFO (x06a trang thai c& Busy va viét cac bit 0 vao Flow ¢ dia chi
nay). Néu Flow tai dia chi dang xét chwa hét han thi tiép tuc kiém tra dia chi tiép theo.
Diéu kién hét han cua 1 flow entry nam trong BRAM:
Current Time — Last TimeStamp > Inactive TimeOut (mac dinh 15s).
Current Time — Initial TimeStamp> Active TimeOut (méc dinh 30ph).

3.3.5.2 Kién triic module Export Expired

export_expired_flows _from_mem

ACTIVE_TIMEQUT(31:0) addrb(11:0)
dob(240:0) dib(240:0)
export_this(11:0) fifo_in_exp(239:0)

INACTIVE_TIMEOUT(31:0)

timestamp_counter(31:0)

ARESETN flow_exported_ok

export_now

export_expired_flows _from_mem

Hinh 3.14 Kién triic ciia Export Expired

MO ta cac tin hiéu:

Bang 3.7 Cac tin hi¢u vao ra cua module Export Expired

Tin hiéu | Input/Output D9 rong (bit) M ta chirc ning
Ghi gid tri thoi gian
active dé phuc vu cho

ACTIVE TIME OUT Input 32 tinh toan flow expired
Ghi di liéu tr
Dob Input 241 BSRAM (flow)
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Ghi dia chi cua flow
chtra co Fin/rst tir

Export_this Input 12 module Create/Update

Ghi gid tr1 thot gian
inactive dé phuc vu
cho tinh toan flow

INACTIVE_TIMEOUT Input 32 expired
CLK Input 1 Clock hé théng
ARESETN Input 1 Reset hé thong

Tin hiéu thong bao co6
g61 tin chtra co Fin/rst
can rexport tor module

Export_now Input 1 Create Update
Tin hiu thong bao
Fifo full exp Input 1 fifo day
Addrb Output 32 Ghi dia chi tai cong B
th dir liéu vao ra tai
dib Output 241 cong B
Ghi dir liéu duoc
export ra khi flow
Flow in_exp Output 240 expired
Tin hiu cho phep truy
Enb Output 1 cap cong B (murc cao)
Fifo_exp_rst Qutput 1 Tin hiéu rst fifo
Fifo w _exp en Output 1 Cho phép ghi vao fifo

Tin hiéu dua vé
module Create/Update
bao hi¢u da export goi

Export_exported ok Output 1 chtra co Flash xong.
Read/Write cong B (0
Web Output 1 | 1)
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3.3.5.3 M6 ta FSM cia module Create or Update

addr<==10
liner_counter <=0
fifo_exp rst<=1 enb <=1
export_immediately
- <=0
N
i A
L RESET JI
\\_ _/ ARESETN =1 —_—
- — \~.
£ \'\ READ STATE |
{ IDLE | /

fifo_full_exp == / x\\

i

EXPORT TCP '|
o | fifo_full_exp==0 FLAG ON FIF
-
AN
[ EXPORT ——
I'.Inn::#:g‘ on) -’/EKPDR':\‘- export_immediately ==1 _——]

-LAcrnN ON |

L. / REGISTEI'\'\ \
v Busy flags =0 l.. STATE |

timestamp_counter - last_timestamp) timestamp_counter
= in_active_lime_out - Initial_timestamp)
=active_time_out CHECK
Busyfags=1 | GONDITION -y
o STATE immediately ==
Buky flags =

Hinh 3.15 Mady trang thdi cua module Export Expired

M6 ta luong div liéu:

export ok

Data out
Data out

CREATE OR

UPDATE MODULE | HASHCODE, DATA hashcode ~ | EXPORT EXPIRED

checl conllision

Hinh 3.16 So dé khoi mé td luong dir liéu ciia module Export Expired

- Khéi Export Expired (Timestamp counter moniter) giam sat diéu kién thoi gian
dé giai quyét flow table sir dung bd dém danh dau thoi gian va xac dinh flow
expired bi loai khoi flow table bang cach sir dung bo dém tuyén tinh vao ting
dia chi ciia mdi entry trong flow table tir 0,1...n dé kiém tra busy flag.
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+ Néu busy flag = 0 (khong c6 flow) thi s& bo qua va kiém tra dja chi tiép theo
+ Néu busy flag = 1(c6 flow) thi s& kiém tra 2 hoat dong song song sau:
e Kiém tra thoi gian trdi qua ké tir khi last packet dén (current time
counter — flow’s last timestamp) > 15s (inactive timeout)
e Kiém tra thoi gian troi qua ké tir khi flow record dugc tao (current
time counter — flow’s intital timestamp) >30 phut (active flow) , diéu
kién nay dé tranh tran bo dém .
= Néu mot trong 2 diéu kién nay thoa thi s& export flow dén Export
Module va loai khéi flow table.
Trong luc b dém tuyén tinh dang kiém tra néu c6 tin hiéu tir khdi create/update
flow thong bédo TCP new packet c6 RST flag hoic Fin flag yéu cau export flow
nay. Lac nay hé théng van hoan thanh xong viéc kiém tra sau d6 sé& thuc hién
yéu cau tir khéi create /update flow (t6i uvu hon) hodc s& di thuc hién yéu cu
ngay lap tuec.
= Céc diéu kién trén chinh 1a diéu kién dé 1flow bi export
(active/inactive va Fin flag, RST flag)
Céc cach dé xoa flow trong flow table:
+ Pén flow entry d6 cho busy flag vé muc 0, cach nay khong toi wu boi vi sé
Xay ra cac su ¢d nham bit, nham dia chi.

N
A

+ Xoa dia chi cua flow entry vé “00..00”
Khoi Export Module s€ nhan cac flow bi loai khoi flow table va export chung
ra khoi flow cache core.

3.3.6 Thong ké FIFOs
3.3.6.1Kich thwdc cua FIFO

Bang 3.8 Thong ké FIFOs si dung trong IP Core

Module Tén FIFO Width (bit) Depth (bit)
Input: 32
RXx_queue gmac_rx_fifo 2K
Output: 64
Input_arbiter in_arb_fifo 64 16
Input: 72
FIFO_SYNC_MACRO Output: 72 36K

Mo ta churc nang:

- gmac_rx_fifo: nhan dir liéu la cac gbi tin dau vao theo 32bit Input va lay ra 64 bit cung
cap cho module ti€p theo xur 1y.

-in_arb_fifo : nhan va luu trir dit liéu tir module Rx_queues diy sang véi 4 port, no sé
luu va day ra theo co ché robin.

Sinh vién thuc hién
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- FIFO_SYNC_MACRO: bao gom ¢6 4 FIFO, méi fifo voi dau vao va dau ra gdm 72
bit, fifo s€ luu trir cac flow bi export ra ngoai BRAM tir module Export Expired dé ngudi
dung xur ly sau nay.

3.3.3: So d6 tong hop hé théng sir dung phan mém ISE 14.7

Hinh 3.17 Kién triic toan bg IP Core NetFlow V5 trén phan mém ISE
3.4: M6 phong bang ISIM st dung phan mém ISE 14.7

Phén tich Testbench ddi véi goi tin c6 chira VLAN va khong chira VLAN &
khdi Packet Classification:

Khi géi tin dugc dua vao module phéan tich goi dé tién hanh phan tich lay ra 5-
tuple va cac info packet. O 12-byte dau ciia goi tin, né sé chtra dia chi MAC dich va
MAC ngudn, 4-byte tiép theo dé xac dinh dugc géi tin nay cé chira VLAN hay khong.

O 2-byte dau trong 4-byte tiép theo sau dia chi MAC, kiém tra rang géi tin ¢6 chtra
VLAN hay khong

o Néu 2byte dau c6 gia tri:
= 0x8100, cho biét goi tin dua vao chira VLAN single tag.
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= 0x88a8, cho biét goi tin dura vao chira VLAN douple tag.
= 0x0800, cho biét goi tin dua vao khong chira VLAN.
o 2-byte con lai chira VID.
-  Trwong hop géi tin khong chira VLAN:

S
Lo ]

Hinh 3.18 Testbench no VLAN 1

O trang thai dau: 0000 (idle), 00100 (rcvi):

Khi c6 tin hiéu cua clk va reset = 1, tin hiéu S_ AXIS TVALID = 1 bdo rang c6
g61 tin hop 1€ dua vao.

Goi tin bat dau dua vao: O 6byte dau chira MAC dest: 112233445566, 6byte tiép
thep chira MAC source: 010203040506 va 2-byte tiép theo: “0800” va 4bit c6 gia trj “4”
cho biét goi tin dua vao 1a IPv4 va khong chita VLAN.

Sau khi kiém tra goi tin khong chita VLAN, chuyén sang cac trang thai tiép theo
dé thuc hién phan tich va léy ra S-tuple gém: Source IP, Dest IP, Port Source, Port Dest,
protocol va packet info goém: tcp flags, initial timestamp, last timestamp,
packet_counter va byte counter. (Trong d6 initial_timestamp dugc 13y tir luc goi tin dugc
dua vao).

O trang thdi 00101 (rvcl _ipv4_no vian0):

Hinh 3.19 Testbench no VLAN 2

Tién hanh phan tich 14y: protocol[7:0] = 6 (giao thirc TCP) hoic protocol[7:0] =1
(giao thae UDP) IP_total_length = 178 (0x00b2).
Chuyén sang trang thdai: 00110(rcvl _ipv4_no vlanl):
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W Classification

1 ack

1y AReseTH

» Mg frame timestamp(31:0]

MR frame_ip_totallengthl15:0l | [l
M= protocallzal

b B pkt_infol55:0]

8 src_ipi31:0]
AR destipB1:00

Hinh 3.20 Testbench no VLAN 3

Tién hanh phan tich va lay: Source IP: Src_ip[31:0] =0xc0a80502 va Y Dest IP:

Dest_ip[31:0] = Oxc0a8.
theo. 00111 (rcvl tiv4 no vlan2): ...

Chu én sang trang thdi tié

Hinh 3. 21 Testbench no VLAN 4

032080206001 6001911

Tién hanh lay: % Dest IP con lai: dé c6 Dest IP: dest ip [31:0] = 0xc0a80205,
Source Port: src_port[15:0] = 0x0016 va Dest Port: dest_Port[15:0] = 0x0019.

Chuyén sang trang thdi tiép theo: 01000 (revl ipv4d no vian3):
hmﬂ i .i.

1 ARESETN

L ST o

Hinh 3.22 Testbench no VLAN 5

O trang thai ndy, kiém tra xem goi tin c¢6 chira TCP flags (FIN/RST). Néu khong
chira TCP flags thi set fram_tcp_flags =0

Sau qua trinh phan tich géi tin trén, ta liy ra 5-tuple + packet info va chuyén sang
module create/Update.
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W Classification
1§ aak
1 AresETN
I D

(AR protocoll7:0]

(R dest_ip[31:0]

(YR sre_portlis:]

(AR dest_port[15:0]

(R R five_tuple[103:0]

» W processed_packets(31:0] =_=_ __=_=_=_

Hinh 3.23 Dong ggiﬁve tuple va cdc théng tin

- Trwong hgp goi tin chira VLAN tag:

W Cia: tion
1 Ak
1 AreseTn
vali 0

S (oW ol S STt
[ | 0

aabbecddee££0ath
il

Khi c6 tin hiéu cua clk va reset = 1, tin hiéu S_AXIS_TVALID = 1 bdo rang c6
go6i tin hop 1& dwa vao. Goéi tin bat dau dua vao: 6 byte dadu chita MAC dest:
aabbceddeeff, 6 byte tiép thep chira MAC source: 0x0a0b0c0d0e0f va 2 byte tiép theo:
“8100” cho biét goi tin chita VLAN tag.

Sau khi kiém tra géi tin chita VLAN tag, chuyén sang céc trang théi tiép theo dé
thyc hién phan tich va léy ra 5-tuple gém: Source IP, Dest IP, Port Source, Port Dest,
protocol va packet info gom: tcp flags, initial_timestamp, last_timestamp,
packet_counter va byte counter.(Trong d6 initial timestamp duoc 1y tir luc goi tin duoc
dua vao).

O trang thdi 01001 (rvcl _ipvd_vianl 0):

ification

1 ack

1 aresern

1
1
1
o
1
o
01001

o110 doc
0c0d0e0£21001001

e Mg frame_timestam

b P timestamp_counter(31:0

Hinh 3.25 Testbench VlanTag 2

l:ién hanh phan tich liy: Frame ip total length = 0x0032.
Chuyén sang trang thai: 01010(rcvl _ipv4 vianl 1):
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Hinh 3.26 Testbench VlanTag 3

Tién hanh phén tich va lay: Protocol[7:0]: 06 (giao thirc TCP) va ' Source IP:
Src_ip[31:0] = Oxc0a8.

Chu en sang trang thdi tiép theo: 01011 (revl tiv4 vianl 2): I

Hinh 3.27 Testbench VlanTag 4

Tién hanh l4y: dest ip [31:0] = c0a80205, Source IP: Src_ip[31:0] =0xc0a80502
va Source Port: src_port[15:0] = 0x0016.
Chuyén sang trang thai tiép

_7 theo: 01100 (rcvl tiv4 vlanl 3):
‘. Et‘m “...I
1§ aresern

Hinh 3.28 Testbench VlanTag 5

Tién hanh lay Dest Port: dest_port[15:0]: 0x0019.
Chuyen sang trang thdi ttep theo: 01101 (rcvl_ipv4 vianl 4):

O trang thai nay, kiém tra xem goi tin c¢6 chira TCP flags (FIN/RST). Néu khong
chtra TCP flags thi set fram_tcp_flags = 0. Sau qu4 trinh phan tich goi tin trén, ta 13y ra
5-tuple va packet info va chuyén sang module create/Update.

- Trwong hop goi tin chira doubletag VL AN:

W Classification

1 acik

Uy ARESETN

(R 5_AXIS_TDATA revis3:0] c0d0e0

Hinh 3.29 Testbench Douple Tag Vlan
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Khi ¢6 tin hiéu cua clk va reset = 1, tin hiéu S_ AXIS TVALID = 1 bdo ring c6
go6i tin hop 16 dua vao. Goi tin bat ddu dua vao: 6-byte dau chita MAC dest:
aabbccddeeff, 6-byte tiép thep chira MAC source: 0x0a0b0c0d0e0f va 2 byte tiép theo:
“0x88a8”: goi tin chira VLAN doubletag.

Sau khi kiém tra goi tin chira VLAN doubletag, chuyén sang cac trang thai tiép
theo dé thuc hién phan tich va 1y ra 5-tuple gdbm: Source IP, Dest IP, Port Source, Port
Dest va protocol + packet info gdm: tcp flags, initial timestamp, last_timestamp,
packet_counter va byte counter (Trong d¢ initial timestamp duoc 14y tir lac géi tin dugc
dua vao). Sau qua trinh phén tich goi tin trén, ta 14y ra 5-tuple va packet info va chuyén
sang module create/Update.

Phan tich testbench create/update.

Ban déu, cac frame packet s& dugc dua vao module classification packet dé phan
tich va iy ra 5-tuple, info-packet. Sau khi phén tich dé 1iy ra, 5-tuple ciing cac info
packet dua vao modul creat/update dé tién hanh qua trinh tao méi va cap nhat cac flow
trong BRAM.

Phan tich duoc 5 flow, mdi flow chta 5-tuple va info-packet. Tién hanh dua lan
luot cac flow vao dé phan tich create/update.

Trong qua trinh create/update flow, thi module ciing kiém tra xem packet dua vao
c6 chtra FIN flag/RST flag hay khong.

ia <= {1'bl,frame_five tuple_reg,
flow lags,

export_this
end
create_update_fsm <= 3'b000;//IDLE;

create_update_fsm <= 3'b000; IDLE;
end end

Hinh 3.30 Trang thai Creat va Update goi tin

Truwong hop: Module Create/update nhén goi tin khong chira FIN flag/ RST flag
trang thai DILE

Hinh 3.31 Testbench Create va Update 1

Khi ¢6 tin hiéu xung CLK va ARESET = “1°, cac flow lan lugt duoc dua vao:
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Thuc hién gan cac gia tri cta géi tin bao gdm 5-tuple va info-packet vao
frame chtra trong module Create/update flow: doa[240:0] : busy flag,
S5tuple, TCP flags, Timestamp(initialtime, lasttime), packet counter,
byte_countervao:frame_five_tuple_reg[103:0],frame_ip_total_length
[15:0], frame_timestamp [31:0] va frame_tcp_flags[7:0].
= Pé tién hanh qua trinh: create or update flow

o Khi module packet classification phén tich lay da 5-tuple va info packet
dua vao modul create/update: stuple and info valid = ‘I’ cho biét modul
vira nhan dugc 5-tuple ena = ‘1 tién hanh chd xung clk tiép theo s& dit
gia tri flow mai (doa[240:0]) 1én dataout ctia PortA trong Bram

v ‘ Create_Update
1&, aclk
1&] aresetn
-‘;3 tuple_and_info_valid

1% ena

1& create_update_fsm
B doal240:0]

Hinh 3.32 Testbench Create va Update 2

Va chuyén sang trang théi tiép theo: READ_STATE. ’
Trang thdi READ STATE sé tiép tuc chuyén sang trang thai tiép theo khi ena=0.
__Trang thai tiep theo: REGISTER STATE => ‘

Khi enable ha xuéng 0, tién hanh doc data flow nim trong Bram ra va luu memory's
output  (register doa): reg_doa <= doa va chuyén sang trang thai
FLOW_LOOKUP_STATE

O Trang thai FLOW _LOOKUP STATE:

Hinh 3.34 Testbench Create va Update 5

Tién hanh dit cac gia tri cua reg_doa[240:0] vao cac flow va gan gia tri ctia 5-tuple
cua goéi tin vao thanh ghi trong modul creat/update: flow 5 tuple := reg_doa(240-1
downto 136);
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when FLOW LOOKUP STATE =>|
flow_byte counter <= reg_doa(32-1 downto 0) + frame ip total_ length;
flow pkt counter <= reg_doa{ -1 downto Y +

flowZiniEial_timestamp <= reg_doa( -1 downto y:
flow_tcp_flags <= reg doa( -1 downto ) or frame tcp flags;
flow_5_tuple = reg_doa{ -1 downto )

Hinh 3.35 Trang thai Lookup flow

Sau d6 tién hanh kiém tra busy flags chira trong flow:
Diéu kién dé flow create or update:

3'b011:

flaw_byce_cauncer

reg_d:a[SE—; : 0] + frame_lp_tatal_lengch;
flow_pkt_counter

reg_doa[64

flow_initial timestamp reg_doa(l 96]:
flow_tcp_flags reg_doa[l136-1:128] || frame_tcp_flags;
flow_5_tuple = reg_doa[240-1 : 13€]; 1=
if (reg_doa[ MEM ENTRY STATUS_INDEX] == l1l'bl) f/if it's 'l', then it has a flow on it
if (flow_S5_tuple != frame five tuple reg ) //check if no c ion is r=sent
| create_update_fsm <= 3'bll0 :;//COLLISION_PRESENT:
else
create_update_fsm <= 3'bl0l ;//UPDATE_FLOW; // frame S5-tuple matched flow-entry S5-tuple
else //Ho flow on memory
create_update_fsm <= 3'bl00 ;//CREATE FLOW;
protocol <= frame five_ tuple_reg[8-1
fin_rst_flags <= frame_tcp_flags([0] || frame_tcp_flags[2]:

Hinh 3.36 Piéu kién update hay create

Khi Busy flag = 1: (reg_doa[240] == 1'b1) Module create/update ldy 5-tuple ciia
gOi tin moi nhan so sanh voi 5- tuple trong goi tin chira trong Bram dya vao hash_code.
o Néu gidng nhau: Tién hanh update flow.
o Neéu khac : Xay ra xung dot.
Khi Busy flag = 0 : Tién hanh create cac flow vao trong BRAM.

[ ena

Ly wea

» "¢ doal240:0] ‘ 234d3bdcbacll05141€00151100000000dd00001€3d000000;

1l export_now 0
» B export_this[11:0) UUU

Busy flag =1

Hinh 3.37 Testbench create va Update 6

g wea

» "/ hash_codel11:0] €ac

¢ create_update_fsm create_flow

» "y doa[240:0] §00000000000000000000000000000000000000000000000000000000000 0(0000000000000000D000000000000000000000000000000000000000000
1§ export_now )

Busy flag=0

Hinh 3.38 Testbench create va Update 7

CREATE PROCESS: 5 flow dau tién khi dugc dua vao thi n6 s& tién hanh create
vao BRAM vi no 1a frame dau tién:
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Tién hanh kiém tra busy flags:

1y tuple_and_info_valid

» B pktinfols5:0l

Hinh 3.39 Testbench create va Update 7

Trude khi create, ta thiy tai hash _code out[11:0] = efd, doa[240:0]= 0. Khi chua
create/updtat gia tri byte counter, packet counter chua c6 gia tri. Busy flag c6 gia tri
‘0°, c6 nghia 1 tai dia chi efd d6 trong Bram chua ton tai flow, ta tién hanh create flow
vao Bram:

o Enable Bram(ena<= ‘1’) va Enable write in Bram(wea <= "'1') tién hanh
ghi vao Bram:

o Create cic gia tri ctia flow trong géi tin vao bram gom: busy flag, 5-
tuple, tcp flags, initial _timestamp, last_timestamp, packet counter, byte
counter (dia[240:1])

¥ W Create_Update
1 ack
.{% aresetn
'u tuple_and_info_valid

» B doalz4c:0]
[ R§ dial240:0]
» B reg_doal240:0]
[l 4 frame_packet_counter
[ 4 fram_byte_counter
B frame_timestampl[31:0)
» % frame_five_tuple_reg[103:0]
[ B frame_tcp_flagsi7:0l
» B frame_ip_total_length[15:0]

Packet_counter = 00000001

| | |
‘ ‘ |
i i N

efd

Hinh 3.41 Testbench create va Update 9

Trudce khi create, chua ¢6 goi tin nao ton tai nén cac gia tri s€ 1a U. Sau khi create
g6i tin dau tién vao thi byte counter = 178 (0x00b2) va packet_couter = 1.
Twong tu: 4 flow con lai sé duogc create vao BRAM.

Do6i voi goi tin tha 2: 12 gbi dau tién & addr: afc cho nén packet_couter =1 va
Byte _counter = 249 (0x00f9).
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¥ W Create_Update

1 ack
1y aresetn

| tuple_and_info_valid
m ena

m wea

l§ create_update_fsm

[ B nash_code_out11:0]
» B doal240:0]

(AR dial240:01

» W reg_doal240:01

[ 94 frame_packet_counter
[ 4 fram_byte_counter 2

Hinh 3.42 Testbench create va Update 10

Dbi voi goi tin thtr 3: 12 gbi dau tién & addr: 97d cho nén packet couter =1 va

Byte counter = 440 (0x001b8).
W_ﬁ—_ __-

[ create_update_fsm
[ R hash_code_out(11:0]
» B doal240:0] 000

- CEE—

» W reg_doal240:0]

[ 94 frame_packet_counter
[ 4 fram_byte_counter

Hinh 3.43 Testbench create va Update 11

Dbi voi goi tin thir 4: 14 goi dau tién & addr: 6ac cho nén packet couter =1 va
Byte counter = 440 (0x01b8).

¥ W Create_Update
Iy ack
Iy aresetn
B tuple_and_info_valid 0

I ena

B wea

W create_update_fsm

[ R nash_code_out11:0]

» B doal240:0]

>
)

» B reg_doal2

[ 4 frame_packet_
[ ¥4 fram_byte_counter
LY B frame_timestampl31:0]

Hinh 3.44 Testbench create va Update 12

Dbi voi goi tin thir 5: 14 gbi dau tién & addr: c05 cho nén packet couter =1 va
Byte counter = 440 (0x01b8).

¥ W Create_Update
1 ack
L[ aresetn
|2 tuple_and_info_valid 0
b ena
b wea

W create_update_fsm

[ R hash_code_out[11:0]

» Bd doal240:0)

- [

» W reg_doal240:0]

(S 94 frame_packet_counter
[3 24 fram_byte_counter

» B frame_timestamp(31:0]

Hinh 3.45 Testbench create va Upate 13

Sau khi két thiic frame paket gém 5 goi tin, né sé chay lai frame do, lac nay ta tién
hanh kiém tra va update.
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UPDATE PROCESS: Kiém tra busy flag =I:

¥ W Create Update

Hinh 3.46 Testbench create va Update 14

Néu bit busyflags ¢ gia tri ‘1°, ta tién hanh 13y 5-tuple ctia géi tin so sanh véi
5-tuple trong Bram. flow 5 tuple := reg doa(240-1 downto 136) va
frame five tuple[103:0].

Hinh 3.47 Testbench create va Update 15

Néu 5-tuple cta flow méi va 5-tuple trong Bram giéng nhau, tién hanh Update
flow vao trong Bram:

o Enable Bram(ena<= ‘1’) va Enable write in Bram(wea <="1) tién hanh
ghi vao Bram: dia <="'1' & frame_five_tuple_reg & flow_tcp_flags &
flow_initial_timestamp & frame_timestamp & flow_pkt_counter &
flow_byte counter;

Update cac gia tri pkt_info vao flow trong Bram bao gdém: initial timestamp,
packet counter, byte counter vao Bram (dia[240:0]).
Update goi tin 1:

¥ Wy Create_Update
4? aclk |
| aresetn ‘ i i
tuple_and_info_valid 0 ) ) N
o T Packet_couter va btye _counter truéc update | Packet_couter va btye _counter sau update
] b I

1§ wea »
?
s \

iy create_update_fsm idle 4 update_flow

[ B nhash_code_out[11:0] efd
» LK 1c0a80502c0a80205001€001811
g i

res 0 511 |

[ B flow_tep_flags(7:0]

Hinh 3.48 Testbench create va Update 16

Goi tin 1: Tai addr = efd. Khi méi create, packet _couter =1. Byte counter = 178
(0x00b2). Sau khi update : packet_counter =2. Byte_counter = 356 (0x0164).
Update goi tin 2:
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¥ Wy Create_Update
G acik

Iy aresetn

B tuple_and_info_valid

Iy ena
Iy wea
W create_update_fsm
»
001€001911
AR dial2a0:0] 17£4514027£3£0514001€001511 | 10,
[ B reg_doal240:0] 17£4514027£3£05140016001511
[ B flow_pkt_counter(31:0]
[l B flow_byte_counter{31:0]
[ B riow_initial_timestamp(31:0] |JEGLEGERY
[ 8 frame_tcp_flagsi7:ol 00
» B frame_timestamp[31:0] 269

Hinh 3.49 Testbench create v

m/
-
-
o
)
(¢}
-
~

Goi tin 2: Tai addr = afc. Khi m&i create, packet couter =1. Byte counter = 249
(0x00f9). Sau khi update : packet_counter =2. Byte counter = 498 (0x01f2).
Update goi tin 3:

w W Create_Update
Uy acik

s .
‘tuple_and_info_valid o Packet couter va btye counter truéc update N
e . Packet_couter ¥ btye _counter sau update
Ly ena
]
I I I

I create_update_fsm

[ 9 flow_byte_counter(31:0]
[ B riow_initial_timestamp(31:0] | [ERELLEEEEY
[ B tlow_tcp_flags(7:0] oo

Hinh 3.50 Testbench create va Update 17

Goi tin 3: Tai addr = 97d. Khi méi create, packet couter =1. Byte counter = 440
(0x01b8). Sau khi update: packet _counter =2. Byte counter = 880 (0x0370)
Update goi tin 4:

¥ Wy Create_Update
Ly acik
Ly aresetn
° Packet_couter va btye _counter sau update
1y ena
Y .

Ly wea
[ create_update_tsm

1675€453423121105141€001511] 1fDe
1 051416001511

[ B flow_initial_timestamp(31:0] | [EEEEREES

Hinh 3.51 Testbench create va Update 18

Goi tin 4: Tai addr = 6ac. Khi méi create, packet couter =1. Byte counter = 440
(0x01b8). Sau khi update: packet_counter =2. Byte _counter = 880 (0x0370).
Update goi tin 5:
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¥ W Create_Update

B tu

nd_info_vali 0
g ena
g wea

[ create_update_fsm idle

Hinh 3.52 Testbench create va Update 19

Goi tin 5: Tai addr = c05. Khi méi create, packet couter =1. Byte counter = 440
(0x01b8). Sau khi update: packet_counter =2. Byte counter = 880 (0x0370).Néu 5-
tuple cua flow méi va 5-tuple trong Bram khdc nhau, thi xday ra xung dot:
collision_counter_int <= collision_counter_int +1. Thi sé tang bién dém gid tri xung
dot 1én ++1, va chuyén sang trang thdi ban dau dé cho phdn tich géi tin tiép theo.
Trwong hgp: Module Create or update nhan mot packet co6 chira TCP Flags ( Fin

fla or RST flag
‘ e e e ey

T AreseTn
T ena
T wes
1
@ tuple_and info_valid

Hashing function trong Create or update module s¢ thuc hién Hasing
frame_five_tuple_reg thanh hash_code.

¥ ' Create_Update

T ena
T wea
1T
[ tuple_and_info_valid

B hash_codel11:0]

Hinh 3.54 Testbench create va Update 21

Sau d6, dung dia chi hash code nay dé truy cap vao Bramva read doa cua flow
O Vi tri do.
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VN it e e
[ T A N A A AN A
——h'-—ﬁi————
I *;E-;;

>
X 00

Hinh 3.52 Testbench create va Update 22

Module Create or update s& kiém tra Busy flag va so sanh flow_5_tuple cuaa flow
ter BRAM véi frame_five_tuple_reg cia goi tin véi nhan vao.
- Khi Busy flag = 0, goi tin mai nhan sé dugc Create vao address cua flow dang
xét trong Bram. Bong thoi, kiém tra protocol va fin_rst_flags caa géi tin moi
nhan vao.

O tai dja chi addra[11:0]: e6b: goi tin mai nhan s& duoc new create va cé chta
TCP flags ( Fin Flag).

1§y tuple_and_info_valid

» B hash_cod

I3 B addral1:

» B flow_5_tuplell
» Mg frame_tep_flagsl:0l
1 fin_rst_fiags

Hinh 3.55 Testbench create va Update 23

Sau khi géi tin da dugc tao mai trong Bram, module Create or update s€ set
signal Export_now [&n 1 va Export_this gia tri hash_code vi tri cia Flow vira wirte
(dia) géi tin c6 chua Fin flag vao Bram. N6 s& cho tin hiéu day 1én cua signal
Flow_export_ok khi module Export expired flow from memory nhan duoc théng
bao Export now va hash_code caa export this va set Export now vé trang thai thap.

W Create_Update

)
» B2 hash_code[11:0]
1 tuple_and_info_valid

» M4 add

Hinh 3.56 Testbench create va Update 24
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Module Export expired sau khi nhan dugc théng bao cua Create or update
module s& dung lai viéc kiém tra Flow expired sequential ma truy cap vao Flow mang
dia chi hash_code[11:0] : e6b va read flow nay qua dob tir Bram ra Export expired
flow from memory module.

» Mg linear_counter(11:01

Thoéng tin read tir dob cua port B (Bram) s€ dua vao registor reg_doa cua module
Export va sau d6 dugc Export. Khi Export expired module set signal enb va web 1én
muc cao, Bram s¢€ write dib[240:0] = 0 vao vi tri caa Flow méi dugc export, xoéa dir
lieu ca Flow thanh empty flow.

¥ W Export_Flow_Expried
nl

Hinh 3.58 Tetsbench Export Expired 2

Sau khi két thuc viéc Export flow expired cé chira Fin flag, thi qua trinh kiém tra
Flow expired sequential cia Export Module s& duoc tiép tuc tai dia chi tam ding
trudce do.

Module Create or update s& kiém tra Busy flag va so sanh flow_5_tuple cta goi
tin tr BRAM voi frame_five_tuple_reg cua goi tin véi nhan vao.
Khi Busy flag = 1 va flow_5_tuple giong vai frame_five_tuple_reg goi tin mai nhan
s¢ duoc Update vao address cua flow dang xét trong Bram (Flow hién tai s€ duoc
update last_timestamp, flow_byte_counter, flow_pkt_counter). Bang thoi, kiém tra
protocol va fin_rst_flags cta goéi tin méi nhan vao.
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¥ Wy Create_Update

-||Eg export_now
p B frame _tuple_reg[103:0] |
>

3bdcbacll0514160015110
» Mg creste_update_fsm([2:0]
» B flow_byte_counter]
p B flow_pkt_counter[31:0]

Hinh 3.59 Tetsbench Export Expired 3

Truong hop: goi tin méi dugc Update la mot TCP packet c6 chira TCP Flags
(Fin flag or RST flag) thi qua trinh théng tin gitra Module Create or update va
Module Export expired flow from memory, qua trinh Export Flow d6 cting s¢€ duoc
thuc hién giéng véi truong hop Create ¢ trén.

Nhuw viy ta c6 thé két luan viéc siv dung ngon ngiv Verilog da mé ti
thanh cong ket qua thudt toan NetFlow V5.

3.3.7 Thue thi hé thong nhiing trén FPGA VIRTEX -6 ML605 ciia Xilinx

Véihé thong da thiét ké chung ta thuc hién nhung trén Kit FPGA Xilinx st dung
phan mém Xilinx Studio Platform (XPS), s& bao gom 161 IP core Netflow_V5 dé dugc
viét bang ngdn ngit verilog dé xur Iy téc do cao chay song song v6i mot 18i IP mém vi
diéu khién MicroBlaze trén FPGA Virtex 6 dugc 1ap trinh dugc bang ngon ngir C dé
diéu khién 15i IP core Netflow V5 hoat dong. Cung voi do, dé quan sat va chuyén dir
ligu tur phan cimg Netflow 1én cong cu phan mém Splunk Enterprise giam sat, phan tich
can c¢6 mot giao dién dé quan sat va diéu khién. Tir nhirg yéu ciu trén, chuong 4 trinh
bay quy trinh xay dung trinh diéu khién bang ngén ngit C trén cong cu SDK cua Xilin
va phat trién GUI bang ngon ngit Java trén mai truong Eclips Java Development.
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3.3.7.1 So d6 toan b hé théng nhing

RTCC
Module

Computer Axi-Lite
(interface)

EEPROM ML605 board

sda scl PHY

Marvel 88E1111
Local

(Microblaze)

TRI-EMAC

71Xy

TRI-EMAC

TRI-EEMAC
NETFLOW V5 IPCORE

TRI-EMAC

TRI-EMAC

Quad Internet port - FMC

Hinh 3.60 So do hé thong nhiing trén FPGA

Nhiém vu cac khoi:

RTC Moudule: cung cap thoi gian thwucj cho hé thong.

Computer: May tinh s& truyén dit liéu can hién thi vé vi diéu khién
MicroBlaze thong qua duong UART.

MicroBlaze: Khéi vi diéu khién duoc 1ap trinh C cdu hinh UART dé truyén
nhan dir li¢u tr may tinh va IP core Netflow V5.

IP core Netflow VS5: trién khai thuét toan Netflow V5 nhén data va trich xuét
cic truong mang can thiét. Loi IP nay nhan dit liéu tir vi diéu khién
MicroBlaze thong qua chuan giao tiép AXI4-Stream va AXI4-Lite.
EEPROM: luu trir thong tin ctia ngudi ding va thong tin cdu hinh cho hé
théng.

Ethernet FMC (PHY): Truyén va nhan cac géi tin théng qua 4 cong Ethernet
(Port 0, Portl, Port2, Port3).

3.3.7.2 Tich hop hé théng nhiing cung cac 15i IP:
- MDIO core: Poc toc dd automatically cia PHY.

o_ctrl_final_1_mdc_pin

io_ctrl_final_1_mdio

® | - wdiogm—————————————————————————
200.00MHz Axt ACLE ph-..-_rstn—Dnu:l||:|_ctrl_ﬁr|aI_1_|:|I'|",-'_r5tr|_|:|in[lZI:IZI]

" LED_INTR—

Hinh 3.61 MDIO core
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Nehién ciru, thiét ké IP Core NetFlow V5 trén nén tang FPGA dé phan tich va gidm sdt mang

- Tri-EMAC core: L&i IP nay duoc sit dung dé doc diéu khién toc do PHY
(10/100/1000Mbs), s6 1an nhan/truyén PHY thong qua két ndi AXI Lite.

i_trimac_soft_rst

Hinh 3.62 Tri-EMAC core

- Soft Processor Microblaze: Bo xir Iy nay dung dé diéu khién hé théng bang
cach quan ly mot s6 IP Core nhu: NetFlow Cache Core, IIC core, MDIO, Tri-
EMAC, ...

Hinh 3.63 Soft processor microblaze
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- NetFlow V5 IP Core: Pay 1a 16i thiét ké ngudi dung dugc sir dung dé nhan dir liéu

(g6i tin) tir 16i Tri-EMAC théng qua Axi4-Stream dé thuc hién phan tich va trich xuat
cac truong.

T

inh 3.64 NetFlow V5 IPCore

- Ngoai ra con mot sd IP core dé két nbi bén trong va bén ngoai. Chung la Axi
Interconnect, IIC Core, UART Core. Pugc st dung dé diéu khién Microblaze t&i 161 IP
khac.

Gpo——————————————————————————————{" > axi_iic_0_Gpo_pin
e Sda (__>axi_iic_0_Sda_pin
200.00MHz| _

Scl : axi_iic_0_Scl_pin

Hinh 3.65 Axi IIC Core

200.00MHz| _

32_Uart_1_sout

Hinh 3.66 UART Core
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Duéi déy la toan b thiét ké hé thong dwoc tao boi phan mém Xilinx Stadium
Platform (XPS) 14.7 cua Xinlinx:

—— e ————————

—| I_.....
B —»—o—uo—h_ —l — 4

l;;;;:::u%&ﬁ %—H_z

Hinh 3.67 Téong hé thong nhiing IPCore NetFlow V5 va cdc ngoai vi trén XPS
Giao dién Bus Hé théng

5 Businterfaces  Ports  Addresses =
Name Bus Name 1P Type 1P Version

axidlite_0 +'r axi_interconnect 1.08.a
axidlite_1 +'r axi_interconnect 1.06.a
microblaze O dimb 5 Imb_v10 2.00.b
microblaze O iimb u Imb_v10 2.00.b

= microblaze 0 7 microblaze 8.50.c
+ microblaze_ 0 bram_block 7 bram_block 1.00.a
- microblaze_ 0 d_bram_cirl +'r Imb_bram_if_cntlr 310
laze 00 cirl 7r Imb_bram_if_cntlr 3.10.c

- NETFLOW CACHE ‘-‘%: switch_|2 1.00.b
T GXZaxL connector. 5 axi2axi_connector 1.00.a
- debug_module u mdm 2.10.a
- axi_intc 0 T axi_inte 1.04.2
- IC_EEPROM +r axiiic 1.02.a
T o iic 0 Jr axiiic 1.02.a
#5232 Uart 1 1.02.a
- clock_ management 0 ‘| A 1.00.a
T Nhtng Core NetFlow V5 vao |3
- mdio_ctr{ final 0 A X 1.00.a
% mio,ctrfinal_1 hé thong_ 1004
& * 1.00.a
& mdio_ctrl final 3 = mamo_cor T 1.00.a
- nfl_emi_EthFMC_interface 0 H‘—}g nfl_cml_interface 1.00.a
- nf_emi_EthFMC_interface_1 H‘;\*\: nfl_cml_interface 1.00.a
- nf_cmi_EthFMC_interface 2 H‘-}j nfl_cml_interface 1.00.a
5 nfl_cml EthFMC.interface_3 & nfl_cmlinterface 1.00.a
clock_generator 0 u clock_generator 4.03.a
proc_sys_reset 0 u proc_sys_reset 3.00.2

Hinh 3.68 Giao dién Bus Hé thong
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3.4 Két luan chwong

Qua chuong 3, nhom tac gia da trinh bay vé thiét ké IP Core NetFlow V5 bing
ngdn ngit Verilog dé mo ta kién tric cua thuat toan NetFlow. Nhom tac gia da thyc hién
kiem tra core bang md phong ISIM cong cu md phong ciia Xilinx. Chuong nay cling dé
cap dén viéc thuc hién tich hop hé thong nhung dé nap xudng board ML605 véi hé théng
xtr Iy cting Microblaze vi xir Iy mém cung cac IP core trén h¢ thng nhu IIC, UART,
Tri-Mac. Va dé diéu khién duoc hé thong thi qua chuong 4 nhom tac gia s& xay dung
chuong trinh diéu khién cling véi giao dién dé quan ly.
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Chuong 4: XAY DUNG CHUONG TRINH PIEU KHIEN VA GIAO DIEN
NGUOI DUNG CHO HE THONG

4.1 Gié6i thiéu chwong

Vi hé théng da thiét ké va tich hop & chuong 3 khi nhing trén Kit FPGA Xilinx
s& bao gdm 15i IP core Netflow V5 di duoc viét bang ngdn ngit verilog dé xir 1y toc do
cao chay song song v6i mot 16i IP mém vi diéu khién MicroBlaze trén FPGA Virtex 6
duogc 1ap trinh duoc bang ngdn ngit C dé diéu khién 16i IP core Netflow V5 hoat dong.
Cung voi d6, dé quan sat va chuyén dir liéu tir phan ctng Netflow 1én cong cu phan
mém Splunk Enterprise gidm sat, phan tich can c6 mdt giao dién dé quan sat va diéu
khién. TUr nhirng yéu cau trén, chuong 4 trinh bay quy trinh xay dyng trinh diéu khién
bang ngon ngit C trén céng cu SDK ciia Xilin va phat trién GUI bang ngon ngit Java
trén moi trudong Eclips Java Development.
4.2 So d0 toan bd hé thong nhiing

FPGA VIRTEX-6 XILINX
- TRIMAC 0 [« famil_, Eiomet Gable

RTCC ot il
"c TRI MAC 1 —

Ethernet Cable
. IP CORE
Micro Blaze [

NETFLOW V5 ramii
2 Cable, UART |3 TRI MAC 2 Port 2 K Ethemet canie
(interface) /| Controller
TRIMAC 3 rgmii Port 3 Ethernet Cable

B
=]

=
o

R

A
Y

A\ 4

3

€= Axi4-LITE

AXI4 - STREAM

Hinh 4.1. So d6 hé thong nhing

4.3 Ban d6 dia chi thanh ghi nén (Base-Address) ciia cac IP core:

Ban d6 dudi day duoc tao ra boi cac cong cu XPS Xilinx. N6 bao gom Dia chi co
s va dia chi cao ciia mdi 16i IP. Pé diéu khién doc/ghi cac thanh ghi trong 13i IP
netflow_cache, IC_EEPROM, axi_ICC_O(RTC) va I&i IP Tri EMAC.
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+ Bus Interfaces Ports Addresses

Instance Base Name Base Address High Address Size Bus Interface(s) Bus Mame Lock
= microblaze_0's Address Map
microblaze_0_d_bram_ctrl C_BASEADDR 0x00000000 0x0000FFFF B4K +| SLMB microblaze_0_dimb O
microblaze_0_i_bram_ctrl C_BASEADDR 0x00000000 Ox0000FFFF 64K «| SLMB microblaze_0 ilmb O
RS232_Uart_1 C_BASEADDR Ox40600000 0x4060FFFF 64K | S_AXI axidlite_0 |
axi_iic_0 C_BASEADDR 0x40800000 0x4080FFFF BAK | S_AXI axidlite_0 O
IIC_EEPROM C_BASEADDR 0x40840000 034 084FFFF 64K w| S_AKI axidlite_0 (|
axi_intc_0 C_BASEADDR 0x41200000 0x4120FFFF 64K w| S_AXI axidlite 0 (|
debug_module C_BASEADDR 0x41400000 0x4140FFFF 64K o | S_AXI axidlite_0 (|
/ C_BASEADDR 0x50000000 0x5FFFFFFF 256M | S_AXI axidlite_0 O
C_BASEADDR Ox76000000 0x7600FFFF 64K | S_AXI axidlite 0 O
nf1_cm|_EthFMC_interface 2 C_BASEADDR 0x76020000 0x7602FFFF 64K | S_AXI axidlite_0 [
nf1_cm|_EthFMC_interface 1 C_BASEADDR 0x76040000 0x7604FFFF 64K | S_AXI axidlite_0 (|
nf1_cml_EthFMC_interface 0 C_BASEADDR 076060000 0x7606FFFF B4K | S_AK] axidlite_0 O
clock_management_0 C_BASEADDR (x78E0000DD 0x78EOFFFF 64K w5 AXI axidlite 0 O
mdio_ctrl_final_3 C_BASEADDR 0x79A00000 0x79A0FFFF 64K | S_AXKI axidlite_1 [
axi2axi_connector_{ C_S_AXI_RNGODD_BASEADDR x79A00000 0x79A0FFFF 64K | S_AXI axidlite_0
mdio_ctrl_final_2 C_BASEADDR Ox79A20000 0x%79A2FFFF B4K v | S_AX] axidlite_1 O
axiaxi_connector 0 C_S AXI_RNGO1_BASEADDR 0x79A20000 0x79A2FFFF 64K w| 5 AXI axidlite 0
mdio_ctrl_final_1 C_BASEADDR 0x79A40000 0x79A4FFFF 64K | S_AXI axidlite_1 [
axiZaxi_connector_0 C_S_AXI_RNGD2_BASEADDR 079440000 0x79A4FFFF B4K | S_AXI axidlite_0
mdio_ctrl_final_0 C_BASEADDR Ox79A60000 0x%79ABFFFF 64K w| S_AX] axidlite_1 O
axiaxi_connector 0 C_S AX|_RNGO3_BASEADDR Ox79A60000 07 9AGFFFF 64K w| 5 AXI axidlite 0
mmem_reconfig_0 C_BASEADDR Ox7DEQ0OOOD 0x7DEOFFFF 64K | S_AXKI axidlite_0 O

Hinh 4.2. Giao dién cua MicroBlaze Address Map

4.4 Xay dung trinh diéu khién cho Microblaze bang ngon ngir C
Chuong trinh diéu khién cua du an FPGA dya vao nén tang — platform da duoc
xdy dung trén cong cu XPS ciia Xilinx trudc d6, bao gdm: giao dién hé théng nhing,
ban d6 dia chi nén thanh ghi IP va driver, thu vién hd tro cua Xilinx va User.
Trinh diéu khién x4y dung mot ché d6 cho phép diéu khién, cau hinh va giao tiép
gitta [P core Netflow V5 voi céac thiét bi ngoai h¢ théng, cu thé:
- Giuap hé thong hoat dong ¢ thoi gian thue bang viée diéu khién module RTC
cung cap gia tri thoi gian lién tuc.
- Luu trit cac thong tin cAu hinh hoat dong can thiét cho hé thong khi mat nguon.
- Diéu khién doc ghi dir liéu vao ra IP core mot cach tuan tu, dam bao tinh logic
cho hé thong.
Toan bd chwong trinh diéu khién cia hé théng phan ctimg Splunk duoc thé hién
bang luu d6 bén duéi dung dé phan tich, thiét ké, phan loai va quan 1y cong viéc.
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Khdi tao platform

Knéi tao RTCC

Khdi tac EEPROM

Load
mode_start

Mode_start

mode1: Curent configuration No

mode == mode1

mode2: Setting
mode3: Load_flow_export
[

No
mode == mode2
Read_EEPROM(in_active_time)
Read_EEPROM(active_time) ]
Read_RTCC(curent_time) ]
l Setting
1: Setting Active_timeout
Display(in_active_time) No No
2: Setting Inactive_timeout Choose == < _ Choose==2
Display(active_time) ]
3: Setting_RTCC
Display(Current_time) ] s
choose_boot
[Scan_UART(Actxve_tlmeout>] [Scan_UARTLIn_actwe_umeout)] [ Scan_UART(time_setting) ]
% [ Write_RTCC(time_setted) ]
No
Save_OK
No
Yes
<t
Yes
_boot_ok

[ Write_Lite(in_active_timeout) ]

[ Write_Lite(active_timeout) ]

[ Write_Lite(time_current)

1
<

No

fifo_not_empty

Read_Lite(flow_reg1)

- Srcport: 7

- Dest port: 100

- Physical port: 1

- Total byte: 1241354

- Byte counter: 1241

- Packet counter: 25
-IP addr: 192.168.1.10
- Ip Dest: 192.168.1.25

Read_Lite(flow_reg2)

Read_Lite(flow_reg3)

D U W S

Read_Lite(flow_reg4)

Read_Lite(flow_reg5)

UART _send_data

Read_Lite(flow_reg6)

Read_Lite(flow_reg7)

Read_Lite(flow_reg8)

Hinh 4.3. Luu dé thudt todn trinh diéu khién Core NetFlow

——

Dua vao luu do thuat toan da xay dung, chuong trinh diéu khién s& duoc thuc
thi trén cong cu SDK cua Xilinx.
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€ s - Splunk/secimain,¢ - K SDK - o x
rE @ $-0-Q- w 0 #E & &+ [d@mm
= = D0|([& mainc 4 platform.c ¢ platform_configh 4 xwch £ PmodRTCC.c £ timeh g systemanss | <) Smsine £ (4] xparameters.h o pstemms | =0
# EMAC SPEED 1000MBPS
3 Properties| ¥ Terminsl 1 S Bl 2 @-r5--0
.
Hinh 4.4. Giao dién chinh SDK su dung ngon ngir C dé khoi tao IP core

- =] x

rE @ $-0-Q- w 0 #E & &+ [d@mm R R m [

2 mainc [ [ platformc | 1§ platform_configh £ PmodfTCCc (6 timeh [ systemmss | () smaing £1 0 [{] sparametersh | g system.mes

RunnBRRBRERRRRR

3 Propertes | 0 Ferminl 1 AR

ticn Debug for preject Spluak ++++

Hinh 4.5. Giao dién chinh SDK sir dung ngon ngiv C dé doc cdc théng tin tir IP core

4.5 Thiét ké giao dién ngudi dung cho hé thong

Dé thiét ké giao dién véi ngudi dung ta st dung phan mém Eclipse Java
Development va ngoén ngit lap trinh Java. Giao dién nguoi dung 1a mot guide lam viéc
gdm céc class, setting config va hién thi thong tin dit liéu. Cho phép nhan, xir 1y va
truyén data tir cac giao thuc trao d6i théng tin UART, HTTP.
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vers @ Data Source Explarer @ Snippets @ Cansole ke

Wiritsble Smat Inset 136:87: 4675

Hinh 4.6. Giao dién chwong trinh Java guide

Guide Java léy dir li€u tir bus uart cua kit FPGA, sau do chuyén kiéu dir liéu tur
dang string thanh ma JSON (Javascript Object Notation). Dit li¢u & dang ma JSON s¢
duogc guri 1én host Splunk theo phuong thire Http post:

http://localhost:8088/services/collector/event.

[ GUljava [T SplunkHttpClientjava 52 [I] package-infojava  [1) ToggleSwitchjava  [I) Requestjva [ Eventjava 1] Communicatorjava  [J) GULthresholdjava =g

1 package Serial communication;
2y 2® import org.apache.http.client.methods.CloseableHttpResponse;[]

13 public class SplunkHttpClient {

public SplunkHttpClient() {
super();

public void sendData(Event event) throws IOException {
CloseabletttpClient client = HttpClients.createDefault();
HttpPost httpPost = new HttpPost("http://localhost:8@88/services/collector/event”);

Request request = new Request(*httpclient”, event);
// window.txtLog.append("event” + "\n");
Objecttapper obj = new ObjectMapper();

String §s = obj.writeValueAsString(request);
System.out.println(is);

string jsen = "{\"seursetype\": \"hitoclient\", \"event\": \"kKhai h"}";
StringEntity entity = new StringEntity(js);
httpPost.setEntity(entity);
httpPost.setHeader("Accept”, “application/json”);
httpPost.setHeader("Content-type”, "application/json”);
httpPost.setHeader("Autherization”, "Splunk 9db244d4-73a2-dec7-a363-fc8785d2a3ba™);

CloseableHttpResponse response = client.execute(httpPost);
System.out.println{"Reponse Code " + response.getStatusline().getStatusCode());
client.close();

Hinh 4.7. Giao dién chinh chwong trinh Java két néi voi host Splunk

Giao dién cua guide cho phép nguoi s dung lua chon va két ndi Vol cong COM
dé doc dit liéu tir UART cuia hé thong can giam sat. O phia Config bao gdm cac chirc
nang: set ngudng hoat dong cua ting port vat ly, cai dat khoang thoi gian hoat dong cua
ngudng port dé ngin chin cic cudc tan cong mang.
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| £ MetFlow Analytics for Splunk Control Panel - O b4
NetFlow Analytics for Splunk Control Panel 2 '
Select COM Port
com3 |v|| Connect | | Disconnect
Config Log
CCM3 opened successfully.
I
Source Port | |
Source Port: 138
DestPort | | Dest Port: 138
or o | | Phy. Port: O
uree Total byte: 391650
Dest TP | | Byte Counter: 209
Packet Counter: 1
Physical Port Capacity Threshold 100 KB = Source IP: 192.168.1.50
Dest IP: 182.168.1.255
PhysicalPort [ ||  CapacityThreshold [ |~| : :
Physical Port I:E Capacity Threshold I:E
Physicalport | |v|  CapacityThreshold | ||
tme: [0 [v|am [v] o o [vam [
Disable/Enable

Hinh 4.8. Giao dién ciia hé thong giam sdt.

Trong hinh ¢ giao dién Log thu thap duoc cac truong thong tin mang, bao gom:
- Source Port: 138
- Dest port: 139
- Phy. Port: 0
- Tolal byte: 391659
- Byte Counter: 209
- Packet Counter: 1
- Source IP: 192.168.1.50
- Dest IP: 192.168.1.255
Két luin chuong
Qua chuong nay, nhom tac gia da thyc hién hai cong viéc chinh do la:
- Xay dung chuong trinh diéu khién C cho MicroBlaze ding SDK dé giao tiép
truyén nhan qua may tinh va dit liéu dua 1én.
- Thiét ké giao dién nguoi dung cho hé thong bang ngdn ngir Jav

4.6
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Chuwong 5: KIEM TRA, PANH GIA HE THONG VA THUC HIEN GIAM
SAT HE THONG MANG TAP TRUNG SPLUNK CHO CAC DATA
CENTER

5.1 Giéi thi¢u chwong:

Trong hau hét cac thiét ké IP Core, nhiém vu cubi cting ctia ngudi thiét ké 1a kiém
tra, thim dinh két qua da dat duoc so véi yéu cau dit ra ban dau. Yéu cau dit ra ban dau
phai dam bao dung thuat toan ban dau, ké dén 1a Core wu tién vé toc do ~va bang thong
xtr 1y, hodc yéu cau vé tai nguyén sir dung. Tuy theo timg dung ma yeu cau nao s€ duogc
dat uu tién trong qua trinh thiét ké. Vi du trong cac thiét bi truyén dan, tong dai thi wu
tién vé toc do va bang thong, trong thiét bi cam tay, mg dung ca nhan thi wu tién vé tai
nguyén dé giam gia thanh. Do vay khi danh gia két qua dat duoc 13 danh gia duya trén
muc ti€éu ma IP Core ma dugc img dung.

Trong dé tai nay, IP Core NetFlow V5 duoc nhung vao hé théng nhing FPGA,
ghép ndi véi cac thiét bi ngoai. Trong chuwong nay, tac gia s€ phan tich cac két qua da
dat dugc dua trén két qua tong hop cta trinh tong hop ISE 14.7 cua Xilinx.

5.2 Phén tich cac thong s ciia két qua tong hop

Téng hop 1a két qua qua trinh bién dich hodc chuyén do6i ngdn nglr mo ta phan
cimg Verilog vao trong mirc cong. Can cr vao céu triic va quy mo phan cling duge mo
ta trong chuong trinh Verilog, trinh tong hop ISE 14.7 s€ cho céac ket qua sau khi tong
hop. Céc thong s6 quan trong danh gia két qua qua trinh tong hop gom:

- Tai nguyén sir dung

- Do tré cuc dai

- Tan sb hoat dong

- B6 nhé dugce st dung

Tai nguyén st dung: 1a sd Logic Block ma IP Core can str dung. Khai niém Logic
Block tuy thudc vao mdi hang san xuat dinh nghia, vi du cia hing Altera goi LE (Logic
Element), haing Xilinx goi 1a LC (Logic Cell hoic Slice). Mdi Logic Block bao gom céc
thanh phan chinh 1a LUT va Flip Flop, s6 lwong LUT va Flip Flop trong Logic Block
tuy thudc ting hang san xuat va dong san pham
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Design soex oo Deswé\ ngw:y ~ Cacha Projact States (65092031 14A53) ~
View: Inplementation () [ Smulation — L -
[Cij © Hing o o) [ 108 Properties Project File: ISE xise Parser Errors: No Errors
] | Hierarchy [ Module Level Utiization Hodule Name: netflow_cache Implementation State: Synthesized
G| @ 5] [ Timing Constraints = -
E A eesvssor1i13s o 13 Pinout Report Target Device: esvexsot-1f1136 Errors: o Errors
| = 63 Automatic includes [ Clock Report Product Version: ISE 147 *Warnings: 157 Warnings (157 new)
i D:\Splunk_Netflow\HS_Splunk_NF4P_1803_update\ISE_RT| ﬁ @ static Timing Design Goak: elanced < Routing Results:
El| & DL netflow_cache al° Errors and Wamings = ! >
comp1 - pkt_classification £ [2) Parser Messages Design Strategy: i Default (uocied) «Timing Constraints:
comp2 - timestamp_counter_mod 24 @ synthesis Messages Environment: System Settings «Final Timing Score:
7l [l flow_table - BSRAM - syn BE [ Translation Messages
=i & [v] comp3 - create_or_update flows [ Map Messages
[ hash_function1 - hash function - hash_function_arch [ Place and Route Messages = ry =
comp4 - export_expired_flows_from_mem [ Timing — - e
. R [ Bitgen Messages Logic Utilization Used Available Utilization
[ER Messages v ||| number of 1486 32640 a9,
P | & NoProcesses Ruming Design Properties Number of Sics LUTs 1391 20 -
;| Processes: netflow_cache " o (D E?ME M:ssaﬂﬁ Fl‘t:""tz . Number of fully used LUT-FF pairs 825 2052, 0%
: ptional Design Summary Contents
5| 2T 8\ Synthesize - XST [ Show Clock Report Number of bended 10Bs 161 80 33%
=i Show Failing Constraints o
o View Technology Schematic E Shon warmﬂﬂgs Number of Block RAM/FIFO 27 13 20%
= gg Ehenk iyrélax! A B sromnon humber of BUFG/BUFGCTRLS 4 52 12%
encrate Post-Synthesis Simulation Model
28 D hd v
> Start ®3 Desgn [ Fles () Ubraries = Design Summary (Synthesized) []IE] netfiow_cache_top.v. J
Console w08 x

Timing Summary:

Speed Grade: -1

s ~ 5
Mini iod: 4.7€2n (Maxi F: T i 209.996MHz) d
Minimm npat sreivel tine before ciock: §.39ms a1 nguyen su dung

Maximum output required time after clock: 3.394ns

Maximum combinational path delay: No path found

Process "Synthesize - XST" completed successfully

<
@ Errors 1, Wamings [ Find in Files Resuits

Hinh 5.1 Téng hop két qua cud Core NetFlow ¢ mitc Synthesise

Dj tré cure dai: 13 thoi gian tré 16n nhat trong cac do tré ma mot khoi logic tinh
todn tr mot tinh hiéu vao dén mdt tin hi€u ra. B tré cang 16n thi toc do xur ly cua Core

cang cham

Tan so cwe dai: 1a tan s6 cuc dai Clock cua hé thong cung cap cho Core ma Core

hoat dong khong bi 16i

Thong s tai nguyén

Timing Summary:

Po tré &
tan sd cuwc

Speed Grade: -1 “/////////

Minimum period: 4.762ns (Maximum Frequency: 209.9%&MHz)
Minimum input arrival time before clock: 5.393ns
Maximum output regquired time after clock: 3.394ns
Maximum combinational path delay: No path found

Timing Detail:

411 walues displayed in nanoseconds (ns)

Timing constraint: Default period analysis for Clock '"ACLK'
Clock period: 4.762ns (freguency: 209.9%9gMHz)
Total number of paths / destination ports: 65310 / 4306

Delay: 4.762ns (Levels of Logic = 35)
Source: comp&freg_dob_S& (FF)
Destination: comp4fexpUIt_flUws_fsm_FSH_FFdl (FF)
Source Clock: ACLE rising

Destination Clock: ACLE rising

Hinh 5.2 Bdo cdo do tré va tan so cuc dai

5.3 Kiém tra hé thong trén board ML605 tai moi truwdong thuec té:
5.3.1 Xay dung kich ban kiém thi:

Sinh vién thuc hién Nguyép Duy Ha Son — Bang Sy Phi Hung
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Nhom tac gia s& xay dung mot kich ban dé so sanh giai phap Splunk Software hién
nay va khi str dung giai phap Splunk bang phan cing FPGA nhtung IPCORE NetFlow
V5 cua nhom (Sur dung virsion: Splunk Enterprise).

5.3.2 Péi twong chinh:

- Giai phéap Splunk Software: Setup mét PC intel core I5 v6i 4 card mang. Phan
mém Splunk Enterprise index data tu 4 card mang cua PC.

- Giai phap tang tdc Splunk bang phan cing FPGA: gém Ipcore Netflow_V5 4
port tich hop hé thdng va nhung trén board M1605. Str dung trinh diéu khién dé doc cac
truong thong tin da duoc Netflow trich xuat. Phan mém Splunk index data tir board
ML605 bang giao tiép UART.

5.3.3 Muc tiéu:

- Thé hién cac diém han ché cua giai phap Splunk Software: Data index c6 kich
thude 16n, dung lugng free co gidi han 500Mb/date. Phin mém Splunk chup goi tin
khong ¢ kha nang chup du géi tin khi ddy goi & bang thong tdc d6 cao (Max speed cia
tool PackEth).

- Gio1 thi€u cac tinh nang cua giai phap tang toc Splunk bang phan cung FPGA:
khic phuc cac diém han ché cua giai phap phan mém; thé hién duoc tong hop luu luong
byte tir 4 port dua 1én Sever Plunk, biéu d6 luu luong ting tuyén tinh va thé hién lién
tuc; cho phép xac dinh dugc chinh xac luu lugng byte, luu lugng goi cua data trén bicu
d6 giam sat theo ting port va ting dia chi ip ctia thiét bi.

5.3.4 Thiét bi sir dung:

- 2 PC monitor : d cai phan mém Splunk Enterprise.

- 8 PC day goi da cai tool PackEth cho ca hai hé thong.

- Board FPGA ML605 d3 nap san Netflow VS5 4 port.
5.3.4.1 N¢i dung thue hién:

1. Demo hé théng 1: Gom 1 PC intel core i5 setup 4 card mang, sitr dung 4 PC
khac co tool day goi PackEth dé day goi ¢ 2 truong hop, trén sever Splunk ding ham vé
biéu d6 thé hién téng luu lugng data cta 4 card mang. Thuc hién déy g61 voi tde do cao.

2- Demo hé thdng 2: Setup Board ML605 di nhing Ip core Netflow va 4 PC
dung tool day goi PackEth diy goi vao 4 port FMC, chay Guide Java dé chuyén data
dang string tir board FPGA sang dang ma Json; Splunk index data da dugc decode 1én
sever, thong ké va giam sat. Thyc hién day géi toc d6 cao nhu demo hé thong thir nhat.
5.3.4.2 Tién hanh Demo:

Nap chuong trinh cho board ML605

- Két ndi board ML605, sir dung cong cu SDK phan mém cua Xilinx dé nap chuong
trinh xudng kit.
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a 54
¥ | ethernetfmc.com =

Hinh 5.3 Nap chuong trinh cho board ML605

Buwéc 1: Tién hanh setup hé théng DEMO 1 & 2:

G i T Monitor
1 o g St S T Guthig Hawame
Nk Cod i bt

==l (patanlir,.
: B 2

)< T (o) k),

G e, T ‘k"’ i

oo [, (o) (#HM’N; iy
CEK (pt) (e My

Monitor

Hinh 5.4 Setup hé thong dé kiém tra
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Buwée 2: Tao goi tin internet str dung cong cu PackEth trén 4 PC két ndi v6i 4 card
mang cua PC Monitor 1. Va tao trén 4 PC két ndi vo1 céac port Ethernet trén Board
ML605.

# PackETH - ethernet packet generator - O x
File Help
R|R| ||| BRA| = | R 1| B
Builder | Gen-b | Gen-s| Pcap Load:| Save | Default | Default Interface Send | Stop
MAC Header 802.1g VLAN fields 802.3 LLC field values B
® ver I ; ) . .
Destination |AA:BB: CC:DD:EE:FF Select [Jaing 0x8100| + [ 0x|0000 Type® LLC (O LLC-SNAP
" DSAP Ox]AA SSAP OxAA
Tag ID 0Ox|8100
O 8023 Source 11:22:33:44:55:66 Select 9
Friority 0  (Best effort) | % Ciri0x03 | OULOx
802.1 Ethertype 0x|0800 Pvd B SE =
[ 20219 — [l cfi viaN D 0x [001 GG Ll
Next layer —-> (® IPvé (O Arp packet (O User defined payload
1Pv4 data
\
Pia chi IP neudn & dich |5— TOS Ox |00 Select | Total length Auto  Identification Ox |1234
Fragment offset (256 TTL|255 Protocol |6 TCP s Header cks 0x Auto
. ,
Giao thtrc
Source TP |192.168.5.2 Select Destination IP  |192.168.2.5 Select Options O
I Next layer —> (O UDP @ TCP (O ICMP (O IGMP () User defined payload I
TCP data A A N A
/ Cong nguodn va dich
Source port |7 Destination port (8 equence number |100 Ack number |100
Header length |20 Flags: [Jcwr [Jecn OJure CDack COesH OrsT Osyn CIFM
Window size (4000 Checksum 0x Auto Urgent pointer |0 Options 0x
~ 1A
Dir liéu
12 34 56 TAB4 56 FABCCDEFFEFF 12 34 56 7A
BC DE FF 12 34 56 7ABCDEF4 56 FABC 12 34 56 Pattern:
74 B4 56 7A BC CD EF FE FF 12 34 56 JABC DEFF
Tcp payload |12 34 56 7A BC DE F4 56 7A BC 12 34 56 7A B4 56 Length: L
7A BC CDEFFEFF 12 34 56 FABC DE FF 12 34 56
74 BCDE F4 56 FABC 12 34 56 7A B4 56 FABC CD
EF FE FF 12 34 56 7A BC DE FF 12 34 56 7A BC DE - Apply pattern B
[<] [
Parameters loaded from file D:\NEWPRO\TEST SWITCH 4 PORT\TC\TC_Unicast\TC_Unicast_pha_1

Hinh 5.5 Giao dién phan mém tao géi tin PackEth
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@ PackETH - ethernet packet generator - O >
File Help
@] | I &)
\ A reoge It | Default Interface Send | Stop
Tuy chon s6 lugng goi tin mang
umder of packets to send { 0 - 1000000 ) : Packet contents
@a bb cc dd ee ff 11 22 33 44 55 66 08 00 45 00 Ethernet
10000] O Irfinite 01 4a 12 34 01 00 ff 06 1f 22 ¢0 a8 05 02 c0 a8 R
02 05 00 07 00 08 00 00 00 64 00 00 00 64 50 00 %
0f a0 1f fe 00 00 12 34 56 7a b4 56 7a bc cd ef
— " X e ff 12 34 56 7a bc de ff 12 34 56 7a bc de f4 I
— “li L 56 72 he 17 34 56 7a hd 56 7a he rd of fa ff 12 | |BI2A343A
Adjust parameters while sendini
I].DDD [J Max speed . L
« Do nothing [Cl
/ Timing type: Byte x ostetI Action Random 1 Byte [ - | Rangel - up to 2432
A A 3R /- Byte y ostetI Action Random 1 Byte [ - | Rangel - up to 2732
Toc do day goi 1000packets/s

Gen-b window opened. 2

Hinh 5.5 Thiét ldp s6 g6i va toc dé ddy ciia moi goi tin

Buwéc 3: Tién hanh day géi tin véi tbe dd 1000packets/s lién tuc vao 2 hé thong:

Hinh 5.6 Thuec hién ding 4 PC ddy vao cdc géi tin lién tuc dé kiém tra hé thong.

80

Sinh vién thyc hi¢n : Nguyén Duy Ha Son — Dang Sy Phi Hung
Ngudi huéng dan : TS. Tran Hoang Vii



Nghién ciru, thiét ké IP Core NetFlow V5 trén nén tang FPGA dé phén tich va gidm sat mang

Buwiéc 4: Quan sat va danh gia két qua:

i
[ T ORI
::_“‘\’Cl (r«e\dd.) () 'fs\';

é‘?’?( b \, Pkl 40 \
P e
B (pobtetd  (pagr, 72 |

o
&

Hinh 5.7 Gidm sdt va danh gid két qua

Két qua:
- Doi vdi hé théng I: St dung truc tiép phan mém Splunk Software (Splunk
Enterprise):

plunk

New Search

Hinh 5.8 Cdc géi tin tir 4 card mang da dwoc day lén hostSplunk
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PC-Host
New Search Close
host="del1-v" target tal1) 12 Splunk - n

Mit gébi, khong

on dinh

Dit liéu vao tai
4 card mang

Hinh 5.9 Biéu dé mé ta téng dung heong dwrge ddy lén theo tirng card mang

License Usage

Licensing = License Usage Reporting

Today  Previous 30 days

Luu lugng st dung 16n

Today's License Usage (68) / Todiay's License Usage per Pool Today's Percentage of Dally License Quota Used per Pool
o 02 08 6 !

[ T

Pool Usage Warnings Slave Usage Warnings

Pool Stack 1D ¢ Current Members ¢ Current Quola (GB] ¢ Warning Days - (SoMyHard & Save:  GUID: Pool + Hard Warmings *  In Viol
erated pool download-trisl  download-trisl  dall-v 0.488 ell-v  4ASCABAE-CBAB-4CTA-ASOD-3SACCI6F2AE auto_generated_pool_dounlosd-trial

Hinh 5.10 Biéu do mé ta luu heong sir dung trong ngady.

- D6i v6i hé théng 2: Str dung két hop Splunk software va phan ciing FPGA nhung IP
Core NetFlow V5.

+ Pa trich xuat diing cac truong thong tin can thiét ciia goi tin sir dung IPCore
NetFlow V5 nhang trén FPGA board ML605.
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| £ NetFlow Analytics for Splunk Control Panel - [m] X

NetFlow Analytics for Splunk Control Panel

Select COM Port
| T |
{ICOM3 |w» Connect Disconnect )
J =] | | Wit
Config Log
COM3 opened successfully.

Source Port: 7
DestPort | Dest Port: &

= |W = Phy. Poxt: 2

Source ! Total byte: 144764719
Dest IP ‘[— Byte Counter: 330

[Packet Counter: 1

Physical Port [PORT 1 || Capacity Threshold [100KB |v| | |source 1p: 192.168.5.2
T Dest IP: 192.168.2.5
Physlcall’ort[ |.‘ Capacity Threshold | v
Physical Port v Capacity Threshold \_vJ
Physical Port |v|  capacity Threshold ‘ v -
s o [sw]z] = [ w7 C’ac tru’(zng‘thong tin
— e—— trich xuat tir Core
Disable/Enable

Hinh 5.11 Giao dién, dir liéu doc 1én tir UART hién thi cdc théng tin trich xudt

- Truy cap vao Splunk Host dé tién hanh quan sat cac thong tin dugc doc 1én tir java
va v& biéu dd gia tri theo cac thong tin do.

Applications &
Explorer Splunk Enterprise

Bl sevcn 2 o Q& @ @ﬁ

+ Trouver plus d'apps

Présentations des produits Ajouter des données Splunk Apps 2 Splunk Docs 12
Nouveau sur Splunk ? Découvreznos  Ajouter ou transmettre des données Les applications et les extensions Une documentation compleéte pour
présentations sur Splurk Enterprise. Par [a suite, développent les capacités de Splunk Splunk Enterprise et les autres
vous pourrez extraire des champs. Enterprise. produits Splunk.

Hinh 5.12 Giao dién Splunk host

- Vao Search & Reporting: nhdp vao Research:
host="localhost:8088”
Ket qua:
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splunk

Search Analytics Dashb

New Search
host="localhost:8888"

+ 16,125 events (before 5/11/2112:52:40.000 AM) No Event Sampling

Events (16,125) Patterns Statistics Visualization
Format Timeline = — Zoom Out

oards

List = # Format 20 PerPage =
< Hide Fields i= All Fields 1| e B
> 5/3/21 {11

SELECTED FIELDS

3:49:35.000 PM
a host 1
a source 2

a sourcetype 1

INTERESTING FIELDS
# byte_counter 100+
a dest_ip 22

# dest_port 17

a index 1

.
h

byte_counter:
dest_ip: 192.
dest_port: 39
phy_port: @
pkt_counter: 1

sre_ip: 96.84.1.2
src_port:
total_byte: B@3767836

Show as raw text

# linecount 1

# phy_port 4 host = localhost:B088
# pkt_counter 100+ > 5/3/21 { [-]
a punct 1 3:49:35.000 PM

a splunk_server 1
a src_ip 12

# src_port 100+
# total_byte 100+

+ Extract New Fields

o
I

Show as raw text

Hinh 5.13 Cdc théng trich xudt da dwoc day 1én Splunk host

byte_counter: 2
dest_ip: 192.16
dest_port: 9

phy_port: 3

pkt_counter: 1
src_ip: 96.
src_port: 8
total_byte:

84.1.2

source = http:Test2

883519155

Thong tin trich.
xuat da dugc day
Ién Splunk host

sourcetype = httpclient

» 8."ghy_port":2,"ton

tal_byte": 484828, "Dyte_counter™: 138, "KL counter

SrC.1p7i7192.168.5. 27, "URST 1R T192.165.2.57)

L L

Hinh 5.14 Thong ké cdc géi tin theo thoi gian thiee trén Splunk host
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- Tién hanh dung cac ham v& dé hién thi biéu dd gia tri theo cac théng tin d6 bang cach
nhap cac ham v€ vao New Reseacrh:
1. V& gia tri Total byte (Tong cac byte dau vao tai 4 port)
Host= “localhost:8088”|timechart span=1s values(Total byte)
2. V& Packet_counter theo céc port phy_port:
Host= “localhost:8088”’[timechart span=1s values(Packet counter) by phy port
3. V& Byte_counter theo cac port phy_port:
Host= “localhost:8088”’|timechart span=1s values(byte counter) by phy port
4. V@& Packet_counter theo cac port IP_Source:
Host= “localhost:8088”’|timechart span=1s values(byte counter) by ip_src
5. V& Byte_counter theo céc port IP_Source:
Host= “localhost:8088”’|timechart span=1s values(byte counter) by ip_src

Thé'ng ké lvu lwgng: | e Téng lwu lrgng tir 4 Port vao Server

Theo Source IP
Theo Des IP T6n§luu lwgmg Byte tir 2 Téng lwu lwgng géi tin tir 2

cong vao Server céng vao Server

111 | AN HEREEN! |
Theo MAC UL, B 1111
Theo nhém (SR N
Téng lwru lwgng Byte tir 3 Téng lwu lwong géi tin tir 3
dia chi IP vao Server dia chi IP vao Server
L] A .“

ERETIERAAT IR RRTIARIY e

Hinh 5.15 Théng ké lieu lirong diF liéu bang cdc biéu do

EJ Home | Sphunk 813 % B Homespiunk x4 o - 8 x

Total Bytes from & Prysical Por

U}

AN L & | m

Hinh 5.16 Théng ké liu lirong diF liéu bang cdc biéu do
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* Quan sat trén biéu d6 ta thiy duoc luu luong tai cac port ting déu nhau.

[T

W Mtl ‘H(l\“\nﬂ” n.J”W“

jete counter by sach 4 Packet caunter by each 4 Physical Port

Byte couter ting nhanh tai port 2

1Kl

Hinh 5.18 Su gia tang luu luwong dot ngot
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License Usage
Uicensing » License Usag

Pool Usage Warnings Slave Usage Wamings

Hinh 5.19 Luu lwong sir dung trong ngay

Panh gia va két luan vé két qua cia hai hé thong:
- Dya vao két qua da test trén chung t61 xin dua ra két luan danh gia:

PC-Host

=
——— — Mit géi, khong
) . 6n dinh

AT g 111 LTI TP

Dik liéu vao tai
(LA L | 4 card man
kol o e e ¥ T Y =
[ o g v o | pume st duaein
N I L .

Hinh 5.20 So sdnh két qud Splunk két hop FPGA va Splunk Software

- H¢ thong sir dung Splunk Software truc tiép dé bt cac goi tin tir dir liéu tai cac card
mang trong hé thdng mang, mot goi tin khi chua duoc phan tich ¢ thé 1én dén 20-
50K byte, toc do cang tang thi luu luong tai Ién no6 s& cang 16n, 1 ngay co thé 1én dén
hang GB. Ban quyén Splunk Software 2000usd/nim/GB moi ngay, v¢ Viét Nam tuong
duong 72 — 180 tri¢u dong, néu cang st dung nhiéu luu lugng ting 1én 100GB thi s&
ting 600usd cho mdi GB ting (dung 5G/ngay = 8.100 usd; 20G/ngay = 24.000usd.

- Dé giai quyét van dé trén hiy xem hé thong cta chung tdi khi st dung Splunk két hop
v6i FPGA voi IPCORE NetFlow V5: bat cac goi tin va day 1én Host day du chinh xéc,
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dir liéu dugc cap nhat lién tuc theo realtime. Déi véi nhiing thong tin ta dua 1én ching
ta c6 thé linh hoat giam sat theo ting port, ting IP... Co giao dién quan ly dé dang giam
sat va quan 1y dé ngan chan cac tinh trang xau nhu ngén mach, luu luong tang vot,.
Vi cong nghé FPGA chung ta c6 thé xir Iy dong thoi nhiéu ludng két ndi véi cac toc
d6 Ethernet 1G, 2.5G,...Phan tich dong thoi hang triéu Data Flow nhung luu luong
chung ta dua 1én dé giam sat rat nho (20byte/packet), ¢ thé sir dung gan nhu vo han
khong can mua ban quyén — chi cn dung phién ban mién phi 14 du. An toan, 1am cha
dugc cong nghé, gia thanh hop 1y ¢6 thé canh tranh véi Splunk Software.

5.4 Panh gia két qua:

Pé tai dit ra nhiém vu: “Nghién ciru va thiét ké IPCORE NetFlow V5 trén nén
tang cong nghé FPGA dé phin tich va giam sat mang”, qua thoi gian thuc hién véi
su nd luc ban than cac thanh vién trong nhom va dic biét dugc sy giup do tan tinh cla
thay gido huéng dan, két qua da dat so véi yéu cau cua dé tai, cac két qua mo phong
dung theo tai liéu ky thudt NetFlow V5. Céc thong s6 trong k¥ thut thiét ké nhu: toe do
xur 1y, tai nguyén sir dung déu co két qua dat yéu cau dé dua xudng hé thong nhing
FPGA. Day la mot huong phat trién mai cta cac trudng Pai hoc va nhu cau cap thiét vé
ngudn nhan lyc trén thi trudng cong nghé cao hién nay. Hé théng bao gdm vi xir 1y
MicroBlaze, céc thiét bi ngoai vi, viéc nhiing nay tuan thi theo chuan giao tiép cua PLB,
dong thoi phat trién cac Firmwave diéu khién hé thong. Trong qué trinh phat trién hé
théng nhung, ban than tic gia gip nhiéu kho khin vi ddy 1a mot linh vuc hoan toan méi
mé, trude day chua timg duoc 1am hay duoc biét vé hé thdng nhung FPGA va tai liéu
huéng din, tham khao hau nhu, chi c6 tai lidu ctia nha san xuat. Tuy nhién nhu di néi
trén, v6i su nd luc ban than va dinh hudng tich cuc cua thay gido huéng dan nén viéc
thue hién NetFlow V5 IPCORE trén hé thong nhung FPGA d4 hoan tat.
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KET LUAN VA HUONG PHAT TRIEN

Véi nhitng két qua dat duoc c6 thé khang dinh viéc thiét ké va thuc hién NetFlow
V5 trén nén FPGA di dap tng cac yéu cau cua dé tai dat ra. Cu thé, dé tai da dat nhiing
két qua sau:

- Thuc hién thuét toan NetFlow V5 dé thiét ké IP Core NetFlow trén nén tang
FPGA.

- Thyc viéc viéc nhing NetFlow V5 IPCore va tao cac File Bitstream dé nap h¢
théng hoan chinh.

- Két hop Splunk Sotfware dé thyc hién giam sat mang.

Chiing t6i sé xdy dung hwdng phdt trién trong thoi gian dén nhw sau:

- Hién tai bd vi xu ly mém trong du an nay la MicroBlaze dugc ho tro trong
Virtex 6 ML605 Board FPGA. M6t s6 mdi nhat trong Xilinx FPGA st dung bo xu 1y
cimg nhu RAM Cortex. Chung t6i c6 thé cai dit Petalinux trén mot sé FPGA tién tién
ctia Xilinx — Zynq 7000 dé thuc hién nhung Linux va Buid Driver cho dy 4n.

- Phat trién chuong trinh diéu khién cho nhiing tmg dung hay nhiém vu nang cao
va phat trién thém giao dién qua Iy.

- Phét trién version V5 cuia NetFlow 1én céac version 7, version 9. Tdi thiéu hoé
cac chan vao/ra dé tuong tich cac ho FPGA nhu Xilinx hodc Altera

- Xay dung cac NetFlow IPCore phuc vu cho cac trng dung chuyén biét nhu trong
hé thdng truyén dan, phan tich cac giao thirc khac mai hon, hodc phat trién dé it ton tidu
hao nguon...

Hién nay trén thé gi6i hinh thanh nhirng cong ty chuyén thiét ké cac Core theo
yéu cau cua khach hang. Ngay nhitng hing ban dan 16n vin khong thé bao quat hét (vi
nhiéu 1y do) tat ca cac thanh phan trong san pham ctia minh, phai mua Core tir cac cong
ty khac dé nhing vao trong san pham. Viéc thiét ké san pham Core khong doi hoi dau
tu ban dau 16n, cht yéu 1a dau tu chat xam, con ngudi ma cho hiéu qua kinh té rat cao

Day 1a mot hudng phat trién nganh cong nghé cao: thiét ké vi mach va hé théng
nhiing ma thé gidi n6i chung va Viét Nam néi riéng rat can dé
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